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AHHOTaUMA

Hactoawmin [OOKYMEHT coOepXuT PYyKOBOACTBO adMWHWCTpatopa Mo BCTpauBaHWIO
nporpammHoro komnnekca «MXDR» (ganee — N0O) B 3awimwaemyo MAHPPACTPYKTYpPY.

1. HasHaueHue NO

MO — «KoMmnnekcHoe pelleHne npegHasHaydeHo AN BbISIBIEHUS COBPEMEHHbIX
BbICOKOTEXHOSMOMMYHbIX aTak Ha paHHenm cTtagun, obecneveHus npouecca threat hunting,
ONTMMM3aLUMN NPOLLECCOB pearMpoBaHna Ha WUHUMOEHTLl U UX MocneayoLwero paccnegosaHus
BHYTPU KakK KOpnopaTMBHOW, TaK W TexHonormyeckonm uHdpactpyktypbl. OHO onpegenset
3apaXxeHusi, KOTopble NPONyCcKalT cTaH4apTHbIE CPeaCcTBa 3alUnTbI: aHTUBUPYChI, MEXCETEBbIE
3KpaHbl, CUCTEMbI NpeaoTepalleHnsa BTOPXKeHUW. NpumeHeHne MXDR cyLleCTBEHHO CHWXaeT
PUCKW OpraHu3auuu, nomorasi BOBpPEMS BbISIBUTb M NPeAOTBPaTUTb XMULLEHUS, (PUHaHCOBbIE
MOLUEHHUYEeCTBA, MOMbITKM LUMMOHAaXa, YTeYKy KOHMAeHUManbHOW WHdopMauum u gpyruve
WHUWOEHTbI.

2. HacTtpoukm goctyna n y4eTHbIX 3anncemn
Hoctyn k N0 npegoctaBndaeTcs yepes Beb-nHtepdenc.

Doctyn k Be6-uHTepdeiicy 4OCTyneH aBTOPU30BaHHbLIM KITMEHTAM.

Hoctyn yepes Beb-nHTepdency npegocraBnsaeTcsi No 3anpocy.

BrumaHue! Npu eo3HUKHOBEHUU npobriem co exodom 8 Cucmemy obpamumecs 8

cnyx6y TexHudeckol noddepxxku Paspabomuuka rno anekmpoHHoU nodyme mxdr@facct.ru.

3. MporpaMmmHo-annapaTHble cpeabl PyHKUMoHnpoBaHus MO

MO yHKUMOHUPYET B creayoLwmx nporpaMmMHo-annapaTHbIX cpenax:
1. AnnapatHble cpeabl:
a. Cepsepa co crnegylowmmMmm TEXHUYECKUMUN TPEOOBaAHUAMM:

Tabnuua 2.1 — TexHn4yeckme TpeboBaHusa ons NTA
NTA (Harpy3ka

250 1000 2000 5000 10000
Mbps)
38GHz,6 C 3,8GHz, 6C é’%ZGHZ’ 6 2,1GHz,20C 2,1 GHz, 20
(2 threads (2 threads (2 threads per @ C (2 threads
CPU threads per
per core), 12 ' per core), 12 core), 12 core), 27.5 per core),
MB MB ' MB 27.5 MB
MB
RAM. GB 32GB,DDR 32 GB,DDR 64 GB, 64 GB, 128 GB,
’ 4 4 RDIMM RDIMM RDIMM
HDD, GB 2x 1200 2x1200 2x1200 2x1200 2x1200


mailto:mxdr@facct.ru

Network

mgmt Ethernet 1 1 1 1 1
Ao 4 no 4 Ethernet  go 4 no 4
span Ethernet or SFP SFP/SFP+  SFP/SFP+ Ao 4 SFP+

Tabnuua 2.2 — TexHn4yeckme TpebdoBaHma gns Sensor Industrial
Sensor Industrial

(Harpy3ka Mbps) 500 1000 2000

4GHz,6C, (2 4GHz,6C, (2 2.1 GHz, 20 C, (2

CPU threads per core), 12  threads per threads per core),
MB core), 12 MB 27.5 MB

RAM, GB 32 GB, DDR 4 32 GB, DDR 4 64 GB, RDIMM

HDD, GB 2 x 1200 2 x 1200 2 x 1200

Network

mgmt Ethernet 1 1 1

Span 10 4 Ethernet Ao 4 Ethernetor . 4 sEp/SFP+

SFP

Tabnuua 2.3 — TexHn4yeckme TpedosaHusa ans XDR Console

XDR Console Enterprise Performance Storage

2.1GHz,20C 2.1 GHz, 20 C (2 3.8 GHz, 6 C (2

CPU (2 threads per core) threads per core), threads per core),
27 5 MB 27.5 MB 12 MB

RAM, GB 128 GB, RDIMM 256 GB. RDIMM 64 GB, RDIMM

HDD. GB** 4 x 1,2T6anT, 10000 4 x 1,2T6anT, 10000 4 x 1,2T6anT, 10000

’ 06/mMuH, SAS 12 6ut/c  06/MuH, SAS 12 T6ut/c  06/MnH, SAS 12 But/c
Network
Mgmt Ethernet 1 Ethernet 1 Ethernet 1 Ethernet

Tabnuua 2.4 — TexHn4yeckme TpedoBaHusa ans MDP

MDP Standard Enterprise
CPU 2.1 GHz, 20 C (2 threads per 2.1 GHz, 40 C (2 threads per
core), 27.5 MB core), 27.5 MB
RAM, GB 128 GB, RDIMM 256 GB, RDIMM



SSD, GB** 2x480 2x480

Mgmt Ethernet 1 Ethernet 1 Ethernet

Tabnuua 2.5 — TexHnyeckme TpeboBaHus anst EDR

OnepaunoHHasn

Windows 7 Windows 8/8.1 Windows 10
cucrtema
He Huxe Inter Core i3 He Huxe Intel Core i3 _He Hke Intel Core
i3 BTOpOro
CPU BTOPOTO MOKOJSIEHNA UNXU | BTOPOrO NMOKOSEHNHA Unn
~ - NOKONEHNs Unu
aHanornyHbIn aHanornyHbIn y
aHanornyHbIN
RAM, GB He meHee 4 GB He meHee 4 GB He meHee 4 GB
HDD, MB 100 100 100
He meHee 60Gb, co He meHee 60Gb, co He meHee 60Gb, co
XKecTtkun guck CKOPOCTbIO HE HMXe CKOPOCTbIO HE HUXKE CKOPOCTbIO HE HMXe
7200RPM 7200RPM 7200RPM
Network
Cssasb ¢ XDR Console Cssasb ¢ XDR Console Caasb ¢ XDR
Console
Tabnuua 2.6 — TexHnyeckne TpeboBaHua ona Storage
Storage
CPU 3.8 GHz, 6 C (2 threads per core), 12 MB
RAM, GB 64 GB, RDIMM
HDD, GB** 4 x 1,2T6anT, 10000 06/MuH, SAS 12 [6ut/C
Network
Mgmt Ethernet 1 Ethernet
Tabnuua 2.7 — TexHn4yeckme TpebdoBaHusa ons BEP
BEP Standard Enterprise
CPU 2.1 GHz, 20 C (2 threads per 2.1 GHz, 40 C (2 threads per
core), 27.5 MB core), 27.5 MB
RAM, GB 128 GB, RDIMM 256 GB, RDIMM
SSD, GB** 2 x 480 2 x 480
Mgmt Ethernet 1 Ethernet 1 Ethernet



2. BupTyaneHble cpeabl:

a. Hyper-V
b. Vmware Esxi
c. Qemu
d. Xen-server
3. Mcnonb3oBaHne Gpay3epoB 4sis 4OCTyna K CUCTEME:
a. Windows Internet Explorer Bepcuu 8.0 n Bbliwwe
b. Google Chrome Bepcun 4.0 n BbilLe
c. Mozilla Firefox Bepcun 3.5 n Bblwe
d. Apple Safari Bepcun 4.0 n Bbiwe
e. Operaepcun 10.5 n Bbiwe
f. i0OS Safari Bepcun 3.2 n BhilWwe
g. Opera Mobile Bepcun 11.0 n Bbiwe
h. Google Chrome for Android Bepcun 11.0 v Bbiwe
i.

Mozilla Firefox for Android Bepcumn 26.0 v BbiLwe
j- Windows Internet Explorer Mobile Bepcuu 10.0 v BbilLe
B 6paysepe ycTponcTBa nosnb3oBaTens AOMKHO ObITb BKNHOYEHO UCMOSIHEHME CKPUMTOB
JavaScript.
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4, O6wme NnpUHLUNGI d)yHKLI,VIOHI/IpOBaHI/IFI Nno

AnTePHATHEHEIR KaHaN

@ < POCTAB AMEKTPOHHOA NOMTH_
henmr wan

BEP

. UntepHer Uentp
: MOHHTOPHHIA W
; pearvposaHita
e @) OCHOBHON KaHan
Nosenexqeckui AOCTaBKN
ananua MDP NEKTPOHHOM NOH T

Cloud

@ MopT ynpagnexus l— ® —J
— ML L i

MexceTeson akpaH
Storage
S
MXDR Console  Vlaukaro

(] : : b
pearuposanve | |
H (—— o) NouTOBLIR
flopt ynpanewwa | ! (—— o) ICAP cepeep B ponu
| —=) | MXiEdge
------------------ ' H

Moseaekueckh

L
Cobuitna MB

: KopnopatueHsin » Proxy - cepeep

H cerment b Femsmeeesececedceceee———a :

! ' i VRRP -

1 —_ " [ —

H A ' SPAN ‘ .
= . WA : Besonacran
H WiFI i Daiinbi ¢ O6LLMX L Prevent ' anexTponHan
N ' awnopeix - T T TTTTTTTEsssssesmEs nouTa
: i pecypcos. ' A

] N | MkaukaTope: i

L} i

] - : MopT ynpasnexua :

1 Pdﬁuﬂms M HAMKATOPL | || = oo e e e NosegeHyocKUA

H " ] L aManua

| CTaHUMM [ = B i

= _I Daiine: o 0B Kowmyratop =T " Tiowegorecion | | |

: =e ‘halincan: wanws |

: pecypcos A Yiy

: pecyposl

' MoP

[}

'

: MoMToBbIH cCepaep
| Bponu CAS

B-—E

v TexHonarmiecii
CerMenT

'
' '
' '
H A 1
' MexcaTesoi .
...................... '
H ' Bepxmin "":" 1
' i yeos . : :
] H (ynpasnewun) | H H
' ' . . '
L i '
' '
i = ; T
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XDR Console — Habop WHCTPYMEHTOB, HEOOXOAMMbIX ONsi KOMaH4 MOHUTOPWHIA,
pearmpoBaHus Ha WHUMAEHTLI U NPOBEAEHMS KOMMbIOTEPHbIX PacCcrnefoBaHui B 3almaemMon
UHMPaCTPYKType. ABNFETCA CUCTEMON ynpaBneHns BCeMy MogynamMu peLleHns.

NTA — moaynb cuctembl MXDR, npegHasHayeHHbI O aHanu3a BXOOAWMX W
NCXOOALMNX NakeToB AaHHbIX. Ncnonb3yst COGCTBEHHbIE CUTHATYPbl U NOBeAeHYeckue npasuna
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NTA no3BonseT BbIABNATbL B3aUMOAENCTBME 3apaXKeHHbIX YCTPONCTB C KOMaHAHbLIMU LeHTpamMu
310YMbILWNEHHNKOB, 0bLue ceTeBble aHOManun u Heobbl4HOE NOBeAEHNE YCTPOUCTB.

Sensor Industrial — pelweHve, npegHasHa4YeHHoe ANA AEeTEKTUPOBaHUA aTak Ha paHHUX
cTaguax B TEXHOMOrM4yeckoMm cerMeHTe npeanpuatnda. AHanusnpya rnakeTbl  AaHHbIX
TEXHONOorm4eckoro Tpadguka COOCTBEHHBIMW CUrHaTypamuM W MNOBEAEHYECKUMU MpaBunamm
Sensor Industrial no3BonseT BbIABNATL Nepefayvy HeneruTUMHbIX KOMaHA ynpasfieHus mMexay
ypoBHsiMn ACY TI1, obHapyxumBaTb mcnonb3oBaHue cnyxebHbix komang ACY TI1 ¢ uenbto
nepenpowwmekn TJIK, nogmeHbl nporpamMmMbl YNpaBfieHUs,, OCTAHOBKM TEXHONOrMYeckux
npoueccoB, U ApYrux HapyLLIeHUN.

MDP — moaynb noBedeH4YecKoro aHanusa pansioB, WU3BMEKAEMbIX M3 3SIEKTPOHHbLIX
nnucem, ceTeBoro Tpaduka, annoBbiX XpaHUNULL, MepCoHanbHbIX KOMMbIOTEPOB U
aBTOMaTMU3MpPOBaHHLIX CUCTEM, MOCPEACTBOM WHTerpauum deped API, unu 3arpyxaembix
BpYy4Hyto. MDP pononHseT dyHKumMoHanbHocTb cuctemsl MXDR, paclumpas BO3MOXHOCTU MO
obOHapy>eHUI0 BpegoHOCHbIX (hainoB, HaUEeNeHHbIX Ha 3alumLLaemMyto MHPAaCTPYKTYPY.

EDR- nporpammHoe obecneveHne gng obHapyXeHus yrpo3 Ha XxocTe, omkcaumm nosHom
XpOHOMNorMn cobbITMn Ha cucteme, BrNOKMPOBKM aHOManbHOro NoBedeHusl, M30oMsLMU XOCTa,
cbopa KPUMUHANNCTUYECKN 3HAYUMbIX JAHHbIX.

Storage — Moaynb, nMpedHasHayeHHbIn AOns  XpaHeHus  JaHHbIX.  [lo3Bonger
ONTUMU3NPOBATL pacnpegeneHne XpaHaLWwmxca aHHbIX U3 umetoLerocst Habopa.

BEP — nporpammHoe obecnedeHue, npegHasHadeHHoe Ans cbopa SMNeKTPOHHOW MoYThl
OnNa fanbHeunwero MoBedeHYecKoro aHanusa, a Takke Ang dunbTpauuu noTeHuuarbHO
BPEAOHOCHbIX nuceM. fABnsietca obnadHblM  peleHneM, ynpaBneHve W HacTpouka

ocyulecTBndaeTcA Ha CTOpPOHe
AO «BYOYLEE».
ro - 3TO KoOMNJiekcHoe peweHune, npegHasHavYyeHHoe anda BbidBIIeHUA

LeneHanpasneHHbIX atak M HEM3BECTHbIX Yrpo3, obecnedeHus npouecca threat hunting kak
BHYTPM 3alLMLLAEMOro NnepnumeTpa, Tak 1 3a ero npegenamm, pearMpoBaHnst Ha MHUUOEHTbI U UX
nocneayLlero paccrneaoBaHnsa Kak B KOPNOPaTUBHOM, Tak M B TEXHOMOIMYECKOM CermeHTax
3amLLaeMon MHQPaCTPYKTYpbI.

5. O6s13aHHOCTU MU DYHKUUM agMUHMUCTpaTOpa 3aKkasyumka

B 06s13aHHOCTM agMUHUCTPaATOpa BXOAUT CrieaytoLlee:
o [lpouseectn BcTpansaHue MO B 3awmwaemMyro HPaCTPYKTYpPY;
o [lopaoepxuBaTtb PyHKLMOHUPOBaHKe MO

6. Mopsgok nonyyeHust aksemnnsipos MO

Ona nonyyenus ak3emnnapa MO, Heobxoammo ckavaTb obpasbl ak3emnnsapoB O ¢
MHopmaumoHHbIX pecypcoB AO «BYAYLEE». Maponb ansa ckaunBaHus npegoctaensietca AO
«bYOYWEE» no 3anpocy 3akasuuka.

7. MNopsagok BcTpamBaHUs
Ona BctpamBaHua O B 3awmwaemMyo MHMPaACTPYKTYypy HeobXoouMmMo BbINOMHUTL
cneaylowme waru:

o Bbi6op cxembl BCTpamBaHus B MIHADPACTPYKTYPY;
o Bbi6op Tmna B3aumogencteus MO ¢ AC AO «BYOYUWEE» (ganee - AO «BYQYLWEEy);
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. OnpefeneHve ToYyek cCbéMa Tpaduka B MHPACTPYKTYpe 3akasumka AN CUrHaTypPHOro
aHanuaa;

o Onpepenenne cnocoba MHTerpaumm ¢ NOYTOBbIMU CEPBEPaAMM 3aKa3unKa;

o Onpepgenenne HeobxoaumocTu nogkntoveHus MO K harnoBbIM XpaHUNULLAM 3aKka34vumka
Ans noBeAeH4YecKoro aHanmsa annos

. BctpanBaHne XDR Console ¢ BbiGpaHHbIM pexumomM paboTbl B WHpPaCTpPyKTypy
3aKas4uka;

o BctpamBaHme NTA ¢ y4éTom Touek cbéMa Tpadmka, NOYTOBOW MHTErpaLnn, MHTerpauum
C (hannoBbIMK XpaHunuLamm n ¢ y4étom yctaHoskn XDR Console;

o BctpamBaHme Sensor Industrial ¢ ydéTom Touek cbéMa Tpadmka, MOYTOBOM MHTErpauum,
WHTEerpauumn ¢ QannoBbLIMM XpaHUIMLamm n ¢ y4étom yctaHoBkm XDR Console;

. YctaHoBka EDR Ha 3aumiiaemMbix XoCTax 3aka3unka;

. BctpamBanme MDP ¢ ydyétom yctaHoBku NTA, Sensor Industrial, EDR, XDR Console;

. O6ecneyeHne cea3HOCTN Bcex mogynen ¢ XDR Console;

o OnpepgenuTtb nepeyeHb |P-noaceten 3akasyuka, KoTopble OyayT onpeaeneHbl Kak
3alluuiaemMble 1 BBECTU 3TW AaHHble B [10;

. MHTerpaumsa Nno4ToBOW CUCTEMBI;

o WHTerpaums dannoBoro xpaHmnuiua.

7.1.BblOOp cxeMbl BCTpanBaHUs B UHPPaCTPYKTYpy

CyulecTByeT cneaytoLimne Kputepmum BCTpanBaHUa B UHPPACTPYKTYpY:
1. TlMouToBas uHTErpauus:
a. WHrerpauna POP3/IMAP
b. WHTterpaums no SMTP
c. Inline (MTA)
2. CerteBas MHTErpaums:

a. TAP
b. SPAN
c. RSPAN

d. RSPAN tpacumk B GRE-TyHHENE
3. dannosas MHTErpaums:
ICAP
dannosble XxpaHunuLla
MHTerpaums BHeLWHNX nCTouHUKOB ¢ APl XDR ans nposepku cannos
AHanun3 gannos 13 Tpaduka

a0 oW

7.1.1. [lo4ToBas MHTErpauma
MooaepKMBalOTCA  HECKONbKO — pasfu4yHbiX  CNocobOoB  MOfyyYeHus MuceMm  Ans
noBefeHYeCKoro aHanmaa:
1. AHanus konum nucem
a. [lMonyyenne nucem no POP3/IMAP
b. lMonyyeHue nucem no SMTP
2. Inline — aHanu3 opurnHanbHbIX Nncem B pexxume MTA (Mail Transfer Agent).

7.1.1.1. TonyyeHne nucem no SMTP
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Mpwn gaHHom nHTerpaumm NTA BbicTynaeT kak MTA (unu SMTP Relay), nonyyato konuto
BCEN BXxoAsdwien noytbl Yyepes SMTP. EQUMHCTBEHHOE OTNMYME 3TOrO pexuma, OT pexuma C
GrOKMPOBKOW, YTO MMCbMA TYT HE NepechINalnTCa Aanblle, a NPOCTO aHaNM3MpYyTCS.

7.1.1.2. Tlony4eHue nNMcem c NOMOLLbIO MexaHu3amMa ckpbiton konum (BCC)
Mpy p[paHHOW WHTerpaumMm Cco3gaéTcs  LOMOMHUTENbHbLIM  MOYTOBbLIM - AWKK, Kyda
OCYLLECTBISIETCS KONMpOBaHMe Bcen Bxogsien nodtbl. NTA nogknioyaeTcsi K No4roTOBIIEHHOMY
AWMKY 1 3abupaeT nucbma 415 aHanusa.

7.1.1.3. Tlony4yeHune nucem no SMTP c 6nokmnposkon (inline-pexnm)
OCHOBHOW peXxuMm MHTerpaumm ¢ nodTon, Korga nodta npoxoaut yYeped NTA kak yepes
SMTP Relay, n gocraensietca ganblle nocrne aHanm3a. CooTBETCTBEHHO BPEAOHOCHbIE NMMCbMa
6nokunpytotca. OTkasoycTomumBocTb obecnevmBaetca NnM6o Ha yposHe DNS, nnbo Ha ypoBHe
SMTP-cepBepa, rae HacTpamBaeTCd HeCKonbko penees, nnbo Ha ypoBHe VRRP, korga
HEeCKONbKO YCTPONCTB AeNnsAT BUpTyanbHbin I[P agpec.

7.1.2. CeTeBas vHTerpauus
Cbém Tpadmka ocyLecTBNAeTCs C KOMMYTaTOpPOB 3akasdynka nnbo ¢ MmapLpyTn3aTopos
¢ Hanuunem TAP/SPAN dyHkumin. Cnuctema obecneumBaeT aHanus Tpadmka, NnogaBaemoro Ha
obopynoBaHue NTA/ Sensor Industrial n3 pasHbIX MICTOYHMKOB:
e TAP
e SPAN
¢ RSPAN Tpaduk
o RSPAN Ttpadhduk B GRE-TyHHENE
SPAN n RSPAN onpegenstoT kKonnpoBaHue Tpaduka Ha ypoBHe L2 mogenn OSI.
SPAN/RSPAN over GRE onpegensitoT konmpoBaHue Tpaduka Ha ypoBHe L3 mogenu OSI.

7.1.3. ®dannosas nHTerpauus
Mo mumo nonydeHns carnoB ANA NoBedeHYEeCKOro aHanmsa M3 noyvToBOro Tpaduka,
nmeeTca cnegyowme BO3MOXHOCTU:
a. ICAP
b. ®annoeble xpaHunuwa
c. WHTterpaums BHewHux ncroyHmkos ¢ APl XDR anga npoeepku dannos
ICAP obecneumBaeT wHTErpauuito C MNPOKCUMPYIOLWUMM pPELUEHNSMU AN MOSNyYeHUs
CkaymBaemblix bannoB 1 UX NoCneayLlero aHanusa B mogyne MDP
MHTerpaumss ¢ dannoBbiMM XpaHunuwamm obecnednBaeT MOBEAEHYECKUN aHanm3
(hannos N aBToMaTU4eCKoe yaaneHne HangeHHoro Bpe4AoHOCHOro NporpaMMHoro obecneveHuns
(BMO).
AHanus ¢pannos 13 Tpaduka nossonset cobmpatb n3 aHanusnpyemoro SPAN Tpadumka
dannbl Ang NoBeAEeHYEeCKOro aHanmsa, B cnydae ecnv tpadomk HelnmpoBaHHbIN.

7.2.Bbibop Tuna B3anmogencteus MO ¢ AC AO «bYAYLEE»

Tun B3aumogencteuna MO ¢ AC AO «BYOYUWEE» onpegenseTr cnncok obmeHnBaemMbIx
AaHHbIX MeXxay 3akas3ynmkom u npousBoauTenemMm. PacrnonoxeHuwe HacTPOWKM ONWCaHo B
OLlHOMMEHHOM pasfene B NyHKTax onucbiBatowmnx uHtepdenc Mo.

e He o6HOBNATL cucTemy
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O6HoBneHne nporpammHoro obecnedeHns, |OC-0B U ceTeBblX CUrHaTyp He
npou3BoauTCS.
OTtcyTctByeT B3aumogencteune ¢ nHgpactpykrypon AO «bYOYLWEE» SOC.

e [onyyaTtb TOonbko o6HoBNeHus MO u npaBun
O6HoBneHns curHatyp n IOC, a Takke o6HoBneHue MO kKomnnekca 3arpyxatoTcsa B
aBToMatmyeckom pexume ¢ cepeepa AO «bYOYWEE» no 3awuweHHoMy KaHany.
B aTom pexume oTcyTCTBYET B3anmmogencteme ¢ uHgpactpykrypon AO «BYOYLEE» SOC. B
AaHHOM pexnme obHoBneHns nHnuumnpytotca XDR Console.

e OOHOBNEHMUA + OQHOCTOPOHHEE nony4eHue TI

O6HoBneHna curHatyp u MO 3arpyxatoTca B aBTOMaTUYECKOM pexmme. Y nonb3oBaTens
nmeeTcsa BO3MOXHOCTb Mo BblibpaHHoOMY nHankaTtopy (IP-agpec, LOMEHHOe nms 1 T.M.) 3anpocuTb
N nony4nTb oborawleHHbIn KoHTEKCT M3 cuctembl AO «BYOYLWEE» Threat Intelligence. O6meH
MHpopMaLMEn NPOMCXOQMT MO 3awMweHHbIM KaHanam. Ona XDR Heobxogum goctyn go
cepBepoB — gateway.mxdr.ru :443/tcp.

Cob6bitna b n ysegomnernsa no Hum B AO «BYAYLWEE» SOC He nepegatoTcs.

CyuwiecTByeT BO3MOXXHOCTb aKTMBaLUKN aKkkayHTa yAaneHHom TEeXHUYECKOM
noaaepxkm AO «BYOYLWEE».

e OO6HoBnNeHus + Threat Hunting

Cuctema paboTaeT B NOMHOMYHKLNOHANBHOM pEXMME.

ABTOMaTU4eCKM 3arpykatoTca obHoBneHus curHatyp m 1O. XDR aBTOMaTtuMyecku
nonyyaet nHcopmauuio n3 cuctemol AO «BYOYUWEE» Threat Intelligence, noatomy umeetcs
BO3MOXHOCTb ocyLecTBrnsaTb Threat Hunting. Cobbitnst UB nepegatotcs B AO « BYAYUEE» SOC
1 nonb3oBaTernb CUCTEMbI MOXET nonyyaTb nogaepxky ot akcneptos AO «bYAYLWEE» CERT B
pexume 24/7. Bce gaHHble nepenatoTca Mo 3alyULEeHHbIM KaHanam.

[ns XDR HeoGxoanm gOCTyn OO cepBepoB — gateway.mxdr.ru :443/tcp.

CylwiecTByeT BO3MOXHOCTb aKTMBaLWUW akkayHTa YyAaneHHoW TexHudeckon nopaepxkm AO
«BYOAYLWEE».

7.3.0npeaeneHne Toyek cbema Tpaduka B UHPACTPYKType 3akasuunka Ans
CUrHaTypHOro aHanusa

Mpwn opraHv3aumy 3epkanupoBaHUs crneayeT yduTbiBaTb, YTO TpadhuK nonb3oBaTenemn
KOpPNOpaTMBHbIX MPOKCU-CEPBEPOB N CErMEHTOB CETW, pacnonoxeHHbix 3a NAT om, aomkeH
3epKanMpoBaTbCsl 40 NPOKCMPOBAHUSI/HATUPOBAHUS, Kak MOXHO Gnimke K norb3oBaTeNbCKOMY
cerMmeHTy, Ao nboro puneTpytowero o6opyaoBaHus, 4ToObl B 3arofioBkax NakeTos Obinn BUAHbI
opurnHanbHble IP-agpeca KNWMEHTOB, a Takke ANs UCKNIYeHMs unbTpaumm vactm Tpadumka
CcpeacTBaMM MEXCETEBBLIX 3KPAHOB. OTO YNPOCTUT pearmpoBaHMe Ha BbISIBNEHHbIE CETEBbIE
NHUMOEHTDI.

7.4.0OnpepeneHne cnocoba MHTerpauumn ¢ NoYToBbIMU cepBepamMm 3akasymka

[ocTynHble cnocobbl nHTerpaunmn:
e BCC no POP3/IMAP
e BCC no SMTP
¢ Inline pexvum no SMTP
Bbibop no4ToBOM UHTErpaLumn onpegensieTca cneayowumm KpUTepusmu:
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a. OcoBeHHOCTM MOYTOBOM MHMPACTPYKTYPbl KNMEHTa — obwiasi pekomeHgauus,
ucnone3oBaTte BCC via SMTP uHTerpaumio — camyto NpocTyo B peanusauum u
Hanbonee a(pPEKTMBHYIO NPU OpraHM3aLn MOHUTOPUHIa atak Yepes NoYTOoBYH
cuUCTEMY.

b. HeobxogumocTb aBTOMaTUYECKOM BNOKMPOBKU OMACHbIX MMCEM — UCNOSb30BaHNE
inline pexxuma.

7.5.0npegenenHne HeobxogumocTtn nogknodeHnsa MO kK  dannosbim
XpaHunuLiam 3akasyumka ansi noBegeH4Yeckoro aHanmsa annos
MO nmeeT BO3MOXHOCTb NPOBOAMTL NOBEAEHYECKMA aHanu3 annosB, XpaHAaLWMXCS Ha

CbaVIJ'IOBbIX XpaHunnuuiax 3aka3dynka B MOMEHT UX NU3SMeHEHNA U 3arnpoca nonib3oBateniaMun.
nO,EI,,EI,ep)KI/IBaeMbIe MPOTOKOJ1bl MOAKITIOYEHUA:

e WebDavy;
e SNMB;
e FTP;
¢ NFS.

7.6.BctpanBaHne XDR Console

[nsa paboTbl gormkeH BbITb AOCTYNEH AN NOAKNIOYEHNSA CeTEBON agpec:
e [Inga nonyyeHns obHoBNeHW ncnonb3yeTcsa agpec — 92.53.76.98:443/tcp;
e [Ina nonyyYyeHnsa AaHHbIX NO MHEPACTPYKType MPECTYMHUKOB M MCMOSIb30BaHUS
npemmywects SOC AO «BYOYUIEE» — gateway.mxdr.ru :443/tcp.

Mpn Heobxogmmoctn pabota XDR Console ¢ AO «BbYOYWEE» SOC wmoxet
OCYLLIeCTBNATLCHA 4Yepe3 MNpoKcu-cepBep. B aTom cnyvae [ormkeH NoadepXmBaTbCs MeToq
CONNECT. LononHutenbHble CETEBbIE HACTPOWMKM AOCTYMHbI B pasgenax XDR aktueauusa wm
IMNpokcu-cepsep.

O6pa3s XDR Console MOXHO ycTaHOBUTb Ha hmn3nyecknin cepBep.

7.6.1. YcrtaHoBka XDR Console
BapuaHmsbi ycmaHoeku obpa3sa
e C nomoubio dpusmyecknx nHtepdeincos (iDRAC, iLO).
o C ncnonbsoBaHmem USB-Hakonutensa B OC Linux. 3annck obpasa Ha HocuTenb
cnenyet NpoM3BOAMTL C MOMOLLLIO YTUNUTLI dd.
e C wucnonb3oBaHnem USB-Hakonutens B OC Windows. 3anucb obpasa Ha
HocuTEMb crieayeT NPOM3BOAMTb C NMOMOLLLIO NporpamMmmbl Rufus Bepcun 2.x (B Hew
Heobxoaumo Oyaet BbiOpaTth "Create a bootable disk" -> "DD image").
[anee paccmatpmBaloTCA MyHKTbl MEHIO W Liark, BO3HMKAOLME BO BpeMsi YCTaHOBKMU
XDR:

Mpw 3arpyske ycTaHOBLUMKA Bac NPUBETCTBYET MEHIO [yHKTbI MEHH0:
e Launch Installation — 3anyckaeT npoLecc yCTaHOBK/ Ha BUPTYyarbHOW MaLUUHE Unu
cepsepe
e Hardware Information (HDT) — npegoctaBnseT [aHHble MO cepsepy Wnu
BMPTYyaribHON MallVHe, Ha KOTOPOW 3anyLleH YCTaHOBLLMK
e Reboot — nepesarpyxaet cepsep
o Power Off — BbIkntoyaeT cepeep
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Mpun BbIGOPe nyHkTa Launch Installation 3arpyxaetca MeHO Mo AanbHEWWMM LWwaram
yCTaHOBKM

MMyHKTbI:
e Install — 3anyckaeT npouecc ycTaHOBKU
e Reboot — nepesarpyxaet cepsep
e Poweroff — Bblknto4aeT cepsep
e Shell — 3arpyxaeT kOMaHOHYHO CTPOKY
Mpn BbIGOpe nyHkTa Install nonb3oBaTento npeagnaraeTcs NpoynTaTb NMLEH3NOHHOE
cornawleHne Ha pyCcCKOM Uy aHrfIMNCKOM A3blKax

Haxae | Agree, nonb3oBaTtenb norfy4aeT BO3MOXHOCTb MPOAOIMKUTL YCTAHOBKY W
BbIOpaTb AMCK ANS YCTaHOBKM.

[oxguTecb OKOHYaHUS Npouecca yCTaHOBKU 1 NpoLiecca HaCcTPOrKM (hanrioBom CUCTEMBI.

lMocne nepes3arpy3kn 3arpy3utcss KomangHas cTpoka XDR Console. [llosiButcs
BO3MOXHOCTb NEPENTN K HACTPONKE N aKTUBALMU PELLEHUS.

7.6.2. AxtmBauma XDR Console

Mepen HacTpPOWKOM pelueHne HeobXoAMMO aKTMBMPOBATb, TO €CTb 3aperncTpmpoBaTtb
NMLEH3NOHHbBIN KITHoY, NOMYYEHHbIN NPU NOKYMKe UM TECTUPOBaHWUK pelleHns Ha cepeepax AO
«BYOYLWEE».

Ons nepsuyHoM aktTMBauunm XDR pormkeH umeTb [JOCTyn [0 uHdpacTpyktypbl AO
«BYOAYLWEE»

CeTeBble HacTponkm pnns npucBamBaHusa |P apgpeca pgocTynHbl B koHconu XDR.
O6paTtutechk B pa3aen "lMoakntoveHne k koHconu XDR"

Web-nHtepdeiic goctyneH no agpecy https://<ip-agpec> XDR.

Mpwn oTKpbITUK Web-nHTepdenca Bac byaeT NpMBeTCTBOBATH MEHIO akTuBaumm XDR.

Lae 1: lHgbopmayusi 0 komnaHuu
[aHHble, 3aHecéHHble B pasaene MHdopmaumsa o komnaHuun, 6yayT ncnonb3oBaHbl Ans
aKTMBaLUK NNLEH3MM M OOIMKHbI COOTBETCTBOBATb pearibHbiM AaHHbIM KIWeHTa.

o HaseaHue opraHusaumm

e E-mail agmuHncTpatopa — 6ygeT ncnonb3oBaThCs B KA4ECTBE MMEHWU NoNb3oBaTens
npv ayTeHTudmkauum B cucteme

e [laponb / NoaTeepxaeHe napons — naposb agMUHUCTPaTopa ANd BXxoda B cuctemy

e Yacoson nosic

o CepuiiHbIi HOMEp — HOMEP, BblAaHHbLIV MPKY MOKYNKe unm TectupoBaHum XDR

¢ (OnumoHanbHOo) - npoKcu-cepsep B
dopmarte http(s)://user:password@proxyFQDN:port

e [lpumevaHue: ANS CUHXPOHM3AUMM BPEMEHM B MOMEHT akTMBauum Heobxoaumo
UMETb JOCTYyN K pool.ntp.org:123/udp.

Lllaz 3: Cos0aHue ydocmosepstouwie2o ueHmpa

Cospatb CA - 3anyckaeT npouecc reHepauum macTep-napons Ans AanbHenwen
HacTpoviku n gobasneHna obopygoBaHus.
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http://pool.ntp.org:123/udp

CoxpaHute Baw macTtep-napornb B HaAEXHOM MecTe — OH ByaeT mMcnonb3oBaTbCs Mpu
nogknto4veHnn komnoHeHToB NTA, MDP, EDR.

Mpn HaxaTum Ha kHonky HavaTtb lNMonb3oBaTbcA — 3aBepLUMTCS NPOLECcC akTuBaumm
XDR Console.

7.6.3. [loakntoyeHune k koHconn XDR Console
KoHconb XDR Console goctynHa agMMHUCTpaTopy criedyowmmmn cnocobamu:
e C nomowbto KVM (D-SUB gns sugeo n USB ansa knasmatypsbl).
¢ C nomolLblo nocnegoBaTenbLHOro nopTa:
o Baudrate: 115200
o 8-hit
o Flow control: ON
e Yepes SSH npu ycnosumn HAaCTPOEHHOIO CETEBOMO NOOKMIOYEHNS.

Jloeun / MNaporne koHconu XDR Console

[nsa ynpaBneHus cepBepoM UCNONb3yNTe YY4ETHYI0 3annch C JIOrMHOM tds 1 naponem tds.

Mocne BBOOA NorvHa 1 napons Ha akpaH byaeT BbiBegeHa ocHoBHas nHdopmaumst o XDR
Console.

[nsa Bxoaa B rnaBHoe MeHio Bbibepute Enter the Shell.

He 3abyabTe N3MEHUTb Naposib NO yMon4yaHuto!

Mocne HaxaTtua <Enter the shell> oTkpoeTcsa OkHO C BLIOOPOM ONLNIA.
7.6.4. [naBHoe meHo XDR Console

[MyHKTbI FMaBHOMO MEHIO:

Show current network settings — NpocMOTpP U U3SMEHEHNE HACTPONKN CEeTU
Configure network;

Configure proxy;

Configure management interface;

Reactivation;

Back: BbIBOS OCHOBHOW MHGOpMauum o cTaTyce cepBepa. OTta uHopmauusa
Takke BbIBOAUTCS NPWU BXOAE B CUCTEMY.

oakrwbdE

7.6.5. Hactpowka cetn XDR Console
,ﬂﬂﬂ npocmMoTpa N USMeHeHNd HaCTpoOeK CETU HeOGXO,EI,I/IMO nepel?m/l B MYHKT rMaBHOIo
MeHto koHconm XDR Console.

Configure network
[ocTynHbl cnegyoLwime BapMaHTbl HACTPOEK:
1. DHCP — aBTOKOHGMrypaums agpeca 1 npoymux Hactpoek no npotokony DHCP.
MponsesoanTca aBTOKOHUrypaums nHtepdenca n nepesanyck ceTu.
2. Static — ctaTnyeckas koHdurypaumsa napameTpoB. TpebyeTca BBOS BCEX CETEBbIX
napameTpoB BPYYHYHO, MOCMEe Yero NpomM3BoanTCs nepesanyck cetu. [ng oTMeHbI
BBOZa NapameTpoB B Mob0oM MOMEHT ucnonb3yetcsa coveTtaHue Ctri+C.
3. Cancel — Bo3BpaT Ha YpOBEHb MEHIO BbiLLE.

Configure proxy
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HacTtponka npokcu-cepepa ans goctyna Kk o6HoBneHusam m obnadHomy cepsucy AO
«BYOYWEE». XDR Console no3BonsieT HacTpouTb MCMNONb30BaHME MPOKCU-cepBepa Ans
AocTyna K o6HoBneHuto 6a3bl curHaTyp 1M npaBun aHanusa Tpaduka Ans Bcex KoMnoHeHT MXDR.
B npouecce HacTpOMKM YCTPOMCTBO 3anpallmBaeT KOHQUIypaumMoHHYK0 CTPOKY B cCriedytoliem
dopmare: Login:pass@domen_proxy:port.

Mpn aToM Heo6xoamMMo BbIGpaTh TUM NPOKCUPOBaHUS: http-proxy unm socks-proxy.

lMpoBepbTe BBeAeHHbIEe 3Ha4YeHns: Proxy Settings -> Show current proxy settings

[ns ycnewHoro ucnonb3oBaHUs NPOKCU-CEpPBEPA, OH OOMMKEH MNOAAEpXuBaTb METOL
CONNECT c oTKkpbITMEM COEQMHEHUI HA 443 NopT.

Configure managment interface

B naHHOM MeHI0 NpegocTaBnaeTcs BO3MOXHOCTb Bbibopa 13 AocTynHbix HA XDR Console
MHTEPMENCOB yNpaBnsAlWNA. Ynpaenawowun wunHtepdenc Obyaetr MCnonb3oBaTbCs BCEMU
KomnoHeHTamu gnga pabotel ¢ XDR Console.

Reactivation

7.7.BcTpanBaHne NTA

B 6GasoBon komnnektaumm NTA nmeeT 4veTblpe CeTeBblX MHTepdenca Ansa npuema
Tpaduka M OAMH NOPT ANA MNOAKMYEHUs K ceTu u ynpaeneHus. Ons obHoBneHus O u
ncnonb3oBaHus npeumyllects obnayHoro ueHTpa AO «BYOYUWEE» SOC 4yepe3 nopTt
ynpasneHnss NTA, B 3aBUCMMOCTM OT BbIGPAHHOro Tuna MHCTanNsaumMm, AOmMKeH ObiTb OCTYNEeH
ANS NOAKIIYEeHMa ceTeBOn agpec:

e gateway.mxdr.ru :443/tcp — Npwu ncnonbzosaHnum SOC AO «BYOYLIEE»;
e |P agpec XDR Console:1443/udp — Npu ncnonssosaHum XDR Console.

Mpu Heobxoaumoctn pabota NTA ¢ AO «BYAYLEE» SOC / XDR Console moxet
OCYLLECTBNATbCA Yepe3 MpoKcu-cepBep. B aTom cnyvae AOmkeH noaaepXuBaTbCs MeTon
CONNECT ans ycraHOBRNeHWs1 NOAKOYEHUN Ha 443 nopT.

7.7.1. TlogkntoyeHue K ceTn n 3axsaT Tpaduka
Ha pucyHke oTMedeHbl Bce Heobxoanmble MHTEPdENChI, UCMOMb3yeMble NP MHTerpaumm
N HOpMarnbHOro OyHKLMOHNPOBaHUS:

lNopm ynpaeneHus



WHTepdperic Ne1 pacnonoxeHbl Ha 3agHe NaHenn u Ucnonb3yeTca Ans ynpaBreHus
yctponcteoM u cBsasm ¢ AO «bBYOAYLWEE» SOC / XDR Console, a Takke 455 KOMMYHUKaUUn ¢
moayrnem MDP. No ymon4yaHuio nHtepdenc ckoHurypmpoBaH Ang nonyvyeHust HacTpoeK ceTu
no npotokony DHCP. CeTeBble HAacTporku nopta ynpaeneHUss MOXHO MOMEHSITb NPU NOMOLLM
TEXHUYECKOWN KOHCONU.

3axeam mpagpuka

WHTepdenicbl ana 3axeBata Tpadmka pacrnonoXxeHbl crnpaBa OT nopTa ynpasreHus u
HymMmepytoTcst oT 1 0o 4.

[nsa paboTbl yCTpOMCTBa OOAUH UMM HECKONbKO MOPTOB 3axBaTa Tpaduka AOMKHbI ObITh
coeaHeHbl kabenem C MCTOYHWMKOM Tpaduka. TakMM WMCTOYHMKOM MOXeT ObiTb ceTeBoe
YCTPOMCTBO C HAcTpoeHHbiM 3epkanupoBaHuem (SPAN/RSPAN B TepmuHax obopynoBaHus
CISCO), nu6o TAP- ycTporicTBo, konupytowee ethernet-kagpbl Ha CaMOM HU3KOM YPOBHe, NB0o
GRE-TyHHenb co SPAN- Tpadhdmkom.

MXDR 3axBaTtbiBaeT 3epKanumpoBaHHbIA Tpadumk Ha ypoBHe L2.

L3 mirroring, Bkntoyas ERSPAN He noggepxuBaeTcs YCTPOMCTBOM U He SIBNAETCH
A0MyCTUMbIM CNocobom 3epkanmpoBaHusa Tpadumka Ha YCTPOUCTBO.

NTA nogaepxumBaetT SPAN in GRE: korga Heobxoanmo nponyctute SPAN-Tpadmk yepes
HEeCKOmnbKO yCcTponcTB ypoBHsi L3, nnbo B3ATb ero ¢ dpepmbl BUPTyarnbHbIX MalUMH, BO3MOXHO
cosgaTtb GRE- TyHHenb mexay XDR n nctounnkom SPAN-Tpadumka.

Mpu opraHM3aumn 3epkanupoBaHusa crieqyeT y4uTbiBaTb, YTO TpaduK nonb3oBaTenemn
KOpMopaTMBHbIX MPOKCU-CEPBEPOB M CErMEHTOB CETU, pacnosniokeHHblx 3a NAToM, gormkeH
3epKanMpoBaTbCsi 40 NPOKCMPOBAHUSI/HATUPOBAHUS, Kak MOXHO Grnivmke K norb3oBaTenbCKOMY
CerMeHTy, Ao nboro puneTpytoero o6opyaoBaHus, YToObI B 3arofioBkax NakeTos Obiv BUAHbI
opurnHaneHble IP- agpeca KNMEHTOB, a Takke ONs UCKNIYeHUs punbTpaumm Yyactn Tpaduka
CPeACTBaMM MEXCETEBbIX 3KpPaHOB. OTO YNPOCTUT pearMpoBaHMe Ha BbISIBMIEHHbIE CETeBble
NHUNOEHTDI.

iDRAC

Ha 3agHux naHensx cepsepoB MXDR, npaBee OT nopTa ynpasBrieHUs, pacronoXeHbl
noptel iDRAC. [aHHbIn unHTEpdenc no3BoNnseT peanu3oBatb TakMe QYHKLMK, Kak
pa3BepTbiBaHNE, OGHOBNEHNE, MOHUTOPUHI 1 OOCNyXnBaHWe cepBepHOro 06opynoBaHUs.

7.7.2. YcraHoBka NTA

Ona obHoBnenns [1O, nNpoBepkM CCbIIOK, OTMPaBKM anepToB M UCMNONb30BaHMUS
npemmyuiectB XDR Console, Heobxogmmo obecneunte goctyn Kk XDR Console 4epes nopt
ynpasnenus. MNpu HeobxogmmocTn B3aumopenctene ¢ XDR Console MoXeT ocyLiecTBnATbLCA
yepe3 npokcu-cepeep. B atom cnyvyae gomkeH noggepxuBaTbca metoq CONNECT ans
YCTaHOBNEHUS NOAKNHYEHN Ha 443 NopT.

Bo Bpems 3arpy3ku ¢ obpasa byget npennoxeHo yctaHoBuTb NTA. 30eCb Xe MOXHO
NpocMoTpPeTb MHpopmaumto 06 annapaTtHom obecnedeHnn, nepesanycTuTb / BbIKITIOYUTL CEPBEP
NN BUPTYanbHY MaLUVHY.

B nosisuBwemcs okHe "MeHio 3anycka yctaHoBku" Boibepute Install.

Ha atom Lware MOXHO Bbl6paTb OAVMH M3 OBYX A3blKOB, Ha KOTOPOM BbiBEOETCA
I/IH(*)OpMaLLVIFI O NNMUEH3NOHHOM corfalieHnn.
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UToObl O3HaKOMUTBCS C TEKCTOM  JIMLEH3MOHHOrO  COrfalleHnss  MCnonb3ymnTe
knasuwun Page Up n Page Down.

[anee Heobxogumo BLIGpaTb YCTPOMUCTBO, Ha KOTOpoM ByaeT yctaHosneHo MO NTA.

[anee, HauHeTcs npouecc yctaHoBkn NTA. B koHue ycTaHoBkM Bam GyaeT npeanoxeHo
nepesarpy3ntb CEPBEP MU BUPTYarbHY MaLUuHY.

Ecnu Bce npoLusno ycnewHo, OTKPOETCHA OKHO C MPMBETCTBEHHbLIM 3KkpaHOM NTA.

7.7.3. AktuBaums NTA u cuHxpoHunsauusa ¢ XDR Console
AktmBaums NTA — BkntovaeT doyHKumMoHan NTA.
CunxpoHusaums NTA — npuBssbiBaeT NTA k XDR nnb6o k XDR cloud, Tem cambim
NpeaoCcTaBnas BO3MOXHOCTb YNpaBfieHNs CEHCOPOM Yepe3 0603Ha4YEeHHbIE CUCTEMBI.
Mepen aktmBaumen NTA Ha obnayHom unu nokanbHoM XDR Console Heobxogumo
nony4yeHune nuueHsnoHHoro krtoda (UID). Bocnonb3yitecb 0gHUM U3 Crieaytowmx BapnaHTOB:
1. MNpu aktmBaumm Ha XDR cloud obpaTtutecb K MEHemKepy WM TEeXHUYECKOW
nopaepxke AO «BYQYLLEE»
2. lMpn aktmBaumm Ha nokanbHoMm XDR wncnonb3ynte NyHKT MeH "[oGaButb
YCTPOMCTBO".
[ns BzanmopgencTtenda ceHcopa ¢ XDR Heobxoammbl criegyrowmne noprbi:
o 443/tcp — AN NepBMYHON aKTUBaAUMN N NPUBSA3KN CEHcopa (e4MHOpPa30Bo);
o 1443/udp — ons ganbHenwero B3anmMoaencTens ceHcopa ¢ XDR;
e 3000/tcp — anga B3ammogencteusa NTA ¢ BEP.
AKTUBaLMS N CUHXPOHM3aLNSA OCyLEeCcTBNAETCA Yepes KOHCob NTA.
Ha paHHom aTane ctatyc XDR Connection paBeH Fail. Tak kak ceHcop He npuBsA3aH K
XDR.

Mocne HaxaTtua <Enter the Shell> nyHKT Activation B OTKPbIBLLEMCH MEHI0 OTBEYaeT 3a
aKTMBaLMIO N CUHXPOHM3ALMIO.

B meHio Beibopa Central Authority 3agaétcsa cepep cuHxpoHusauumn. OH onpeagensieTt
AanbHenwmun pexum paboTtel ceHcopa: on-premise nnun on-cloud. [JOCTyNHbIE MYHKTbI MEHIO:
o CA - on-cloud nHctannsaums. OpkecTpaunsa yCTPONCTBOM OCYLLIECTBNSIETCA Yepes
SOC AO «bYOYUWEEv;
o Private XDR Console — on-premise mnHcTannsums. OpkecTpauusi yCTPOMCTBOM
ocyulectenisieTcs Yepes XDR Console.

Mpu BbIGOpE Private XDR Console Heobxoanmo 3agatb AoOMeHHoe nms unu IP-agpec
XDR Console.

Mpwn BbIGOpe CA Heobxoaumo 3agaTtb AoMeHHoe nms unm IP agpec SOC AO
«BYAQYLWEE». (3agaHo no ymonyaHuio).

Mpwn pabote ¢ NTA yepes Nnpokcu cepeep 3agante agpec Npokeu B hopmare:
Login:pass@domen_proxy:port

B nyHkTe Device UUID 3agaétcsa Homep nuueHsnm (UID) nony4YeHHOro B nyHKTe
pobasneHnsa HoBoro o6opyaoBaHua B cooTBeTcTBYlOWEeM MeHio XDR Console
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Mpn HaxaTum OK 3anyckaeTcs npouecc perncrpaumm u cuHxpoHusaumm NTA cC
BblGpPaHHbIM CEPBEPOM.

BHumaHume: nocne gaHHon onepauun murpupoatb NTA ¢ 0aHOM MHPACTPYKTYpPbl Ha
APYryto HEBO3MOXHO 6e3 BMeLlaTenbcTBa TexHuydeckon nogaepxkn AO «BYAYLLEE».

Mocne pernctpauun NTA koHcomnb OyaeT npuBeTcTBOBaTh Nosb3oBaTens csomm UUID
BBEAEHHBIM Ha NpeablayLiem Lware.

MaHenb MHCTpymMeHTOB B KoHconu NTA 6yaet otobpaxatb XDR Connection co cratycom
OK.

Mento Ul > Hactporku > Yctponctea > 6ydem otobpaxaTb 8 Criucke ycmpolicme
UHGbopMayuro Mo cocmosiHUK nooOKMoYeHHo20 yecmpoticmea NTA (

7.7.4. TlopgkntoyeHune K kKoHconn NTA
HocTyn K koHconn NTA MOXHO NOMAy4nTb NOOBIM N3 HUXKENEPEUYNCTIEHHBIX CNOCOBOB:
e C nomouwpto KVM (D-SUB gnst Bugeo n USB ans knasmnatypbl).
e C nomolublo nocnegoBaTenbHOro nopra:
o Baudrate: 115200
o 8-bit
o Flow control: ON
o UYepes SSH npu ycnoBun HaCTPOEHHOIO CETEBOIO NOAKITHOYEHUS.
[ns ynpaBneHus cepBepoM UCMNOonb3ynTe YY4eTHY0 3annch ¢ norvHom tds u naponem tds.

Mocne BBOA4a NorvHa n Naponsa Ha akpaH OyaeT BbiBegeHa OCHOBHas MHGoOpMauusa O
NTA. [Ina Bxoga B rnaBHoe MeHto BbibepuTe <Enter the Shell>.
He 3abyabTe N3MEHUTb Naposib NO yMmon4yaHuto!

7.7.5. maBHoe MmeHo NTA

[MyHKTbI FMaBHOIO MEHIO:

1. Network menu: npocMOTP 1 U3SMEHEHNE HACTPOWKN CETU.

2. Change password: MeH0 M3MeHEeHUs1 agMUHUCTPATUBHOIO Naporisi NoNb3oBaTens
tds.
Debug shell: goctyn 4o MHCTPYMEHTOB OTNaaKkun B peXmnme KoMaHaHOW CTPOKMW.
Power management: MeHI0 BbIKNIOYEHNSA N Nepe3arpy3kn yCTpoMCTBa.

5. Back: BbIBOO OCHOBHOM WHdOpMauuMm O cTaTtyce cepBepa. OTa WHdopmaums

TaKke BbIBOAUTCS NP BXOOE B CUCTEMY.

Mpu BoIGOpe kKHONKM OK OTKPOETCSt OKHO MPOCMOTPA U M3MEHEHMUS HACTPOMKN CETW.

W

7.7.6. Hactpouka cetn NTA
[na npocMoTpa U U3MEHEHMs1 HacTPoek CeTU HeoBXOAUMO NepenTU B MYyHKT rMaBHOIO
MeH KOHconun NTA.

BaxHo: ecnn y KnueHTta ncnone3yetca nokanbHbii XDR (pacnonoxeH HenocpeacTBEHHO
Ha nnowagke KnneHta), To okHO "Network menu" 6ygeTt otobpaxartbes B cnefytolem suae

[MyHKTbI MEHIO HACTPOWKM CETU:
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Show current network settings: BbIBOA TeKyLLIEN HACTPOWKN CETEBOIO MHTEpPdenca
yrnpaBneHus.

Configure network: HacTpoika ceTeBoro nHtepdenca.

Configure proxy: HacTponku npokcn gnst pabotel ¢ SOC AO «BYOYLWEE» / XDR
Console.

Configure managment interface: HacTpoiku ynpaenstoLLero nHtepgenca.
Configure XDR connection

Traffic monitor Setup: MeH [ns BBoga nNyna agpecoB, NpUHagnexalimx
BHYTPEHHEN CeTEeBOM MWHQPACTPYKType, a Takke Aand ykasaHus SPAN
MHTepencos.

Reactivation

Back: Bo3BpaT Ha ypOBEHb MEHIO BhILLIE.

Configure network
JocTynHbl cnegyoLme BapuaHTbl HACTPOEK:

1.

3.

DHCP: aBTOkOHUrypaumst agpeca n npoumx HacTpoek no npotokony DHCP.
lMpounssoanTcsa aBTokoOHUIypauma nHTepdgenca n nepesanyck ceTu.

Static: ctaTuyeckasa koHpUrypaunsa napameTpoB. TpebyeTcsi BBOA BCEX CETEBbIX
napamMeTpoB BPYYHYHO, MOCMEe Yero NpomM3BoanTCs nepesanyck cetn. [Ana oTMeHbI
BBOAA NapameTpoB B 060 MOMEHT ncnonbayetcs covetanue Ctri+C.

Cancel: Bo3BpaT Ha ypoBEHb MEHIO BbILLE.

Configure proxy
HacTtponka npokcu-cepepa ans goctyna k o6HoBneHusam m obnadHomy cepsucy AO

«BYOAYLWEE»
Mcnonb3oBaHMe NPOKCU-CepBepa AN A0CTyna K 0OHOBNEHMo 6asbl curHaTyp 1 NpaBun aHanusa
Tpaduka, a Takke cBA3n ¢ obnadHbim cepucom AO «BYOAYLEE» unu nokanbHbIM cepBUCOM
XDR Console. B npouecce HacTponKn yCTPONCTBO 3arnpallnBaeT KOHPUIrypaLuyoHHY CTPOKY B
cnegywoulem gopmare:

unn nokanbHoMy cepBucy XDR Console. NTA no3BondeTr HacTpouTb

Login:pass@domen_proxy:port

Mpn aToM Heob6xoaMMO BeIOpaTh TUMN NPOKCUpoBaHuUs: http-proxy unu socks-proxy.
[MpoBepbTe BBEOEHHbIE 3HAYEHUS:

Proxy Settings -> Show current proxy settings

Ons ycnewHoro ncnosib3oBaHuUA NpPoKCU-cepBep AOJMKEH noaaepXxmBatb BO3MOXHOCTb

ocywecTteneHus 3anpocoB metogom CONNECT ¢ oTkpbiTMeM coegmHeHun Ha 443 nopT.

Configure management interface
MpenoctaBnseT BO3MOXHOCTb 3adaHus ynpasnstowero uHtepdenca B NTA. [OAns

3agaHua BbiIbepuTe U3 cnncka MHTepPgEnCcoB HYXXHbIM U HaxxmuTe "OK".

Configure XDR connection
MosBonget 3agatb IP agpec ynpasnawowero nHtepdenca XDR Console (B cny4vasix

Mcnonb3oBaHWs nokansHoro XDR).

Traffic Monitor Setup
MNMosBonseT ykasbiBaTb SPAN-MHTEpdeNchl.

Reactivation

23



PeaktuBauma nossonseTt 3anyCcTuTb NPOLECC CUHXPOHM3aumm ¢ XDR (o6nayHbiM mnu
nokanbHbIM) 3aHOBO.

7.8.BcTtpanBaHmne Sensor Industrial

B 6asoBon komnnektauumn Sensor Industrial nmeeT yeTblpe ceTeBbIX UHTEpdenca ans
npvema Tpaduka 1 O4MH NOPT ANSA NOAKIYEHUSA K ceTu 1 ynpaenenuna. [Ana obHosnenuns MO un
ncnonb3oBaHus npeunmyllects obnayHoro ueHTpa AO «BYOYWEE» SOC 4yepes nopTt
ynpasneHust Sensor Industrial, B 3aBUCUMOCTU OT BbIGPAHHOIO TMNa MHCTaNNALMn, AOMKEH ObITb
AOCTYNeH ANng NogkniovYeHnsa ceTeBon agpec:

e gateway.mxdr.ru :443/tcp — Npwu ncnonbzosaHnum SOC AO «BYOYLIEE»;
e |P agpec XDR Console:1443/udp — Npu ncnonssosaHum XDR Console.

Mpn HeobGxogumocTn paboTta Sensor Industrial c AO «BYAYWEE» SOC / XDR Console
MOXeT OCYLLLeCTBIATLCA Yepes NpoKcu-cepeep. B aToM cnyyvae AosmkeH nogaepKuBatbCs MeToq
CONNECT ans yctaHoOBReHUst NOAKMYeHUN Ha 443 nopT.

7.8.1. [logkntoyeHue K ceTn n 3axsaT Tpaduka

Ha pucyHke oTMe4YeHbl Bce HeobXoaMMble MHTepdenchl, UCNoNb3yeMble NPU HTerpaLum
M HOPManbHOro PYHKLMOHNPOBAHNS:

=) ; - —
iﬁi-- — Ll L] ul
L R T H

8.0 o - 5 B =======-'¥T"

lNopm ynpaeneHusi

NuTepderic Ne1 pacnonoxeHbl Ha 3agHen NaHenn u Ucnonb3yeTcd Ans ynpaBneHus
yctponcteoM u cBaAsm ¢ AO «BYOYUWEE» SOC / XDR Console, a Takke A4ns KOMMyHUKaumm ¢
moayrem MDP. o ymon4yaHuio nHtepdenc cKoHUrypmpoBaH Ang nonyvyeHuss HacTpoeK ceTu
no npotokony DHCP. CeTeBble HAacTpoOrKu nopTa ynpasneHUss MOXHO MOMEHSTb NPU NOMOLLM
TEXHUYECKOWN KOHCONU.

Baxeam mpagpuka

MHTepdpericbl onga 3axBaTa Tpadpuka pacrnonoXeHbl cripaBa OT MnopTa ynpasneHus u
HymepytoTcs oT 1 go 4.

[na paboTbl yCTpPOMCTBA OOAUH UMM HECKONBbKO MOPTOB 3axBaTa Tpaduka OOSMKHbI ObiTb
COeauHeHbl kabernem ¢ WMCTOYHMKOM Tpadmka. TakMm MCTOYHMKOM MOXET ObiTb ceTeBoe
YCTPOMCTBO C HAcTpoeHHbiM 3epkanupoBaHuem (SPAN/RSPAN B TepmuHax obopynoBaHus
CISCO), nu6o TAP- ycTponicTBo, konupytowee ethernet-kagpbl Ha CamMoOM HU3KOM YPOBHeE, NB0o
GRE-TyHHenb co SPAN- Tpadukom.

MXDR 3axBaTblBaeT 3epkanmpoBaHbIn Tpaduk Ha ypoBHe L2/

24



L3 mirroring, Bknoyas ERSPAN He noggepxvBaeTcsi YCTPOWCTBOM W He SBNsieTCH
A0MyCTUMbIM CNocoboM 3epkanmpoBaHusa Tpadumka Ha YCTPOUCTBO.

Sensor Industrial nogaepxmaet SPAN in GRE: korga Heob6xoammo nponyctnte SPAN-
TpaduK Yepes HECKONbKO YCTPOMCTB YPOBHS L3, nnbo B3ATb ero ¢ hepmbl BUPTYyasbHbIX MaLLMWH,
BO3MOXHO co3gaTtb GRE- TyHHenb mexay MXDR un ncrouHunkom SPAN-Tpadwmka.

Mpn opraHuMsaunm 3epkanupoBaHus crnefyeT yuuTbiBaTb, YTO TpaduK nonb3oBaTtenemn
KOpMopaTMBHbIX MPOKCU-CEPBEPOB M CErMEHTOB CETU, pacnosfiokeHHbix 3a NAT oM, gormkeH
3epKanmpoBaTbCsl 40 NPOKCMPOBAHUS/HAaTUPOBAHUS, Kak MOXHO Grnimke K norb3oBaTeNbCKOMY
CermMeHTy, 4o nboro hunbTpytowero obopynoBaHus, 4Tobbl B 3aronoBkax nakeTos 6binn BUOHbI
opurnHaneHble IP- agpeca KNMEHTOB, a Takke AN UCKNIYeHUs punbTpaumm Yyactn Tpaduka
cpeacTBaMn MeXCeTeBbIX 3KpaHOB. OTO YNPOCTUT pearnpoBaHuMe Ha BbISIBNEHHbIE CETEBble
NHUNOEHTBI.

iDRAC

Ha 3agHux naHensix cepBepoB MXDR, npaBee OT nopTa ynpasreHWUs, pacrnosioXeHbl
noptel iDRAC. [aHHbIn uHTEpdEenC no3BonseT peanu3oBatb TakMe QYHKLUMMK, Kak
pa3BepTbiBaHNE, OGHOBNEHNE, MOHUTOPUHI 1 OOCNyXnBaHWe cepBepHOro 06opynoBaHUs.

7.8.2. YcrtaHoBka Sensor Industrial

Ona obHoBnenns [10O, NpoBepkM CCbIMOK, OTMNPaBKM anepToB M UCMNONb30BaHMUSA
npemmyliectB XDR Console, Heobxogmmo obecneuntb goctyn Kk XDR Console 4epes nopT
ynpaeneHus. MNpn Heobxognumoctn B3anmogenctene ¢ XDR Console MoXeT OCyLWlecTBSATLCSA
yepes npokcu-cepeep. B atom cnyvyae gomkeH noggepxumBaTbcda metogq CONNECT ans
YCTaHOBNEHUS NOAKNIYEHN Ha 443 NopT.

Bo Bpemsi 3arpys3ku ¢ obpasa byaeTt npeanoxeHo ycraHoBuTb Sensor Industrial. 3gech
Xe MOXHO npocMoTpeTb uHGopmauuio o6 annapaTHom obecneyeHun, nepesanycTutb /
BbIKINIOYMUTb CEPBEP UNN BUPTYanbHYH MaLUVHY.

B nosisuBwemcs okHe "MeHio 3anycka yctaHoBku" Boibepute Install.

Ha 3tom Lware MOXHO Bbl6paTb OoAMH M3 OBYX A3blKOB, Ha KOTOPOM BbiBEOETCA
I/IH(*)OpMaLl,I/IFI O NNMUEH3NOHHOM corJialieHnn.

UtobObl O3HAKOMUTBCA C  TEKCTOM  JIMLEH3MOHHOrO  corfalleHust  MCnonb3ynTe
knaesuwun Page Up n Page Down.

[anee HeobGxoaumMo BbIGpaTh YCTPONCTBO, Ha KOTopoM ByaeT ycraHoBneHo O Sensor
Industrial.

Hanee, HayHeTCA npouecc yctaHoBkM Sensor Industrial. B koHue ycTtaHoBKkn Bam Gyaet
NpeanoXxeHo nepesarpy3nTb CepBep UMM BUPTyanbHYK MaLUvHY.

Ecnu Bce npowno ycnewHo, OTKPOETCS OKHO C MPWBETCTBEHHbIM 3KpPaHOM Sensor
Industrial.

7.8.3. AxktmBaums Sensor Industrial n cuHxponunsaumsa ¢ XDR Console
AkTmBaums Sensor Industrial — BkntodaeTt pyHkumoHan Sensor Industrial.
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CuHxpoHusaumusa Sensor Industrial — npuasbiBaeT Sensor Industrial k XDR nu6o k XDR
cloud, TemM cambiM NpenocTaBnsisi BO3MOXHOCTb yNpaBfeHUs CEHCOPOM Yepe3d 0003HaYEHHbIe
CUCTEMBI.

Mepen aktmBaumen NTA Ha obnavyHom wunu nokanbHoM XDR Console Heobxogumo
nony4eHue nuueHsnoHHoro krtoya (UID). Bocnonb3yitech ogHMM 13 cnegyowmnx BapuaHToB:

3. MNpu aktmBauum Ha XDR cloud obpatutecb K MeHemKepy WM TEXHUYECKOM
nogaepxke AO «BYOYLIEE».

4. Tpyn aktmBaumm Ha nokanbHoM XDR wucnonb3ynTe nyHKT MeHwo "[Job6aBuTb
YCTPONCTBO".

[ns Bzanmogenctenda ceHcopa ¢ XDR Heobxoammbl criegyowmne noprbi:

o 443/tcp — ANdA NepBUYHON aKTUBaLMM N MPUBSA3KN CeHcopa (e4MHOPa30Bo);

o 1443/udp — ons ganbHenwero B3anmMoaencTens ceHcopa ¢ XDR;

e 3000/tcp — anga B3anmogenctemsa Sensor Industrial c MDP.

AKTMBaLMS M CUHXPOHU3ALMS OCYLLIECTBNAETCA Yepes3 KoHCoNb NTA.

Ha pgaHHom aTtane ctatyc XDR Connection paBeH Fail. Tak kak ceHcop He npuBs3aH K
XDR.

Mocne HaxaTusa <Enter the Shell> nyHkT Activation B OTKpbIBLLEMCSH MEHIO OTBEYAET 3a
aKTUBALMIO U CUHXPOHM3ALMIO.

B meHio Beibopa Central Authority 3agaétcsa cepeep cnHxpoHusauun. OH onpegensieTt
AanbHenwmun pexum paboTtel ceHcopa: on-premise nnun on-cloud. [loCTynHblE NYHKTbI MEHIO:
e CA - on-cloud nHctannsums. OpkecTpauns yCTPONCTBOM OCYLLIECTBNSIETCSA Yepes
SOC AO «bYOYUIEEy;
o Private XDR Console — on-premise nHcTannsums. OpkecTpauusi yCTPOMCTBOM
ocyulecternisietcst 4epes XDR Console.

Mpwn BLIGOpPE Ptivate XDR Console Heobxoommo 3agaTb AoOMeHHoe ums unn IP-agpec
XDR Console.

Mpwn BbIGOope CA Heobxoammo 3agaTb AoMeHHoe ums unn IP agpec SOC AO
«BYOQYLWEE». (3agaHo no ymonyaHuio).

Mpn paboTte ¢ Sensor Industrial Yepe3 Npokcu cepBep 3aganTe agpec NPoOKCH B
dopmare:
Login:pass@domen_proxy:port

B nyHkTe Device UUID 3agaétcsa Homep nuueHsnm (UID) nony4YeHHOro B nyHKTe
AobasneHus HoBoro o6opynoBaHusa B cooTBeTcTBYOWEM MeHo XDR Console.

Mpun HaxxaTum OK 3anyckaeTcs NPoLECC perucTpauumn n cCUHXpoHmnsaumm Sensor Industrial
C BblOpaHHbLIM CEPBEPOM.

BHumaHue: nocrne paHHon onepaumm murpupoBaTb Sensor Industrial ¢ ogHown
NH(PACTPYKTYpPbl HA OPYryd HEBO3MOXHO 6e3 BMellaTtenbcTBa TexHudeckonm nogaepxkm AO
«BYOQYLLEE».

Mocne peructpaumn NTA koHconb ByaeT npuBeTcTBOBaTb nonb3oBartens csoum UUID
BBEAEHHBIM Ha NpeablayLiem Lware.
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MaHenb MHCTpyMeHTOB B kOHconu Sensor Industrial 6yageT otobpaxate XDR Connection
co cratycom OK.

Mento Ul > Hactporku > YcTtponctBa > 6ydem otobpaxaTb 8 Criucke ycmpolicme
UHopMayuto o cocmosiHUK NoOKMYeHHo20 yempoticmea Sensor Industrial.

7.8.4. [lloakntoyeHune Kk koHconu Sensor Industrial
HocTyn Kk koHconu Sensor Industrial MOXXHO NONY4YUTb NIOGBLIM U3 HUXKENepevnCreHHbIX
cnocoboB.:
e C nomowbio KVM (D-SUB gnsa eugeo n USB gna knasmaTtypsl).
¢ C nomoLupbto nocnegoBaTenbHOro nopra:
o Baudrate: 115200
o 8-bit
o Flow control: ON
o UYepes SSH npu ycnoBun HaCTPOEHHOIO CETEBOIO NOAKITHOYEHUS.
[nsa ynpaBneHus cepBepoM UCNOMb3ynTe YY4eTHY0 3annch C norvHom tds n naponem tds.
lMocne BBOAA norMHa u Naponsa Ha akpaH OyaeT BbiBedeHa OCHOBHas MHdopmauus o
NTA. [Ina Bxoaa B rmaBHoe MeHto BblbepuTe <Enter the Shell>.
He 3abyabTe N3MEHUTb Naposib NO ymMmon4yaHuto!

7.8.5. 'maBHoe meHio Sensor Industrial

[MyHKTbI FMaBHOMO MEHIO:

1. Network menu: npocMOTP 1 U3SMEHEHNE HACTPOWKN CETU.

2. Change password: MeHI0 USMEHEHUSA aAMUHUCTPATUBHOIO Naposia Nonib3oBaTens
tds.
Debug shell: goctyn 4o MHCTPYMEHTOB OTNAaaKuM B peXxmnme KoOMaHAHOW CTPOKMW.
Power management: MeHI0 BbIKNIOYEHNS N Nepe3arpy3kn yCTpoMCTBa.

5. Back: BbiBog OCHOBHOM WHdOpMauMm O ctaTtyce cepsepa. OTa WHopmaums

Takke BbIBOAUTCS NP BXOAE B CUCTEMY.

Mpwn BbIGOPE KHOMKM OK OTKPOETCH OKHO NPOCMOTPa U U3MEHEHMSI HACTPOWKUN CETMU.

W

7.8.6. Hactpownka cetn Sensor Industrial

[ns npocMoTpa M U3MEHEHUSI HACTPOEK CETU HEOBXOAUMO MEPENTU B MYHKT FMaBHOrO
MeHI0 KoHconu Sensor Industrial.

BaxHo: ecnn y KnneHTa ncnonb3yeTtca nokanbHbin XDR (pacnonoXeH HenocpeacTBEHHO
Ha nnowagke KnneHta), 70 okHO "Network menu" 6ygeTt otobpaxatbcs B cnefytoLlem suaie

[MYyHKTbI MEHIO HACTPOWNKN CeTH:

1. Show current network settings: BbIBOA TekyLLen HAaCTPONKN ceTeBoro nHtepdenca
ynpaBneHus.

2. Configure network: HacTpolika ceTeBOro nHTepgenca.

3. Configure proxy: HacTporkun npokcu ansa pabotel ¢ SOC AO «BYOYWEE» / XDR
Console.

4. Configure managment interface: HacTpoVikn ynpaenstoLwero uHTepdgenca.

5. Configure XDR connection
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6. Traffic monitor Setup: mMeHiO gnsa BBOAa nyna agpecoB, NPUHaAnNexaimx
BHYTPEHHEN CEeTEBOM MWHGPACTPYKType, a Takke Aand ykasaHua SPAN
UHTepdencos.

7. Reactivation

8. Back: Bo3BpaT Ha ypoBEeHb MEHIO BbILLE.

Configure network
[ocTynHbl cnegyoLlime BapMaHTbl HACTPOEK:
1. DHCP: aBTOKOH(purypauus agpeca v npo4ymx HacTpoek no npotokony DHCP.
lMpounssoanTca aBTokOHUIypauma nHTepdgenca n nepesanyck ceTu.
2. Static: cratudeckasn koHdurypauusa napameTpoB. TpebyeTcsa BBOA BCEX CETEBbIX
napameTpoB BPYYHYHO, NOCMe Yero Npom3BoanTcs nepesanyck cetn. [Ang oTMeHb!
BBOZa NapameTpoB B 000N MOMEHT ucnonb3yetcsa coveTtaHue Ctri+C.
3. Cancel: Bo3BpaT Ha ypOBEHb MEHIO BbILLE.

Configure proxy

HacTponka npokcu-cepBepa ans goctyna K obHoBneHnsim n obnadHomy cepsucy AO
«bYOYWEE» nnu nokansHomy cepsucy XDR Console. Sensor Industrial nossonsieT HacTpouTb
Mcnonb3oBaHMe NPOKCU-CepBepa ANA A0CTyna K OOHOBNEHMo 6a3bl cUurHaTyp 1 NpaBun aHanusa
Tpaduka, a Takke cBsA3n ¢ obnadHbim cepsucom AO «BYOAYLWEE» unu nokanbHbIM cepBUCOM
XDR Console. B npouecce HacCTpoOnKn yCTPONCTBO 3anpallnBaeT KOH(UrypaunuoHHYO CTPOKY B
cneayowem dopmare:

Login:pass@domen_proxy:port

Mpn aTOM Heo6xoamMMo BbIGpaTh TUM NPOKCUPOBaHWUS: http-proxy nnm socks-proxy.

[MpoBepbTe BBEOEHHbIE 3HAYEHUS:

Proxy Settings -> Show current proxy settings

[nsa ycnewHoro ucnonb3oBaHWsi NPOKCU-CEPBEP AOSMKEH NOAAepKMBaTb BO3MOXHOCTb
ocywecTteneHus 3anpocoB metogom CONNECT ¢ oTkpbiTMeM coegmHeHun Ha 443 nopT.

Configure management interface
MpenoctaBnsaeT BO3MOXHOCTb 3a4aHuns ynpasnstoLlero nitepdernica B Sensor Industrial.
[nga 3agaHus Boibepute M3 cnucka MHTEPdENCOB HYXXHbIN N Haxmute "OK".

Configure XDR connection
MossonseT 3agaTb IP agpec ynpasnswowero nHtepdenca XDR Console (B cny4vasix
ncnonb3oBaHna nokansHoro XDR Console).

Traffic Monitor Setup
Mo3BonseT ykasbiBaTb SPAN-MHTEPdENCHI.

Reactivation
PeakTnBaumsa no3sonseT 3anycTuTb npouecc cuHxpoHuaumm ¢ XDR Console (o6navHbiv
NN NOKarnbHbIM) 3aHOBO.

7.9.BcTtpaunBaHue Storage

B 6asoBon komnnekrtaumm Storage nocTtaBnsieTcsa B Buae (HPM3M4ECKOro yCTPOMCTBA.
CranpgapTHbin Storage nmeet popmat 1U n MoHTUpyeTca B 19”7 cTOMNKY.
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Storage ato 1U cepBep Ans XpaHeHWss u koppensauuu cobbitun n aneptoe B XDR,
ncnonb3yeTcs npu yeBenuyeHun obbema M OfUMTENbHOCTU XpaHeHus WHgopmaumn. Storage
ncnorb3yeTcda coBMecTHO ¢ XDR.

O6HoBneHwne MO nponcxoanT Yepes NOpT ynpasneHus Storage, Npu 3TOM OSMKEH ObITb
AOCTyneH ANnga noaknioYeHnss ceTeBon agpec:
e |IP agpec XDR Console: 9200/tcp, 9300/tcp, 9220/tcp, 9320/tcp;
e gateway.mxdr.ru :443/tcp — Mpwn ncnonb3oBaHun 3,4-ro pexmmoB paboTbl XDR.

7.9.1. YcraHoBKka Storage
BapuaHmbi ycmaHoeku obpa3sa
o C nomoupto chusmyecknx nHtepdgercon (iDRAC, iLO).
o C ncnonb3oBaHmem USB-Hakonutensa B OC Linux. 3anncb obpasa Ha HocuTernb
cnegyeT NPOM3BOANTbL C MOMOLLbIO yTuUnNuThl dd
e C wucnonb3oBaHmem USB-Hakonutens B OC Windows. 3anucb obpasa Ha
HOCUTESb crieayeT NPoM3BOAMTbL C MOMOLLLIO NporpamMmbl Rufus Bepcun 2.x (B Hewn
Heobxoaumo 6yaeT BbibpaTh "Create a bootable disk" -> "DD image").
[danee paccmaTpuBalOTCA NYHKTbl MEHIO W LiArK, BO3HMKAKOLWME BO BpPeMSl YCTaHOBKM
Storage:

[MyHKTbI MEHI0:
e Launch Installation — 3anyckaeT npoLecc yCTaHOBKW Ha BUPTYarbHOW MaLUMHE Unu
cepBepe
e Hardware Information (HDT) — npegoctaBnsaeT OaHHble MO CEPBEPY WK
BMPTyanbHOW MaluvHe, Ha KOTOPOM 3anyLleH YCTaHOBLUMK
e Reboot — nepesarpyxaet cepsep
o Power Off — BbikntoyaeT cepeep
Mpun BbIGOPe nyHkTa Launch Installation 3arpyxaetca MeHO Mo AanbHEWWMM LWwaram
YyCTaHOBKM.

MMyHKTbI:
e Install — 3anyckaeT npouecc yCTaHOBKU
e Reboot — nepesarpyxaet cepsep
o Poweroff — Bblknto4aeT cepeep
e Shell — 3arpyxaeT KOMaHaHYI CTPOKY
Mpun BbiGope nyHkTa Install nonb3oBaTento npegnaraeTcsa NPoOYUTaTh NULEH3NOHHOE
cornawleHune Ha pyCcCKOM Uy aHrIMNCKOM A3blKax
HaxaB | Agree, nonb3oBaTtesfb MoflydaeT BO3MOXHOCTb MPOAOIDKUTL YCTAHOBKY W
BbIGpaTh AMCK ANSA YCTAaHOBKM.

,D,O)K,D,VITer OKOH4aHuA npouecca yCtaHOBKK U npouecca HaCTpOIZKVI cbaﬂnoaoﬂ CUCTEMDbI

lMocne nepesarpyskn 3arpysuMtcd KoMaHaHas cTtpoka Storage. [oaBUTCA BO3MOXHOCTb
nepenTn K HaCTPOWMKE N aKTUBaLMKN PeLLEHNS.

7.9.2. AxtmBauus Storage u cuHxpoHusaumsa ¢ XDR Console
CuHxpoHusauma Storage — npusasbiBaeT Storage k XDR, TeM cambiM npeaocTasnss
BO3MOXXHOCTb ynpaBrneHusa Storage Yyepes 0603Ha4YeHHbIe CUCTEMBI.
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Mepen aktmBaumen Storage Ha nokanbHom XDR Console Heobxoaumo nonyyeHue
nuueHanoHHoro kntova (UID). Bocnonb3yntecbk 0gHUM U3 Cre4YIoWnX BapuaHToB:
Mpn akTnBaumm Ha nokanbHoM XDR ncnonb3ynTe NyHKT MeHto "JobaBuTb yCTPOUCTBO".
[ns B3anmogencTtena Storage ¢ XDR Heobxogmmbl criegytoLimne nopThbl:
e 443/tcp — ona NnepBUYHON akTMBaLUK N NPUBA3KKN Storage (eaMHopasoBo);
o 9200/tcp, 9300/tcp, 9220/tcp, 9320/tcp — ons oTnpaBkmM gaHHbIX ¢ Storage kK XDR
Console.
AKTMBaUVMS M CUHXPOHU3ALMS OCYLLIECTBIISAETCA Yepes3 KOHConb Storage.
Ha paHHom aTane ctatyc XDR Connection paBeH Fail. Tak kak ceHcop He npuBdA3aH K
XDR.
Mocne HaxaTtua <Enter the Shell> nyHkT Activation B OTKpbIBLLEMCH MEHI0 OTBEYaeT 3a
aKTUBaAUUIO U CUHXPOHU3AUMIO.

Hanee npouecc aktMBaumm Storage u cuHxpoHusaums ero ¢ XDR Console 6yget
aHanorn4yHa npoueccy aktmsauun NTA n cuHxpoHm3saumm ero ¢ XDR Console (cm. nyHKT 5.7).

Mocne pernctpaumn NTA koHconb GyaeT npuBeTcTBOBaTb nonb3oBartens cesoum UUID
BBEAEHHBIM Ha NpeadblayLleM Luare.

MaHenb MHCTPYMEHTOB B KOHCONK Storage Oyaet otobpaxatsb License check co ctatycom
OK.

MeHo Ul > Hacrtporkn > YctponcteBa > 6ydem otobpaxaTb 8 criucke ycmpoulicme
UHGbopMayuro Mo cocmosiHUK MoOKITIYEHHO20 ycmpolicmea Storage.

7.9.3. Tlogknto4veHne K koHconu Storage
Hoctyn k koHconmm NTA MOXHO NONy4YnTb NIOGLIM U3 HDKENEPEUNCTEHHBIX CNOCODOB:
e C nomowbio KVM (D-SUB gnsa sugeo n USB gnsa knasmaTtypsl).
¢ C nomoLupbto nocnegoBaTernbHOro nopra:
o Baudrate: 115200
o 8-hbit
o Flow control: ON
e Yepes SSH npu ycnoBun HaCTPOEHHOIO CETEBOIO NOAKITHOYEHUS.
[nsa ynpaBneHus cepBepoM UCNOMNb3ynTe YY4eTHY0 3anmch ¢ norvHom tds n naponem tds.

MNMocne BBOA4A NOrMHa 1 Napons Ha akpaH OyaeT BbiBeAeHa OCHOBHas MHdopmauusi o
Storage. [Jnst Bxoda B rnaBHOe MeHo BblbepuTte <Enter the Shell>.
He 3abyabTe N3MEHUTb Naposib NO yMon4yaHuio!

7.9.4. [maBHOe MeHIo Storage

[MYyHKTbI rMAaBHOrO MEHIO:
1. Show current network settings — NpocMOTP 1 N3MEHEHNE HACTPONKN CETU
Configure network
Configure proxy;
Configure management interface;
Reactivation;
Back: BbIBOg OCHOBHOW WMHbOpMaLMu O cTaTyce cepBepa. dTa MHGPOpmauus
Takke BbIBOAUTCSA NP BXOOE B CUCTEMY.

ook LN
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7.9.5. Hactpouka cetu Storage

[na npocMoTpa 1 U3MEHEHUs1 HacTPOeK CeTu HeobBXOAMMO NeperTn B MYHKT raBHOro
MeHI0 KoHconu Storage.

BaxHo: ecnu y KnneHTta ncnonbadyetca nokanbHbeli XDR (pacnonoxeH HenocpeacTBEHHO
Ha nnowagke KnneHta), To okHO "Network menu" 6ygeTt otobpaxartbecs B cnegyowem Buge

[MyHKTbI MEHIO HACTPOWKKN CETH:
1. Show current network settings: BbIBOA TekyLLen HAaCTPONKN ceTeBOro nHTepdenca

ynpaBneHus.

Configure network: HacTpolka ceTeBoro nHrepderica.

3. Configure proxy: HacTporku npokcu ansa pabotel ¢ SOC AO «BYOYUWEE» / XDR
Console.

4. Configure managment interface: HacTporiku ynpaenstoLwero uHTepdgenca.

Configure XDR connection

6. Traffic monitor Setup: meHO ana BBOAA nNyna agpecoB, NpUHaANeXxalmx
BHYTPEHHEN ceTeBOM MWHAPACTPyKType, a Takke Aand ykasaHua SPAN
MHTepencos.

7. Reactivation

8. Back: Bo3BpaT Ha ypoBEeHb MEHIO BbILLE.

n

o

Configure network
[ocTynHbl cneayolme BapmaHTbl HACTPOEK:
1. DHCP: aBTOKOH(purypauus agpeca v npo4ymx HacTpoek no npotokony DHCP.
MponssoanTca aBTOKOHUrypaums nHtepdenca n nepesanyck ceTtu.
2. Static: cratnyeckas koHUrypaumsa napameTpoB. TpebyeTca BBOA BCEX CETEBbIX
napamMmeTpoB BPY4YHYHO, NOCIe Yero npomM3BoguTCcs nepesanyck cetu. [ns oTMeHbl
BBOZa NapameTpoB B 000N MOMEHT ucnonb3yetcs coveTtaHune Ctri+C.
3. Cancel: Bo3BpaT Ha ypOBEHb MEHIO BbiLLE.

Configure proxy

HacTponka npokcu-cepBepa ans goctyna Kk obHoBrneHusm n obnadHomy cepsucy AO
«BYOAYLWEE» wnn nokansHomy cepBucy XDR Console. Storage nosBonsieT HacTpouTb
MCNonb3oBaHWe NPOKCU-CepBepa AN A0CTyna K 0OOHOBNEHMo 6a3bl cUrHaTyp v NpaBuni aHanusa
Tpaduka, a Takke cBA3N ¢ obnadHbim cepsucom AO «BYOAYLEE» unu nokaneHbIM cepBUCOM
XDR Console. B npouecce HacTpowkn yCTPONCTBO 3anpalumBaeT KOHUIypaunoHHY0 CTPOKY B
cneagywouem gopmare:

Login:pass@domen_proxy:port

Mpn 3TOM HEoOxoaQMMO BbIOpaTh TUMN NpoKcnpoBaHus: hitp-proxy unm socks-proxy.

MpoBepbTe BBEAEHHbIE 3HAYEHUS:

Proxy Settings -> Show current proxy settings

[nsa ycnewHoro ncnonb3oBaHWsi NPOKCU-CEPBEP AOSMKEH NOALEPKMBATb BO3MOXHOCTb
ocyuiectBnenus 3anpocoB metogom CONNECT c oTkpblTuem coeguHeHui Ha 443 nopT.

Configure management interface
MpepocTtaBnseT BO3MOXHOCTb 3aflaHWa yrpasnsawowero nHrepdernca B Storage. OAng
3agaHus BblbepuTe U3 cnncka MHTepPdEncoB HYXHbIM U HaxxmuTe "OK".

Configure XDR connection
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MosBonget 3agatb IP agpec ynpasnawowero nHtepdernca XDR Console (B cny4vasix
ncnonb3oBaHna nokansHoro XDR).

Reactivation
PeaktuBaums no3sonseT 3anyCcTuTb NPOLECC CUHXPOHM3aLmm ¢ XDR 3aHOBO.

7.10. BctpanBaHne EDR

B paHHOM pasgene onucaHbl cnocobbl ycTaHoBkM areHTa EDR HeobGxogumoro ans
douKcaLmm XpoHOOrMmn NoBeAeH1s Nonb3oBaTesis, BbINOMHEHNS NPOrpaMM Ha CUCTEME, a TakkKe
cbopa JONONMHUTENbHOM KOHTEKCTHON UHOPMaLMKN ANS BbIBNEHUSA BPEAOHOCHOrO NOBEAEHNS
Ha xocTe.

CyuwiecTBytoT Tpu cnocoba yctaHoBkn EDR:

e YcrtaHoBka u ygarneHue EDR Ha OS Windows (Bpy4Hyto Ha XocTe);
e YcraHoBka n yganexHune EDR (4epe3 GPO);
e YcrtaHoBka u yaaneHue EDR (4epes EDR Installer).

7.10.1.YctaHoBka n yganeHme EDR Ha OS Windows (Bpy4HYyto Ha XocTe)
YcmaHoska EDR
Mepen Havanom yctaHoBkM EDR HeobxoamMmMo nonyyuntb hann:
e gibep.msi
N KOH(pUrypaumnoHHbIn hann ¢ noanucko:
e gibep_config.txt
e gibep_config.sign.txt
O1n dhannbl Heo6XoANMMO NOMECTUTb B NIOKarnbHYy anpektoputo (Hanpumep, B C:\EDR).
BaxHo, 4TO MOMHbLIN NYTb A0 OMPEKTOPUN HE OOMMKEH codepXaTb KPUIIUYECKUX CUMBOSOB U
npobernoe.
Mocne atoro Heob6xoammo 3anycTuTb cmd.exe ¢ npaBamu AgMUHUCTpaTopa, NepenTn B
ANPEKTOPUIO C YCTAHOBOYHBIM M KOH(OUIypaLMOHHbIMU ddannamun 1 BbINOSHUTbL KOMaHAy:
msiexec /i gibep.msi /gn /L*V install.log
B cny4ae BO3HWKHOBEHMSA Npobrnem C yCTaHOBKOW areHTa Ansd aHanusa Heobxoammo
npucnaTb J10r, KOTOPbIN CO30aeTCa KOMaHAoW BhILLE.
MpoBepka yctaHoBKM EDR
Y1066 NpOBEPUTHL HanNU4uMe yctaHoBrneHHoro EDR, Heo6xoamnmo 3anyCcTuTb B KOMaHAHON
cTpoke cmd ¢ npaBamu AgMUHUCTpaTOopa:
"c:\Program Files\Group-IB\TDS Endpoint\gibepcli.exe" driver-version

sc queryex "gibtdsendpoint” | find "STATE"
TASKLIST | find "gibep"

Mpn aTOM B peecTpe AO0MKHbI NOSBUTLCS KIHOYM:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GIB*

Y0aneHue EDR
YnaneHne EDR MOXHO npoBoauTb Yepes "YcTaHoBKa/ yaaneHue nporpammbl”.

JdononHntenbHo
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B cnyyae BO3HMKHOBEHWSI NpobnemM ¢ AenHcTannsaumen ctTaHaapTHbIM cnocobom cneayeT

MCNonb3oBaTb YTUNUTY:
e gibepremovaltool.msi.

3anyckaem KOMaHOHYH CTPOKY OT AOMUHUCTPATOpPa 1 BbINOSHAEM:

msiexec /i gibepremovaltool.msi /gn /L*V uninstall.log

Oxwnpante 3aBeplUeHUs - OOMMKHa BepHYTbCa ownbka. MNepesarpyante xoct. Knoun B
peectpe

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GIB* OOIMKHbI
yaanuTbes.

B cny4yae BO3HMKHOBEHMS npobrieM C yaaneHveMm areHTa Ans aHanusa HeobxoaMmo
npucnaTb Jor, KOTOPbI CO34aeTCsl KOMaHAOW BbIlLE U 3KCNOPTUPOBAHHbIN KoY

HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce

Omrnadka EDR

B cnyyae BO3HMKHOBEHUSA npobnem c paboTton areHTa EDR Ha xocTte Heobxoammo
npucnaTtb UarHOCTUYECKNE NOrn, KOTOpble HAaXoAATCS B AMPEKTOPUN:

C:\Program Files\Group-IB\TDS Endpoint\Logs.

HdononHuTenbHaa guarHocTnyeckaa nHopmauma:

e [lpn BSOD cyuwectByeT BO3MOXHOCTb BKMIOYMTb Ha MalimMHe cOOpKy OamnoB
sapa https://docs.microsoft.com/en-us/windows-
hardware/drivers/debugger/enabling-a-kernel-mode-dump-file, nanee
Heobxoaumo Bblbpatb "Complete memory dump”. [Oamn cobepetca B
C:\Windows\memory.dump, 3aTtem coxmute 3ToT gamn B ZIP n npuwinunte ero Ham

Ha aHanua.
o [lpu "XeCcTkux" 3aBucaHuax  Windows cywecTsyeT BO3MOXHOCTb
BkNtounTh https://docs.microsoft.com/en-us/windows-

hardware/drivers/debugger/forcing-a-system-crash-from-the-keyboard, 4YTOObI

reHepupoBatb BSOD Haxatmem "RightCtrl + Scroll" Ha knaeuatype. Torga B
MOMEHT 3aBMCaHMs MOXHO creHepupoBatb BSOD, nocne yero cobepetca gamn B
C:\Windows\memory.dump, 3aTtem coxmute 3TOT gamn B ZIP n npuwinunte ero Ham

Ha aHanms.
e [pu nageHusix cepsuca EDR mnu gpyrux nporpamm CyLLECTBYET BO3MOXHOCTb
BKIIOYUTD cbopky AamroB to3ep-cnenc nporpamm

Windows https://docs.microsoft.com/en-us/windows/desktop/wer/collecting-user-
mode-dumps, cobpaHHble fgamnbl OTNPaBAATb HaM.

e Windows 10 yxe cogepxut B cebe WPR (Windows Performance Recorder)
(CAWINDOWS\System32\wpr.exe). UTobbl CHATE Npodounib MPON3BOANTENBHOCTH
[0CTaTO4YHO U3 KomaHgHon cTpokm cmd (0T AaMUHUCTPaTopa 3anyCcTuTb):

o WPR.exe -start CPU -start DisklO -start FilelO -start Network;

o Bocnpoussectn  npobnemy ¢ TOpmosamu  (Bknagku,  odwmc,
coyeTaHme Win+L);

o WPR.exe -stop c:\Windows\Temp\perf.etl unn gpyron nyte (cpavn etl
06bI4HO Heckonbko [MBanT);

o ®ann perf.etl otnpaBuTb HaMm Ha aHanus.

e Bknountb driver verifier ons Hawmx apanBepos:
verifier.exe /standard /driver gibepcore.sys gibepnetflt.sys gibepdevflt.sys.

7.10.2.YcTtaHoBka n yaganeHue EDR (4epe3 GPO)
YcmaHoska EDR
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YTt06bI ycTaHoBMTL EDR yepe3 GPO Heo6xoauMMo BbINONHUTL Creayowme 4eNCTBUS:
LWar 1. PasmecTtute yctaHoBLMK areHTa EDR, dann koHdurypauumn n dann nognucu B
CceTeBOM nanke, JOCTYMNHOM NOMNb30BaTeN!Ho.

LWar 2. OTtkpowTe koHconb DPM, co3gante nonutuky Ha Hy>xHOM ypoBHe. B none Security
filtering y6epute Authenitificated Users n gobasbTe y/3 KOMNbIOTEPOB MK FPYMMbl KOMMNBIOTEPOB,
Ha KoTopbix TpebyeTcst noctaBuTb areHT. Haxmute NMKM Ha nonutuke n Bbibepute Edit.

War 3. Mo agpecy Computer Configuration -> Polices -> Software settings Hangute
nyHKT Software Installation, HaxxmuTe Ha Hero NMKM u Beibupaem New -> Package.

lar 4. B oTKpbIBLUEMCSI OKHE OTKPOWTE CEeTEBYK Marky, B KOTOPY paHee MOoNoXumu
YCTaHOBLUWK U BbiGEpUTE €ro.

Lar 5. B oTkpbiBLLEMCS OKHE BbibepuTe Assigned

*BaxHo: obpaTtute BHMMaHue, yTO BETKa nonutnkn Computer
Management NpUMeHSETCS TONbKO MOCNEe nepe3arpysky onepauyoHHON cucTembl. [ns Toro,
4yTOObl MPUHYAMTENBHO 3anyCTUTb YCTaHOBKY areHTa EDR Ha ueneson malunHe, Heob6xoanumo
3anycTuUTb KOMaHAHYH CTPOKY OT AOMMHMCTpATopa M BbINOMHUTL: gpupdate /force.

7.10.3.YcTtaHoBka n yaaneHue EDR (4epes EDR Installer)
Pykosodcmeo no asmomamudeckol ycmaHoeke (EDR Installer)
Pykosoacteo AO «BYAYLWEE» EDR Installer coctount 13 aByx Yactem:
¢ 1. Windows service (Cnyx6bl Windows)
e 2. GUIl interface (rpadunyeckni nHtepdeiic)
Bce penctBns Ha ydaneHHbIX XOCTax BbINOMHATCA 4Yeped npotokon  WMI.
MpumeyaHume: HeobxoaMMO paspelumnTb Bxoasuee coegnHeHme WMI Ha Bcex LieneBbIxX XocTax.
Mpexae 4yem NpUCTYyNUTbL K yCTaHOBKe, Bam HeobxoamMmo nogrotoBuTh crieaytoLuee:
o VYyeTHyto 3anucb Active Directory, y koToOpon eCTb NpaBa Ha NofyYeHne cnucka
xocTtoB AD (npaBa Ha YTeHue).
e YyeTHyI0 3anncb IOMeHa, KoTopas UMeeT rnpasa Ha BbinonHeHne komaHg WMI n
MMeeT OOoCTyn Kk obLeit nanke ¢ $ Ha Bcex uenesbix xoctax v Ha MK, Ha koTopom
Bbl ycTraHaBnuBaeTe EDR Installer.
e JlokanbHyo nanky ¢ dgpannamu yctaHoswmka EDR installer files (.msi), dpannom
KOHcpurypaumm n dpannom nognucu.

YcmaHoska
Mepen HacTponkoW HeOOBXOAMMO MOArOTOBWUTL JTOKANbHYK WNW yAAneHHYK nanky ¢
yCTaHOBOYHbIMU harnamu areHta EDR. CTpykTypa 37O Nanku AomKHa MMeTb CrneayoLwmn Bua:
e ROOTFOLDER

e win7
o X64
» gibep.msi
= gibepcheckclean.exe
» gibepremovaltool.msi
o Xx86
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= gibep.msi
= gibepcheckclean.exe
» gibepremovaltool.msi

e Win8
o Xx64
» gibep.msi
= gibepcheckclean.exe
» gibepremovaltool.msi
o X86
= gibep.msi
» gibepcheckclean.exe
= gibepremovaltool.msi
e win81
o X64
= gibep.msi
» gibepcheckclean.exe
= gibepremovaltool.msi
o Xx86
» gibep.msi
= gibepcheckclean.exe
» gibepremovaltool.msi
e winlO0
o Xx64
» gibep.msi
= gibepcheckclean.exe
» gibepremovaltool.msi
o X86

= gibep.msi
» gibepcheckclean.exe
= gibepremovaltool.msi
e gibep_config.sign.txt
e (gibep_config.txt

KoHdpurypaumoHHble cannbl gibep_config.sign.ixt n gibep_config.txt — dannel, koTopble
OyoyT ucnonb3oBaTbCsa MO ymonyaHuw. B panbHenwem Bbl cmoxeTe BbliOpaTh gpyrue
KOHUrypaumoHHble hansbl 4ns oTaenbHbIX XocToB v OU B uenom.

Onsa ycranoskn AO «BYOYLWEE» EDR Installer Bam HeoGxogumo 3anyctute ann .msi
file. 3TO Nno3BonMT ycTaHOBUTL Kak cnyx0y Windows, Tak n npunoxeHne nonb3oBaTesfibCKoro
rpacdudeckoro nHtepgeinca (Graphical User Interface).

MyTb yctanoBkm C:\Program Files (x86)\Group-IB\EDRInstaller.

Mocne ycTaHoBKM rpaduyeckoro mHtepdenca, SpnblK NPUNOXeHUs oTobpasnTcs Ha
paboyem ctone K.

Pykosodcmeo nonb3oeamers GUI

UToObl OTKPbITb FMABHOE OKHO MPUITOXEHUSA C rpadmyecknm mHTepdencom, ABaxabl
LLeNKHUTE Ha Apnblk Ha paboyem cTore.

"MaBHOe okHO NpunoxeHusa GUI coaepXuT Tpu KHOMKK:
e 1. KHonka HacTpowiku;
e 2. KHonka AD:;
e 3. KHonka 3anyck.
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KHonka HacTpowku

Mpn nepBOM HaxaTum Ha KHOMKy HacTpowku, B OTKPbIBLLEMCHA OKHE 3anofHuMTe nons
AaHHbIMKW, KOTopble ByayT NCNonb3oBaTbCA ANs NOnyYeHus nHpopmaumm o6 nepapxmm xocToB
n3 gupektopun Active Directory (norvH, napornb u IP-agpec koHTpornnepa gomMeHa).

Mocne HaxaTtusi Ha kHonky Check 3anonHeHHble y4YeTHble AaHHble NPONaYT NPOBEPKY M
coxpaHsTcs B 6ase AaHHbIX. Bam GyaeT npeanoXeHo 3anonHUTb creaytowmne norns:

e Use previous AD login and password— T[lpn yctaHoBke Ha APM, 6yayt
ncnone3oBaTbC4 login 1 password, ykasaHHble BblLLe A9 noaknoveHns K AD;

e Installation only (no update) — areHT OygeT ycTaHaBNMBaTbCA TOMBLKO HA T€ XOCTbI, Ha
KOTOPbIX B AaHHbI MOMEHT HE YCTaHOBIIEHO HWMKakow Bepcuu. B HOBbIX Bepcusix XDR
aBTOMAaTMYECKN OCYyLLeCTBRSeT OOHOBMEHNSA areHToB, MO3TOMY HeO6X0OUMO MOCTaBUTb
ranoyky HanpoTUB AAHHOMO MyHKTa.

e Set time to auto-update hosts — ycTaHoBka BpeMeHW [ONA aBTOMaTUYECKOro
OBGHOBMNEHMS XOCTOB.
3aecb Bbl 4OmkHBI BbIGpaTh NyTh K Nanke (ToKanbHON U YAaneHHON) C YyCTaHOBLLMKaMM

areHTa EDR (onucaHHoM B pasgene «YCTaHOBKa») U BBECTU JIOTMH M Naposib, KOTopble OyayT
MCNONb30BaTbCA ANA YCTAHOBKW areHTa (MnvM yCTaHOBUTb (Priaxok, 4Tobbl MCrnonb3oBaTb
npegbigyLummn).

MpumeyuaHwue: MNyTb K yganeHHonm nanke [ormkeH ObiTb npegctaBneH B dopmate UNC,
Hanpumep,

\\share_name\path\to\folder.

Mpun xenaHun Bbl MOXeTe yCTaHOBUTbL TaMep, YTOObl HaYaTb aBTomMaTnyeckoe oGHOBMNEHME B
onpeaenéHHoe BpeMs C yka3aHHbIM MHTEPBANIOM MeXAy nonbiTkKaMy YCTaHOBKN.

KHonka AD

Mpn HaxkaTum Ha KHornKy AD OTKpOEeTCH HOBOE OKHO, B KOTOPOM MOXHO BbIOpaTh Ha Kakue
XOCTbl He0OXxoAuMO ycTaHoBUTbL EDR areHT. Bbl MOXeTe BbIGpaTb Kak OTAENbHbIN XOCT, TaK U
Becb OU (BO BTOpOM criydae BCe HOBble XOCThbl, fobaBneHHble B BbibpaHHbin OU, OyayT
paccMaTpuBaTbCs Kak LeneBble XOCTbl AN AanbHeNLWwen aBTOMaTUYeCKON YCTaHOBKMN).

3enéHoe nomne nomevaeT XOCT KaK LieneBomn, KpacHoe 3anpeLlaeT YCTaHOBKY Ha LaHHbIN
XOCT.

MpumeyaHue: KpacHoe norfie MMeeT GonblNn NpuopuTeT, YeM 3enéHoe. pu Bbidbope
oboux nomnen xocT GygeT oToOpaxaTbCs B [MABHOM OKHE rpadnyeckoro uHtepdgenca, Ho
yCTaHOBKa Ha Hero npou3BoguTbCcs He ByaeT.

Mpn HaxaTum Ha xocT unm OU npaBor KHOMKOW MbILIN MOSIBUTCHA KOHTEKCTHOE MEHIO C
BO3MOXHOCTbH Bblbopa KOHGUIypaLNOHHbIX (hannos.

lMpoyecc ycmaHo8KU

Ecnn B npouecce HacTponkn Bbl BbiGpany onumio aBTOMaTUYECKOW YCTaAHOBKM MO
TanMepy, yCTaHOBKa HayHETCHA B 3ajaHHOe Bpems. Takke Bbl MoxeTe Bpy4HylO 3anycTutb
npoLecc yCTaHOBKM Ha BCe BblbpaHHble XOCTbl HaxaTuem Ha KHOnky 3anyck (ecnn B 6Hase
AaHHbIX eCTb MHopMauns o6 yCTaHOBIEHHOW Ha XOCTe BEPCUMM areHTa, TO YCTaHOBKa Ha XOCT
OyneTt npounsBeneHa TOMbKO Npu yCTaHOBKe Bonee HOBOW Bepcun).
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Ha BpemMd npouecca yCTaHOBKM KHOMKU MPUITOXEHUA CTaHOBATCA HEOOCTYMNHbIMW. Mo
3aBepeHnn yCTaHOBKM MNonA Tabnuubl B rMaBHOM OKHE NpUNoXxXeHusA 6ynyT 3anoJiHeHbI
COOTBETCTBYHOLLNMN OAHHBIMW.

Mpun HaXkaTumM Ha XOCT NPaBOWN KHOMKOW Mblwn 6yaeT oTobpaeHO KOHTEKCTHOE MEHIO CO
cnegyroLwmmMmn BO3MOXHOCTAMMU:

1. View logs ona otobpaxeHunss foroB nocriedHen yCTaHOBKWU (Takke JIorM MOXHO
0TO6pPa3nNTb ABOVHbLIM HAXXaTUEM MbILIN HA AaHHbIA XOCT).

2. Force installation gns npuHyauMTenbHOM YCTAHOBKU areHTa Ha XocT (B 4aHHOM crnyyae
YCTaHOBLUMK He obpawaeT BHMMaHWS Ha BEPCUIO areHta B JlokanbHOW 06as3e AaHHbIX, a
Npoun3BOANT YCTAHOBKY B N0OOM criy4yae).

3. Remove agent ucnonb3yetca Ana yaaneHuss areHta ¢ xocta. [lpu ycnewHom
yAaneHuu areHta nHdopmaums o xocte byaeT Takke yganeHa ns 6asbl JaHHbIX.

BaxHo: 3aKpbiTWe rfaBHOro OKHA MPUMOXEHUS He OCTaHOBMUT ero. NpunoxeHve BGyaet
oTobpaxatbca B Tpee. Ecnn Bbl XOTUTe MNONHOCTbIO OCTaHOBUTL npunoxeHne GUI, Bam
HeobXoaNMO LWEenkHyTb MPaBOW KHOMKOW MbIWM Ha 3HAYOK MPUMOXeHus B Tpee U BblbpaTb
onuuto «Exit».

4. Start collecting perflogs nHnunmnpyet Ha xocte npouecc cobopa nepdnoros.

5. Stop collecting perflogs 3aBepLiaeT Ha xocTe npouecc cobpa nepdrioroB n kKoNUpyeT
hann ¢ cobpaHHbIMK nepdnoramm B KopHeByto aupektopuio EDRInstaller (C:\Program Files
(x86)\Group-IB\EDRInstaller).

YcTaHOBOYHbIE noru
Mpouecc ycTaHOBKM MOXHO MOCMOTPETb, ABaXAbl LUENKHYB JIeBOW KHOMKOW MbIWKN MO
XocTy. B Takom cnyyaet 6yaeTt oTKpbITO OKHO Log Viewer.

lMpeanocneaHsisi CTpoka AaHHOro flora NoKa3biBaeT KOHEYHbIV CTaTyC YCTaHOBKU:

MainEngineThread is returning *

3HaveHue 0 — ycTaHOBKa npoLuna ycnewHo n 6e3 owmnbok;

3Ha4vyeHne 1603 — B npouecce ycTaHOBKe npousoluna owmnbka, B CregcTBMM KOTOPON
areHT He OblN YCTaHOBMEH Ha XOCT.

Cnyx6a Windows

Bcé B3ammopgencTtBue € xoctamm M 6a3on [aHHbIX MPOU3BOAMTCS 4epe3 Cnyxoy
EDRInstallerService (Bbl MmoxeTe HanTu aTy cnyxby B cnucke cnyx6 Windows — services.msc).

Nlorm cnyx6bl nuwyTtca B Event Viewer (KypHanbl npunoxewun u  cnyxo ->
EDRInstallerService).

Event Viewer n B3ammogencresme ¢ HUM

OcHoBHasa MHOpMauusa BO BPEMSsI YCTAHOBKM areHTOB Ha XOCTbl, ByaeT 3anucobiBaTbCA
cnyx6on EDRInstallerService B Event Viewer (lNpocmoTp cobbITui).

HanTtun cobbITns, 3anncaHHble JaHHbIM CEPBUCOM MOXHO MO MyTU:

Event Viewer (local) > Applications and Services Logs > EDR Installer

MpocmoTp cobbiTuin (NMokanbHbIN) > XKypHansl npunoxeHun n cnyx6 > EDR Installer

lMpumeyaHue:

OcHoBHasa 1 camas 4actasa owwimbka, KOTOpaaA MOXXeT BO3HUKaTb NpuY yCTaHOBKE areHTa Ha
XOCTbl:
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RPC is unavailable—- YpaneHHblh XOCT  BbIKMHOYEH  WUNM  HEOOCTYMEH.
Ecnn B napametpax HP Installer Bbl ycTaHOBMNKM Kakon-nmbo MHTEpBan YCTaHOBKWU, TO Ha
BbIKIIOYEHHbIE XOCTbI PaHO UMW NO34HO areHT yCTaHOBUTCS aBTOMATUYECKU, KaK TONbKO LieneBom
XOCT CTaHeT AOCTYMHbIM.

Opyrue own6ku npu pabote ¢ Event Viewer

Ecnu B xoge paboTbl y Bac BO3HUKIM OLLIMOKN MHOMO pofa, TOrAa BbiNOMHUTE cneayoLwme
JencTeus.

Bbolgenute cobblTUA npouecca YCTaHOBKM Ha NPOOGNEMHbIA  XOCT, HayMHasa C
cobbitna “Starting for *HOSTNAME™** n oo koHe4yHon ownbkun, roe ykasaH 1oT xxe *HOSTNAME*
3aTEM HaXXMWUTE Ha HMX MPaBOW KHOMKOW MbIX M BbIOEpUTE ONUMI0 “COXpaHUTb BblgerNeHHbIE
cobbiTns”.

7.11. BcTtpansaHne MDP

7.11.1.YctaHoBka MDP

Ona obHoBnenns [1O, nNpoBepkM CCbIIOK, OTMPaBKM anepToB M WUCMNONb30BaHMUSA
npenmyiecte XDR Console, Heobxogumo obecneuntb goctyn Kk XDR Console 4yepe3 nopt
yrnpaBneHus.

Mpn HeobxogmmocTn B3aumogenctene ¢ XDR Console MOXET OCyLLeCTBNATLCS Yepes
npokcu-cepeep. B atom cniyvae gomken nogaepxuveatbca metogq CONNECT ans ycraHoBReHus
noaknYeHnin Ha 443 nopr.

Bo Bpems 3arpysku ¢ obpasa byget npeanoxeHo yctaHoButb MDP. 3aech e MOXHO
NpocMoTpeTb MHpopmaumto 06 annapaTtHom obecnedeHnn, nepe3anycTuTb / BbIKITIOYUTL CEPBEP
NN BUPTYanbHYO MaLUVHY.

B nosiBuBLLIEMCS OKHE "MeHt0 3anycka ycTaHoBKK" BeibepuTe Install.

Ha atom ware MOXHO BbiOpaTb OAWH U3 [BYX $A3blKOB, Ha KOTOPOM BblBEAETCS
NHopMaLmsa O NMNLEH3MOHHOM COrfnaLleHuN.

7.11.2. AktnBaumss MDP n cuHxpoHusauma ¢ XDR Console
AxkTtnBaums MDP — BkntovaeT pyHkumoHan NTA.
CuHxpoHusauua MDP — npueasbiBaet MDP k XDR nub6o k XDR cloud, Tem cambiMm
NpeaoCcTaBnas BO3MOXHOCTb YNpaBfieHNa CEHCOPOM Yepe3 0603Ha4YEHHbIE CUCTEMBI.
Mepen aktmBaumenn NTA Ha obnayHom unm nokanbHom XDR Console Heobxognmo
nony4eHue nuueHsnoHHoro krtoya (UID). Bocnonbsyitech ogHMM 13 cnegyrowmnx BapuaHToB:
1. Mpn aktmBaumm Ha XDR cloud obGpaTtutecb K MeHemXepy WM TEeXHU4ECKOM
nopaepxke AO «BYOYLUEE».
2. MNpun aktmBauum Ha nokanbHoM XDR wuvcnonb3ynte nNyHKT MeHwo "[dob6aBuTb
YCTPOMCTBO".
[ns Bzanmogenctenda ceHcopa ¢ XDR Heobxogmmbl criegyowimne noprbl:
e 443/tcp — ANa nepBUYHON akTMBauum n npmeaskm MDP (eanHopa3oBO) — BHe
3aBMCMMOCTM OT Bbibopa Tuna XDR
o 1443/udp — gns panbHenwero B3ammogencteus MDP ¢ XDR — Tonbko gns
nokanbHOW Bepcumn
e 3000/tcp — anga B3anmopenctema MDP ¢ NTA
AKTMBaLMS M CUHXPOHU3ALMS OCYLLIECTBSIETCA Yepes KoHconb MDP.
Ha panHom atane ctatyc XDR Connection paeeH Fail. Tak kak ceHCOp He npuBs3aH K
XDR.
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Mocne HaxaTtua <Enter the Shell> nyHkT Activation B OTKpbIBLLEMCH MEHI0 OTBEYaeT 3a
aKTMBaUMIO N CUHXPOHM3aLMIO.
B meHio Bbibopa Central Authority 3agaétca cepep cuHxpoHusaumn. OH onpegensieT
AanbHenwmnn pexmnm paboTbl ceHcopa: on-premise nnu on-cloud. [1oCTyMHbIE NYHKTbI MEHIO:
o CA - on-cloud nHctannsums. OpkecTpaunsg yCTPOMCTBOM OCYLLIECTBNSIETCSA Yepes
SOC AO «bYOYUIEEy;
o Private XDR Console — on-premise mnHcTannsums. OpkecTpauust yCTPONCTBOM
ocyulecternseTcs Yyepes XDR Console.

Mpn BbIGOpe Ptivate XDR Console Heobxogumo 3agaTtb AoMeHHoe mma unu IP-agpec
XDR Console.

Mpn BbIbOope CA Heobxogmmo 3agatb gomeHHoe umst mnm IP agpec SOC AO
«BYOYLWEE». (3agaHo no ymon4yaHumto).

Mpwn pabote ¢ MDP 4epes npokcu cepBep 3agante agpec Npokcu B hopmMare:
Login:pass@domen_proxy:port

B nyHkte Device UUID 3apaétca Homep nuueHsum (UID) nonydeHHOro B MyHKTE
pobaeneHns HoBoro o6opyaoBaHusa B cooTBeTcTBYlOWEM MeHio XDR Console

Mpn Haxatum OK 3anyckaetcs npouecc perucTpauum u cuHxpoHmsaumm MDP ¢
BblGpPaHHbLIM CEPBEPOM.

BHumaHue: nocne gaHHon onepauun murpmposate NTA ¢ ogHON MHAPACTPYKTYpbl Ha
APYryto HEBO3MOXHO 6e3 BMeLlaTenbcTBa TexHuydeckon nogaepxkn AO «BYAYLLEE».

Mocne peructpaunn MDP koHconb 6yaeTt npmBeTcTBOBaTh nonb3oBatens ceoum UUID
BBEAEHHbBIM Ha NpeabiayLlem Liare.

MaHenb MHCTpymMeHTOB B kOHConM MDP 6ygeT otobpaxaTts XDR Connection co cratycom
OK.
Menio Ul > Hactpounkn > Yctponctesa > 6ydem otobpaxaTb 8 criucke ycmpoulcme
UHGbOpMayUto 1o coCmMosiHUIO MOOKITYeHHo20 ycmpoticmea MDP.
7.11.3.TMoaknto4eHne Kk koHconu MDP
HocTyn K koHCcoNn MDP MOXHO NONyyYnTb NHOOBLIM U3 HKENEePEeYMCrNEHHbIX CNOCOBOB:
e C nomowbio KVM (D-SUB gns sugeo n USB gnsa knasmaTtypsl).
¢ C nomoLubto nocregoBaTenbHOro nopTa:
o Baudrate: 115200
o 8-hbit
o Flow control: ON
e Yepes SSH npu ycnoBmm HACTPOEHHOIO CETEBOIO NOAKMOYEHNS.
[nsa ynpaBneHus cepBepoM UCNONb3ynTe YY4eTHY0 3annch C normHom tds u naponem tds.

MNMocne BBOAA NOrMHa M Naponsa Ha akpaH 6yaeT BbiBedeHa OCHOBHas MHdopmauus o
NTA. [Ina Bxoga B rmaBHoe MeHto BblbepuTe <Enter the Shell>.
He 3a6yabTe M3MeHUTb Naporsb No ymonyaHuio!

7.11.4. mnaBHoe MeHO MDP
[MyHKTbI FMAaBHOrO MEHIO:
1. Network menu: npocMoOTp 1 N3MEHEHNE HACTPOEK CETEBLIX MHTEPKENCOB.
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2. Change Password: nameHeHme nonb3oBartenbckoro napons ot Shell.
3. Debug shell: pexxum otnagku.
4. Power management: MeHI0 yrnpaBfeHus nTaHnem.

Mpw BbIGOpE kHoMkM OK OTKPOETCS OKHO NMPOCMOTPA U U3MEHEHUSI HACTPOWKM CETU.

7.11.5.Hactponka cetn MDP

[nsa paboTbl ¢ ceTeBbIMM HAaCTpPOMKaMyn HeOBXoAMMO nogknuMTbea K MDP ucnonb3sys
no6on yaobHbit SSH-KNMeHT.

BaxHo: ecnu y KnneHTta ncnonbadyetca nokanbHbeli XDR (pacnonoxeH HenocpeacTBEHHO
Ha nnowaake KnueHta), To okHo "Network menu" 6yaeTt otobpaxaTtbca B cnegytowem Buae:

Mpumeuanume: MNMyHkT MeHo "Configure XDR connection" 6yaet otobpaxaTbCs TONbKO
nocne aktueaunm NTA 3a nokanbHbIM XDR

[MYyHKTbI MEHIO HACTPOWNKN CeTH:

1. Show current network settings: BbiBOA TeKyLLen HAaCTPONKN ceTeBOro nHtepdenca
ynpaBneHus.

2. Configure network: HacTpoiika ceTeBOro nHTepgenca.

3. Configure proxy: HacTponkn npokcu ans padotel ¢ SOC AO «BYOAYUIEE» / XDR
Console.

4. Configure managment interface: HacTpoViku yrnpaenstoLwero uHTepdenca.

5. Configure XDR connection

6. Traffic monitor Setup: meH ana BBoAa nyna agpecoB, MpuHaaneXxawnx
BHYTPEHHEN CETEBOM MWHAPACTPYKType, a Takke Aand ykasaHua SPAN
UHTepdencos.

7. Reactivation

8. Back: Bo3BpaT Ha YpOBEHb MEHIO BhbILLE.

[nsa HacTporkn ceTn HeobxoaAMMO npogenaTb cneayloLlee:
o [lepengute B meHto "Configure network"
e Network menu -> Configure network
Bbibepute HeobxoauMbIn cnocob NonyvYeHnsa ceTeBbIX HACTPOEK
o DHCP: nossongetr aBTOMATW4eCKM MNONYYUTb W COXPaHUTb Heobxoaumble
CceTeBble HAaCTPOWKY;
e STATIC: nepexoguT B pasgenbl Ansi CTaTUYECKOW KOHdMrypauum ceTeBoro
UHTepdenca.

Beogutb IP-agpeca DNS HeoGxogumo yepes npobern.
e [lpoBepbTe MHOPMALMIO O HACTPOEHHOM CETEBOM MHTEpPdENce:
Network menu -> Show current network settings

7.12. O6ecneyeHune casHocTn Bcex mogynen ¢ XDR Console

Ons pa6otbl O Heobxoauma CBSA3HOCTb HA CETEBOM YPOBHE BCEX MOAYNeEW, a Takke
CBSA3b HAa YPOBHE MPOTOKOSIOB HUXE:!

XDR Console
e [ina poctyna k nHdppacTtpyktype AO «BYAYLLEE»:
o gateway.mxdr.ru :443/tcp — pexum "Tl Feed", T.e. ¢ TyHHenem
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o repo.mxdr.ru (ansa pexuma goctasku obHoBneHun Yyepes https)
e [Ina poctyna k yctponcteam NTA n MDP gns nx obHoBNeHus n nognepxku:
o 22/tcp Kaxgoro u3 yCTponcTs
e [Ipamonn NAT HapyxXy B WMHTEPHET And BbiMycka BMpTyanbHbiX MawuH MDP, ecnu oH
npoucxoant Yepes XDR

NTA
e [lnsa cesasu c XDR:
o 1443/udp Ha ip-agpec XDR
e [lns otnpaskn pannos Ha aHann3 B MDP:
o 3000/tcp Ha ip-agpec MDP

Sensor Industrial
e [1nsa cBsisn ¢ XDR:
o 1443/udp Ha ip-agpec XDR
e [Ina oTnpasku dhansnoB Ha aHanu3 B8 MDP:
o 3000/tcp Ha ip-agpec MDP

MDP
e [1na cBssn ¢ XDR:
o 1443/udp Ha ip-agpec XDR
e [Insa oTnpaBku oT4eToB 00 aHanmnse B NTA
o 3000/tcp Ha ip-agpec NTA

Storage
e [lns cesasu ¢ XDR:
o 9200/tcp, 9300/tcp, 9220/tcp, 9320/tcp Ha ip-agpec XDR

7.13. Onpepenenne nepedHs IP-nogceten 3akasuduka, koTopble OyayT
onpenerneHbl Kak 3aluwaemMsie 1 BBOA 3TUX AaHHbIX B [10

Hactpoika HaxoauTca no agpecy WUI -> AgMmunHnctpmpoBaHue -> Hactponka moayna NTA ->
Bbriok «CeTeBon Tpadumk» —> AHanus ceTeBoro Tpaduka

BaxHenwunn pasgen npu HacTpowke cUrHatypHoro aHanusa. [aHHbin pasgen JaéT cucreme
MOHMMaHMe «MHOPOOHOro» Tpadumka OTHOCUTENbHO nernTuMmHoro. [lo3BonsieT ykasaTb
nokanbeHble MHTEpdenchl, a Takke uHTepdencel ans SPAN/RSAN/SPANINGR.

lMo3BongeT ykasaTtb JiokanbHble MHTEPdENChI, a Takke nHTepdencol ang
SPAN/RSAN/SPANINGRE.

PasnenéH Ha aBa nogpasgena.

AHanus ceteBoro Tpadmka

lMo3BonsdeT sIBHO yKasaTb foKanbHble agpeca, ceTu / noaceTn, a Takke agpeca NnokKanbHbIX
Proxy. [aHHbI CnMCOK onpedenseT Tak HasbiBaemyl JdoMallHiow ceTb (Homenet) ans
curHaTypHoro aHanusa Tpaduka. Boibop Homenet BaxeH Ans rpynnupoBku coBbITUIA MO
noapasgeneHnam

Beegoute cnMcoK nokanbHbIX MOACETEM W UCKAYMTE M3 HUX agpeca Proxy-cepeepos
(ncnonb3ynTe 3HaK oTpuLaHua — npumep: 'proxy-ip/32).

OTO NO3BONUT pasnuyatb B3aUMOAEWCTBUSA LIENEBLIX XOCTOB, CETEN / NoACETEN C OTKPbITOM
ceTbto IHTepHeT.

41



UHTepcpencol ana aHanusa Tpacuka

e WHTepdenc — nmeHa NHTepdrencos.

o Tekyuwias Harpyska — 970 NOTOK Tpadomka, KOTOPbIA NoAaeTCca Ha KOHKPETHbIN MHTepdenc
— 6e3 yyéTa Toro aHanu3npyeTcsa AaHHbIN TpaduK Unn Her.

o BPF - dunbtp BPF gna aHanusa Tpadurka no cCUrHaTypHbIM rnpasunam.

o On/Off

e Yucno Tpenos — yCTaHOBMEHHOE YMCMNO MOTOKOB ANd KaX4oro npouecca curHaTypHOro
aHanu3a SPAN Tpadwuka Ha BbiOpaHHOM uWHTepdhenice. (MO ymonyaHul 3agaHo
pekoMeHOoyemoe  3HadyeHue. W3MeHeHWe  3HavyeHuss  MOXeT  MNOBMAUATb  Ha
Npon3BOANTENBHOCTb CUCTEMBI!).

7.14. MHTerpauusi no4TOBOM CUCTEMBI

HacTtponkn no BbiIbpaHHOMY TUMY MHTErpauun HaxoaaTcs B pasgenax:
UHTerpaumna NTA ¢ nOMTOBOWM CUCTEMON

e WHuterpauus no POP3/IMAP

e WuTerpauus no SMTP
Inline-pexxMm NOYTOBON UHTErpauum

e TpeboBaHu4 K Inline nHTerpauun

e BknouyeHne MTA-pexuma

8. MIHTepdenc agmuHucTpartopa

YnpaBneHue HacTponkamu moaynen MXDR npoussoantcs yepes Web-uHtepdenc XDR
Console.

Mpun oTkpbiTUKN B Bpay3epe cTpaHuubl https://ip_addr_TDS_XDR [Monb3oBatento dyaet
npeanoxeHa dopma ayTeHTUdMKaumn. Ona Bxoga B CUCTEMY MCMNONb3yWTe FOrMH/Maporsb
CO3daHHbIM B npouecce aktmBaumm XDR Console wnvM  BblOaHHBIA  BaM  BaluUM
agMUHNCTPaTOPOM.

CmeHa s3bIKa
CmeHa fa3blka nHTepderica 4OCTyNHa Ha CTpaHuue BBOAA MMEHM MOnb3oBaTens v napons B
BEpXHeM rnpaBoM yrny. A Takke B MEHIO HACTPOEK rnorb3oBaTenen.

8.1.laHenb ynpasneHus
MaHenb ynpaBneHWs NpedocTaBnsieT BO3MOXHOCTb HabnwgeHus 3a  obwumu
nokasartensamu Bcex mMoayrnen cuctemsl B rpadudeckom suge. Kaxabli BUOXKET npegoctaBnget
BO3MOXHOCTb HabntogaTb pasfnvMyHble MokasaTenu noacucTeM M HacTpauBaeTcsa nog HyXXabl
Monb3oBatens. [OAnd 3anofiHeHWs naHenu ynpaeBneHuss HeobxoaMmo HaxaTb «J[o6aBuUTb
BUOXETY.

. Uma BupxkeTta — 3a0a€T yHMKaNbHOEe HaUMEHOBaHWe BUIKeTa

. ®dUnNbTP AaHHbIX — YaCTHbIN  (PUNBLTP AaHHbIX. Tunbl UNBTPOB B AAHHOM
pasgene  3aBUCAT OT  BbIOpaHHOrO BUDKETA U MNOMHOCTbIO  MOBTOPAKT UX B
COOTBETCTBYIOLNX pasgenax uHtepdenca XDR (Hanpumep, "Aneptol”, "YcTponctea", "lMoyTta"
nT.n.)

o Bpemsa — BbiGpaHHbIN nepunoa BblGopku. NpucyTcTByeT B 3aBUCMMOCTM OT Tuna
BUOXeTA.
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B Tabnuue npeacrasneHa kpatkasi MHGopMaLmMs MO Kaxaomy BUOKETY.

HasBaHue BugxeTa

OnucaHue

CocmosiHue ycmpoticme

BuoxeT npegocraenseT gaHHble o CPU, RAM, HDD no Bcem
nogkrtoyeHHbiM K XDR Console yctponcteam

lNocnedHue anepmei

Buoxet npeanoctaBiidAeT CnCcoK KpaVlex no aate aneprtoB
BO3HUKLLUNX B CUCTEME

Anepmbi o
Knaccugbukamopy u
Kpumu4Hocmu

BuoxeT npegocTtaBnseT guarpaMMy C KONIMYECTBOM anepToB 3a
BblOpaHHbI Neprog no BbIbpaHHOMY CEHCOpY

Cmamucmuka cobbimuti rno
Knaccugbukamopy

MpegocTtaBnaeT gaHHbIE NO KONMMYECTBY COObITMI cpasy no
BCEM Knaccudukatopam 3a BbibGpaHHbIN BPEMEHHOWN Nepuog B
BMAe AnarpaMmmbl

paghuk cobbimuti rno

MpeacTtaBnseT rpaduk KONMYecTBa COObITUIA MO KaXXaoMy

Knaccugukamopy KnaccudukaTopy 3a BbiGpaHHbI NEPUOA BPEMEHN
Mpaduk 3aBucMmocTM obLen Harpy3km Ha Bcex SPAN
pagbuk SPAN uHmeepayuu | nHTepdercax BbibpaHHOro ceHcopa K BbibpaHHOMY nepuoay

BpEMEHMU

Cmamucmuxka SPAN

MpegocTtaensaeT guarpaMmy € aHHbIMKM Mo Harpy3ke Ha SPAN

UHMezpayuu NHTEpdEencobl BbIBPaHHOro CeHcopa B peXXMMe OHNanH
"pachmk oTobpakaeT CTaTUCTUKY MO MPUHATBHIM NOYTOBbIM
pacbuk COODGLLIEHNSIM 1 NPOAHANM3NPOBAHHBLIM BITOXEHUAM Y
BbIGpPaHHOro ceHcopa Ha yka3aHHOM OTYETHOM nepuoae, a
rpoaHanu3upo8aHHbIX

galinos u noYymsi

TaKke SBHO yKa3blBaeT YMCNO YHUKaNbHbIX (Dannos,
npoaHanM3MpoBaHHbIX 3a BblOpaHHbIA NepUos B NOYTOBOM
Tpaduke

Cmamucmuka 35eKmpoHHoU
noymsi

MpenocTaensaeT guarpaMmy C 4aHHbIMMW MO KONTMYECTBY
NPUHATbLIX MMCbMEHHbIX COOOLLIEHNI U MUCbMEHHbIX COOBLLEHMI
C BIIOXXEHUAMM Ha BbIGpaHHOM ceHcope

pagpuk 4ucna online-
xocmos ¢ EDR

Mpaduk otobpakaeT konuyecTso MK ¢ ycTaHOBNEHHBIMM HA HUX
EDR co cTtaTycom OHManH Ha BPEMEHHOW LuKane

pagbuk cucmemHbIx
cobbimuti EDR

Mpaduk oTobpaXkaeT CTaTUCTMKY NO YMCNy COBbITUI Ha BCEX
EDR o6HapyXeHHbIX 3a yKa3aHHbI OTYETHbLIN Nepuos

CocmosiHue uHmeapayuti

BuoxeT pewaet npobnemy MHopMUpoBaHNSA 0 HeJocTaTKax B
paboTe nHTerpauun peLleHns, Takux Kak, HanpuMep, ownbKkun
NOAKMNIOYEHUA K MHTEPHETY BUpTYyarnbHbIX MawwmH MDP,
HeJOCTYMNHOCTb NMOYTOBLIX CEPBEPOB KNUEeHTa Ang nepefayn um
nucem, owmnbku B 3anpocax ICAP-cepsepy u T.A4.
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B oaHHoM none otobpaxaeTcst cTaTUCTMKA CETEBbIX
CoeauHeHUn, cdhopMmnpoBaHHas 3a BblGpaHHbI MPOMEXKYTOK
BpeMEHU

Cmamucmuka cemesbix
coeOuHeHul

BuoxeT npegoctaBnsaet MHdopmauunio nNo KONMYeCTBy
006paboTaHHbIX 3NEKTPOHHbIX MUCEM B pa3pes3e BpeEMEHU
06paboTkM 3a BbIGpaHHbIN Nepuog

Bpewms o6pabomku
3/1eKMPOHHbIX MUCEM

8.1.1. CocTosiHMe ycTponcTB

BuoxeTt npegoctaBnseT gaHHble o CPU, RAM, HDD no BcemMm nogkntoyeHHbIM K XDR
Console ycrtponctBam. [aHHble MO Harpyske MNpegocTaBnsAloTCsa B pexume oHnamH. [lo
OTKIMOYEHHbBIM / HECMHXPOHU3NPOBAHHbBIM YCTPOMCTBaM oTobpaxatoTcs KparHue paboyune aathbl.

Mo Kaxxgomy yCTPOMCTBY OOCTYMHO:

. Tun ycTponcrtea
Tun mogyna MXDR
. MUma ycTponcrBa

HanmeHoBaHve, 3agaHHOe Npu CO34aHMM HOBOrO YCTpoOWCTBa B pasgene "[oGaeutb
YCTPOMCTBO" B HAcTpoukax rpadudeckoro nHrepderica XDR.

Mo KNUKY Ha NMMEHM BO3MOXEH Mepexoq K HacTpomkam AaHHOro yCTpoucTBa B pasgene
"Yctponctea"

. CPU/RAM/HDD

Harpy3ska Ha o6opynoBaHue B JaHHbI MOMEHT

lMpumeyaHue: Hazpy3ka o 1K ¢ ycmaHosneHHbiMu EDR He ebidaémcsi. Bmecmo Heé
ornucbleaemcsi KO/iu4ecmeo XOocmoe C OHnauH cmamycom u damol KpalHeao cmamyca
"oHnadH"

LiBeToBbIE MHAMKATOPLI:

. 3ereHbli — AKTUBHOE YCTPOUCTBO;
. pO30BbI — OrpaHuyeHne Npon3BoANTENBHOCTY;
. cvHUN — OrpaHnyeHne nuUeH3numn

8.1.2. TlocnegHue anepThbl

BuopkeT npegoctaBndeT CNMCOK KpanHMX MO gaTte anepToB BO3HUKLWIMX B cucTeme. [lo
LLIeNYKY Ha anepTe NPoOUCXoauT nepexon K NosTHOMY onucaHuio B pasgene "AnepTbl”.

Utobbl nepenTtn K cnncky Bcex aneptoB Haxxmute "lMoka3aTtb Bce" B NpaBOM BEPXHEM
yrny Buaxeta. 1o kaxxgomMy anepTty AOCTYMNHO:

o LUenb
CyLHoCTb, yyacTBytoLasa B MHUMAEHTe B kadyecTBe XepTBbl (IP, domainname, email)
o Bpewms

Bpems nepBoro cobbiTus, CBA3aHHOIO C AaHHbLIM anepTom B oopmMarte rrrr-MmMm-4aa Y4y:mMmm

8.1.3. AnepTbl No knaccudmkaTopy

BupxeT npegoctaBnsieT gnarpammy C KONMYECTBOM anepToB 3a BblbpaHHbIN nepuog no
BbIGpaHHOMY CeHcopy.

B npaBom BepxHeM yrny BuoKeTa HaxoauTCs MeHto Bbibopa OTYETHOrO nepuoaa.

8.1.4. CrtpykTypa cobbITuI NO KnaccudukaTopy
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MpegocTaBnsieT AaHHble MO KONMYecTBY COObITUI cpa3y Mo BceM KraccudukaTopam 3a
BblOpaHHbI Nepuoa BPEMEHU B BUAE AMarpaMMbl.

8.1.5. [padhmk cobbiTuiA NO KnaccudukaTopy

Mpadouk, oToOpaxaroLwmi KONMU4YeCTBO COOLITUN no KaXkaomy
Knaccudukatopy 3a BblOpaHHbIN nepuon BpemeHu. Kaxgasa kpuBas onvcbiBaeT
CTaTUCTUKY OAOHOro Kraccudmkatopa no BCeM MOAKMYEHHbIM K XDR mogynam
AaHHOro Tnna (knaccudukartopa).

CyuwiecTByeT BO3MOXHOCTb OTOOpakaTb Ha rpadmke oTaenbHble KpuBble,
xapakTtepuaytoLme moaynu. No ymonyaHuio Bce unbTpbl OTKNOYEHbI. [Mpu BbiGope
OAHOro M3 unbTPOB KpuBas, COOTBETCTBYHOLLAA Ha3BaHMIO unbTpa nepecrtaér
oTobpaxaTbCs (BbIYEPKMBAETCS).

[ocTynHble punbTpbI:
e MDP — Konu4yectBo cobbiTuin oT Bcex MDP, nogkntodyeHHbIX kK XDR.
e NTA — KonnyectBo cobbiTuin ot Bcex NTA nogkntodeHHbIX K XDR.
e EDR — KonunyectBo cobbituin oT Bcex EDR noakntodeHHbiX K XDR.

8.1.6. Tpaduk SPAN uHTerpauumn
padunk 3aBMcumocTn obwien Harpy3km Ha Bcex SPAN wuHTepdencax BblOpaHHOro
CeHcopa 3a onpedeneHHbl nepuog BpemeHu. MNMpegoctasnsaeT gaHHble NO AponaM s4pa B TOM
Xe MmacwTabe. [Insa otobpakeHns OaHHbIX 3adanTe CEHCOop Yepe3 MeHK Bblibopa ceHcopa.
CyLecTByeT BO3MOXHOCTb OTOOpaxaTb Ha rpadumke oTaenbHble KpmBble. o ymonyaHumio Bce
PunbTPbl OTKMYEHbI. [py BeIGope 04HOro 13 unbTpoB KpMBasi, COOTBETCTBYHOLLAS HAa3BaHUIO
unbTpa nepectaét otobpaxarbcs (BblMEPKMBAETCS).
[ocTynHble unbTPLI:
e Mo6uTt/cek — Harpyska Ha Bcex SPAN nHTepdencax
o [lponbl B sape — NoTepu nakeToB Ha ypoBHe g4pa onepaunoHHON CUCTEMBI.

8.1.7. Ctatuctmka SPAN mHTerpaumm
MpenoctaBnsaeTt guarpammy ¢ AaHHbIMK MO Harpy3ske Ha SPAN nHTepdencol BeiIbpaHHOro
ceHcopa B pexunme oHnanH. OTobpakaemble gaHHbIE:
e JlMLeH3NOHHOEe OorpaHnyeHmne
MakcmanbHO gonycTMMmasi Harpyska Ha CEHCOp B COOTBETCTBMM C NPUOBpPETEHHOWN
nuueHsuven (Méut/c).
o TeKywas Harpys3ka
Harpyska kK 4aHHOMY MOMEHTY BPEMEHN.
e CBOOOAHBLIN KaHaN
CeoboaHas Harpy3odHas nonoca ansa npuéma SPAN Tpadumka. PasHuua mexay nepsbiM
N BTOPbIM MyHKTaMMU.
e MuHuManbHasg 3arpyska
MuHumaneHas 3arpyska ¢ MoMmeHTa 3aBefeHus SPAN Tpaduka Ha aHanus B BbIOPaHHbLIN
CeHcop.
o MakcumanbHas 3arpyska
MakcrmanbHas 3arpyska ¢ MoMeHTa 3aBegeHns SPAN Tpaduvka Ha aHanu3 B BbIOpaHHbIv
CeHcop.
e [lponbl Ha uHTepdence
MoTepw nakeToB B (pusnyeckon cpeae nepegayn SPAN Tpadumka.
e [pone B agpe
MoTepw NakeToB Ha ypOBHE ONepaLMoOHHOW CUCTEMbI CEHCOpA.
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8.1.8. [padmk npoaHanM3MpoBaHHbIX hanrioB U NOYTbI
Npaduk oToGpakaeT CTATUCTUKY MO MNPUHATBIM  MOYTOBbIM  COOOLUEHUSM  U”
NpoaHanM3npoBaHHbIM BNOXEHNSIM Y BbIOpaHHOrO CeEHcopa Ha yka3aHHOM OTHYETHOM nepuoae, a
TaKkke SBHO yKasblBaeT YUCMO YHWUKanbHbIX (PannoB, NpoaHanNU3npOBaHHbIX 3a BblOpPaHHbIN
nepuvog B no4ytoBom Tpadmke. Mo MeHio Bbibopa ceHcopa OOCTYMNHbl NOAKMoveHHble K XDR
CEHCOpbI:
CyuiecTByeT BO3MOXHOCTb OTOBpaxaTb Ha rpaduke oTaenbHble KpyBble. 10 ymonyaHuio
BCe UNbTpbl OTKMOYeHbl. [Mpu BbiGOpe OOHOrO M3 UNBLTPOB KpMBas, COOTBETCTBYHOLLAA
Ha3BaHuo bunbTpa nepecTaét oTobpaxaTbes (BbiMEPKMBaETCs). [locTynHble punbTpbl:
e [ucbma
KonuuyectBo BXxoaawmx (MPpUHATBIX) MMCbMEHHBIX COOOLLEHNIA.
e BnoxeHus
KonuyectBo BNoXeHu B NMCbMax NpUHATBLIX kK 06paboTke
e ®annbl (YHUKanbHbIE)
KonnyecTBo yHMKanNbHbIX hanoB 3a BblOpaHHbIA Nepro B NOYTOBOM Tpaduke.

8.1.9. Cratnctuka aneKkTPOHHON NOYTbI

MpenoctaBnsetr avarpamMMy C [OaHHbIMW MO  KONMYECTBY MPUHATLIX MUCbMEHHbIX
COOBLLEHNI N MNCbMEHHbBIX COOBLLIEHNI C BNOXEHNSMM Ha BbIBpaHHOM CEHcope.

[ns oToOpaxeHns OaHHbIX 3aJafiTe CEeHCOp Yepe3 MeHK Bbibopa ceHcopa. A Takke
BblOepuTe TpebyeMbili NPOMEXYTOK BPEMEHN.

HocTtynHas nHdgopmauus:
e [lncem Ha npoBepke
KonuuectBo nucem B coctosiHum obpaboTtku. Mo wenyky Ha Konuyectse Npou3BOAUT
nepexop B pasgen "Mucbma" ¢ COOTBETCTBYIOLLNMN (PUNTbTPaMKU CEHCOpa 1 AaTaMm.
e OwunboK gOCTaBKM NMcem
Ownbkn pgoctaeku nucem. Mo Wenyky Ha KONMMYecTBe NPOU3BOAUT Nepexod B pasgen
"Mucema” ¢ cooTBETCTBYOWNMM PUNbTPaMy CeHcopa 1 gatam

8.1.10.Npaduk uncna online-xoctoB ¢ EDR

Npadhuk oTobpaxaeT konuvectBo MK ¢ ycTaHoBneHHbiMM Ha HuMx EDR co cratycom
OHMaMH Ha BPEMEHHOWN LWkKane. BpemeHHasa WwKana 3agaéTca B MEH Bblbopa OTYETHOrO
nepvoga.

8.1.11.padunk cuctemHbIx cobbiTnn EDR
Npadmk oToGpakaeT CTaTUCTUKY MO umcny coObiTui Ha Bcex EDR oGHapyXeHHbIX 3a
yKa3aHHbIN OTYETHbLIV Nepunoa.

8.1.12.CocTosiHMe nHTerpaumm

BupxeT pewaet npobnemy mHOOPMMPOBaHMA O HedocTaTkax B paboTe uHTerpauumn
peLLeHns, TakuxX Kak, HanpuMmep, OLLIMOKN NOAKNIOYEHUSA K UHTEPHETY BUPTYarbHbIX MawmnH MDP,
HEeAOCTYNHOCTb MOYTOBbLIX CEPBEPOB KNWEHTa ANs nepegayn MM nucem, owmbku B 3anpocax
ICAP-cepBepy 1 T1.4. Owunbkn He Bcerga roBopsAT 06 aBapuUMHOW CUTyauuu, HO OOSMKHbI
KOHTponupoBaTbcs KnneHTom.

MonHbIN cnncok ownbok AocTyneH B pasaerne "CucteMHble XypHanbi».
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K OaHHOMY CnuCKy Takke MOXHO NepenTu, HaxaB Ha KonnyecTBeHHoe 060o3HayeHue
BO3HUKWKNX npobnem B BugkeTe. lNpu aTOM aBTOMaTU4ecku OyaeT 3agencTBoBaH UILTP
BbIOpaHHOro TMMa OLNGKN.

8.1.13.CtaTnctuka ceteBbiX coeagnHEeHUN

B naHHoOM none otobpaxaeTcsa cTatucTuka CETEBbIX COeAMHEHMIA, chOpPMUPOBaHHas 3a
BblOpaHHbIN NMPOMEXYTOK BpemeHn. bonee nogpobHas uWHGOpMaumss cogepxutca B
OLlHOMMEHHOM pasgene.

8.1.14.Bpems 06paboTKmn SMEKTPOHHBIX MUCEM
BuoxeT npepoctaBnsgeT MHGAOPMAUMIO MO KONMYecTBY 06paboTaHHbIX 3NEKTPOHHbIX
nncem B paspese BpeMeHn 06paboTkm 3a BbibpaHHbIN NEpPUOA.

Onsa inline-nucem cuuTaeTca Bpemsa Mexay MonydeHnem nMcbMa W OTNpaBKOW
crnegyoLlemy cepsepy;

[na He-inline nucem — BpemMsa Mexay nonyyYyeHneMm NMcbMa 1 3aBepLUeHNEM ero NosiIHoro
aHanusa

Mo ymMon4yaHuio cTaTUCTUKa NPefoCTaBnaAeTCca MO BCEM KOHTPONMpyeMbliM YCTPONCTBaM
3a BblOpaHHbIA nepuod. [Ansa 3agaHusa KOHKPETHOro Habopa Mcnonb3ymnTe NOUCKOBYH CTPOKY B
HacTpoKrKax BUIKeTa Unn npu ero cosgaHuun. (Ter novcka: appliance_name).

Mo wenuky Ha BpeMeHun obpaboTku OyaeT nponsseneH nepexon nNonb3oBaTens B pasaen
"Mnucbma" ¢ aBToMaTMYECKU YKasaHHbIMKM unbTpamMm No ananasoHy obpaboTku.

9. Anept

[aHHbin pasgen, otobpaxkaembli B rpadumyeckoM mHtepdence XDR, npegocTtaensieT
WHOPMaLMIO O BCeX MOTeHUManbHbIX WHUMOEHTax, [OeTEeKTMPYeMbIX YCTaHOBEHHbIMU
moaynamm MXDR: NTA, Sensor Industrial, MDP, BEP 1 EDR.

AnepT — yBeaomneHmne o noTeHUnanbHomn BpeD,OHOCHOIZ aKTUBHOCTMW.

YpoBHM onacHOCTU anepTa
Pagom ¢ kaxabiM anepToM pacrnonoXeHbl LBETOBLIE UHOMKATOPbI, KOTOpble 0603Ha4aT
YpOBEHb ONACHOCTW anepTa.

Bbicokuu (KpacHbIn) — cobbITUS C KpUTUHECKMM YPOBHEM Yrpo3bl. Takne cobbiTus,
Kak NpaBuro, yKasbiBalOT Ha KPUTUYECKME 3apaXKeHNs1 yCTPOUCTB B ceTu (uenesble
TPOSiHbI, Aponnepbl, 63kAopbl, U T.4.), NMMB0 Ha NOATBEPKAEHHYHO IKCMMyaTaumto
KPUTUYECKMX YSI3BUMOCTEN

CpeaHun (OpaHxeBbi) — COObITUA CO CPEAHMM YPOBHEM Yrpo3bl, YKa3biBaloLLne
Ha nonbITKN 3kcnnyaTaumu yassumocTten B 10, ceTeBOoM obopynoBaHuW unu
ceTeBbIX cepBuUcax

Huskun (XKentbin) — cobbITUA, yKasbiBaOLWME Ha HexenaTerbHy, HO B LENomMm,
HEKpUTUYECKYI0 akTmBHOCTb. Hanpumep, O «knacca Adware wnu gpyroe
HexxenatenoHoe [10, Hapywaiowee nONUTUKY 6e30MacHOCTN, MPUHATYIO B
opraHusaumm
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UHdopmauus no aneptam

Mo KaxgoMy WHUMOEHTY NPEOOCTaBNsieTCs OCHOBHas KpaTkas MHdopmMauus,

copepallasacs B Nonsax:

YpoBeHb OMacHOCTU — LBETOBAs MHAWKaUMs, KOTopas BuM3yanbHO Knaccuduumpyet
anepT No CTeneHun yrposbl.

Co3paH — gata 1 Bpemsa cos3gaHus anepTta. [logpasymeBaetca hopmanbHasa aarta
obo3HauyeHuss Habopa coObITWI NOTEHUMaNbHO BpedoHOCHbIMK. PopmanbHas aaTta
MOXeT ObiTb MO3XKe AaTbl LEenoYvkn cobbiTUIA, NOPOAMBLLMX AaHHbIN anepT. CoaepXuT B
cebe Bpems nocnegHero o6HoBNeHMA anepta (M3MEHeHNst cocTaBa No COObITUAM)
Crartyc — atpubyT, cnyxawun gnsa otobpaxeHnsa mHdopmauum o TeKylem cratyce
paboT No peLLeHnIO 3asiBKN.

€) OO6HapyxeH

OGHapyXeH — BbisiBNeHa NoTeHUnanbHO BpedoHOCHas
aKTMBHOCTb, TpebyeTcsa peakums

O 3ab6nokuposaH

3abnokupoBaH — BpeaoHOCHas aKTUBHOCTL Obina
3abnoknpoBaHa cuctemon XDR Console

|@ 3aKpbIT 3aKpbIT — OTMETKa aHanuTuKa o pelleHHon npobneme

@ JoxHbin

JNoXHbIN — OTMETKa aHanUTKKa O NOXXHOMOMOXUTEITbHOM
cpabaTbiBaHUM

& UHumpeHTt

MHUMpeHT — oTMeTKa 0 NPUHAANEXHOCTU K rpyrnrne anepToB B
paMKax OQHOro MHUMOEeHTa

(@ MMpuocTaHOBNEHHbIN

MpunocTaHOBNEHHbLIN — OTCEXUBAHNE CUCTEMOM
NPUOCTaHOBIIEHO Ha BbIGpaHHbLIN Nepnoa

MpuunHa — HanmeHoBaHue anepta. CogepxuT B cebe Term cobbiTuin, NOPOAUBLLME
AaHHbIA anepr.
YcTponucTBO — HaumeHoBaHve wMmoayna MXDR, Ha koTopom 6bina BbisiBfieHa
noao3puTernbHas akTUBHOCTb
CeowucTtBa

o Cob6bITNA — KONNYECTBO aTOMapHbIX COObITUIA B cOCTaBe BbIGpaHHOro anepTa

o KommeHTapum — Konm4ecTBo KOMMEHTapMeEB No BbIGpaHHOMY anepTy

o CBfi3aH C-—cCCbiflka Ha LUENnoYKy aneprtoB, CBA3aHHbIX C  OAHUM

WHUMOEHTOM (Cchblrika Ha pa3desn UHyudeHmebl)

Llenb — ueneson o6beKT (XOCT, Nonb3oBaTesNb 1 T.M.), HA KOTOPbI Ha HafnpaBreHa aTtaka
3MoyMbllWNeHHKa. Ha Hero Heobxoanmo obpaTuTb BHUMaHME.

OnucaHune anepra
Anept MOXET COCTOATb M3 HECKOMbKUX FPynn OAHOTUMHbIX COObITU. B Takom cnydvae

cobbITUA cobmpatoTcs B LenoYKky 1 oTobpaxaroTcs Npu packpbiTum anepTa B nose "MIHpopmaums
06 anepte". YTob6bl nonyunte NoapobHyo MHOpMaUMo No anepty HeOGXOAMMO HaxaTb Ha

Hero.
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Mpn packpblTU anepTta npefoCcTaBnAeTCd pacllupeHHas UWHdopMauus Mo Hemy,
BKITHOYaloLWasn:
e CobbITva — cobpaHHble B LENOYKY rpynnbl COObITUIA, CBA3AHHbLIX C AaHHbIM anepToM.
Takke npuBedeHO onncaHue KOHTEKCTa.
MogpoGHoe onucaHne cobbITUM NpPMBEOEHO Ha CTpaHuMuax COOTBETCTBYHOLMX
KnaccuukaTopos.

Knaccudmkatop cobbiTum
o DGA aHomanuu
e HapyweHune NonnTUK TEXHONOMMYECKUX NPOTOKONOB
e W3meHeHne Tononorum
e EDR
e MDP
e CurHaTtypHbI aHanu3 Tpadumka
e CkpblTble kaHarbl
e Lateral Movement

PunbTpaumsa cobbiTun
1. CobbiTus BbICTPOEHbI B BUAE YObIBAKOLErO NO BPEMEHW CnmUcKa (KparHue No BPEMEHMU
cobbITnsa oTobpaxatoTcs NnepBbIMN).

>
2. C nomoLLbO KHOMOK - B NNeBOM HWXHEM Yyrhy CylecTtByeT BO3SMOXHOCTb JIUCTATb

cobbITHS.
3. lNomuMmo 93TOro, uMeeTcss BO3MOXHOCTb punbTpaumm CcoObLITUA  CregyLwmMMm
WHCTPYMEHTaMW:

e [lonck — TEKCTOBBIN NOUCK NO BCEM MOMSIM COBbITUI
e YpOBEeHb yrpo3bl — 0TOOpaXkaeT TONbKO COObITUA 3a4aHHOIO YPOBHS Yrpoa3.
o Huskun (xentbin)
o CpeaHnin (opaHXeBblin)
o Kputuyeckmn (kpacHbliin)
He nymalme ypogeHb yepo3 cobbimusi U ypOB8eHb y2p03 asiepma — 3mO pPa3Hbie
riokazamenu!
e Knaccudumkatop cobbiTuin — oTobpaxaeT TONbKo CcoBbITUSA, NOMyYeHHbIEe U3 BblIGpaHHOM
KOMMOHEHTHI.
o CwurHaTypHbIi aHanms Tpaduka
DGA aHomanuu
MDP
EDR
HewnsBecTHOe ceTeBoe B3aMMOOENCTBUE

0O O O O

XpoHonornsa cobbiTun

OnucbiBaeT obwme cobbiTUst MO anepTy, HaunHasi C NepBoOro CobbITUSI CBA3AHHOIO C
anepTom 1 NpoAosmkas nocreayrowen paboton, BeayLlencs No JaHHOMY MHUMOEHTY. BknovaeT
B cebs kOMMeHTapum no paboTe ¢ OaHHbIM WHUMAeHTOM. [lpyu pearmpoBaHuM Ha anepr,
pPEKOMEeHAYETCs1 OCTaBNATb KOMMEHTapUM.

Ana po6asneHns BNOXeHNn HeoBX0ANMMO HaxaTb Ha KHOMKY %%
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Ons OTNpaBKN KOMMEHTapua HaxXMnuTe OTMPABUTb KOMMEHTAPUN

O6paboTKa U pearmpoBaHue Ha anepTbl
AHanuTNKy HeOOXO4MMO CBOEBPEMEHHO pearMpoBaTb U obpabaTbiBaTb anepThbl.

YUT06bl OTpearnpoBaTb M NPUCBOUTL CTaTyC anepTy HeOBXO4MMO HaxaTb Ha
KHONMKY

NMOMETUTb ~

YUToObl CkayaTb OTYET B d)opmaTe Ccsv HeO6XOD,I/1MO HaXXaTb HA KHOMKY

UToObl NepenTn Ha CTpaHULy ¢ MHdoOpMaLumen o BbiIbpaHHOM anepTe, a Takke
CKOMMpPOBAaTb CChINIKY Ha 3Ty CTpaHuly B Oydep obmeHa HeobxoanmMo HaxaTb

BO

AnepTy MOXHO NPMUCBOUTbL OAMH U3 Crieayowmnx CTaTyCcoB:
e PelleHHbIN — OTMETKa aHanuUTKKa O peLleHHon npobneme (3akpbim)
e JIOXHbI — OTMETKA aHanMTUKa O NOXHOMNONOXUTENbHOM cpabaTbiBaHUN
e [lpnocTaHoBMEH — OTCNEXNBAHME CUCTEMOM NPUOCTAHOBIIEHO Ha BblGpaHHbIV nepuog

CopTupoBKa anepToB

COPTWPOBATL v
[lna copTMpOBKM anepToB MCNOMb3YNTE KHOMKY - B MpaBOM BEPXHEM Yriy

aKpaHa. [locTynHble Nonsa Ans COpTUPOBKM:
e [laTta co3gaHus
e [laTta oOHOBRNEHUS
e YpoBeHb OMNacHoOCTH

dunbTp aneptoB

Mo kHonke counbTpa . B NNIEBOM BepxHeM yrny Beb-uHtepdenca oTkpbiBAaeTCA MEHIO
dumnbTpaumm.

[ocTynHble hnnbTpbl 4NA anepToB:
e AKTyanbHble — anepThbl, KOTOpble TPebyT BHUMAHUA aHanuTuka (T.e. He JOXHble, He
PELLEHHbIE N HE MPUOCTAHOBIEHHbIE anepTbl)
o [Ha
o Hert
e YpoBeHb yrpo3bl — BbI6op anepToB C BbiOpaHHbIM YPOBHEM Yrpoa3:
o Hwuskun (XKentbin uBET nHANKaTOpa).
o CpepaHui (OpaHXeBbi LBET UHAUKATOPA).
o Bbicokui (KpacHbii LBeT nHankaTopa).
e 3abnokupoBaHO — cTaTyc (pannos:
o [a— oTobpaxaTb TONbKO 3abrOKNMpOBaHHbIE dhaninbl.
o HeTt — otobpaxaTb ToNbKO He3abNoOKMPOBaHHbIE PansbI.
e JloxHbin — false-postitive cpabaTbiBaHUS.
o [a— oTobpa3nTb TONbKO cpabaTbiBaHUSA, MOMEYEHHbIE KaK OLLUMBOYHbIE.
o Het - ybpaTb BCe NoxHble cpabaTbiBaHWst U3 BbIGOPKM anepTos.
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o [lycto — oTobpaxaTb NoxHble anepTbl B 06LLen BbibOpKe.
PeweHHbIN — oTOBpaXkeHne paspeLleHHbIX anepToB:
o [a— oTobpaxaTb TONbKO peLUEHHbIE.
o Het - ybpaTtb BCe peLueHHble 13 obLuen BoIDOPKU anepToB.
o [lycTto — oTobpaxaTb pelleHHble anepTbl B 00Lwen BoiGOpKe.
MpuocTaHOBMNEHHLIN
o [a— oTobpaxaTb NPMOCTaHOBMEHHbIE
o Het — otobpaxaTb BCe KpOMe NPUOCTAHOBIIEHHbIX
o [lycto — 6e3 unbTpoOB
Cuctema mHTerpauum — BbIOOp anepToB, cogepxawmx B cebe cobbiTns BbIGpaHHOro
cnocoba nHTerpaumm:
o EDR — cobbitus ¢ NK ¢ yctaHoBneHHon komnoHeHTon EDR.
o CeteBon Tpaduk — cobbitna n3 aHanuanpyemoro SPAN Tpaduka.
o [louToBbIN cCepBep — COObLITUS, MOMyYeHHble MNOcCne aHanu3a MoYTOBbIX
coobueHnn npn SMTP nHTerpauunm
o [louToBbIN AWMK — COBBITUSA, NONYyYEHHbIE NOCMNE aHann3a NOYTOBbIX COOOLLEHUI
npyn BCC nHTerpaunn
o ICAP-cepBep — cobbITusi, nonyyeHHble Npu aHanunse dgannos ot ICAP knneHToB
OOwue pecypcbl — cobbITUSA, MOMyYEHHbIE MpU aHanuse gannos ¢annosbix

XpaHUnuLy
o [lycTto — oTobpaxaTb anepTbl BCEX TUMOB COOLITUI B BbIOOPKE.
Knaccudmkatop — BbIOOp aneptoB, coaepXawmx cobblTuss OT  BbIGpaHHOM

noacuctembl(KoMnoHeHTbl) MXDR:
o DGA aHomanuu
HapyLueHvne nonvTuk TEXHONOrM4eCcKMx NPOTOKONOB
M3meHeHne Tononoruun
EDR
MDP
CurHaTypHbIn aHanua Tpaduka
CKpbITble KaHanbI
Lateral Movement

o O O 0O O O O

PunbTpLI AaT U TEKCTa
Mo MuMO gaHHoro Trna unbTPOB JOCTYMNEH 06N (bNbTP NO 4aTam C BO3MOXHOCTbIO

TEKCTOBOrO 3arnpoca no BceM MorsamM aneptoB 1 cobbitni. MNMogpobHee o dpopmaTtax 3anpocoB
CMOTpU B pasgerne "PaclumMpeHHbI NOUCK BHYTPU anepToB U cobbiTuin".

9.1.CobbiTna «DGA aHomanuu»

B paHHoMm pasgene oTobpaxatotcs cobbitns Tuna "DGA KOMMyHUKaummn", BbiiBNEHHbIE

npv B3anmogencTsmm ¢ ynpasnswowmmm cepsepamm vyepes DGA.

9.2.CobbITnst «CurHaTypHbIi aHanus Tpadguka»

Co06blTUsi, 3aperncTpupoBaHHble CUCTEMOM CUrHaTYypHOro aHanmMsa — 3To cryyau

coBnageHuna coaepXXmMmMoro ceTeBbIX Ceccun ¢ N3BeCTHbIMU LLabnoHamu BpeaoHOCHOro Tpaq)w(a

51



(puc. CurHaTtypHble cobbiTus). Mo knuky Ha noboe 13 cobbiTu oTKpbIBaeTcs 6onee nogpobHas
NMHOPMALMS O KaXKOOM N3 COOLITUN.

Mo knnky Ha nboe n3 cobbiTn OTKpbIBAETCA NogpobHasa nHopmaumns o cobbITum (purc.
MoapobHasn nHdopmaumsa o cobbiTMm), KOTOpasi BKIOYaET:

e CBepeHna o6 UCToOYHUKe
o |D ceHcopa — yHuKanbHbIn Homep o6opyaoBaHusa NTA;
MHTerpaums — ykasbiBaeT Ha cnocob nHTerpaumm n npoToKoN peanusaumu,
Bpemsi — Bpemsi u gata cpaboTku;
OT KOro — UCTOYHMK, NHALIMMPOBABLUNIA KOMMYHUKALMIO;
Komy — agpec HasHa4yeHus;
o CBepeHus ob yrpose

o URLs — 3anpoweHHbin URI yyacTByowmin B 3noBpeaHoOn KOMMYHUKaumm (ecnm
NPUCYTCTBYIOT)

o SID — yHuKanbHbI HOMEpP curHatypbl (MOXeT ObiTb Heckonbko). NogpobHee B
cratbe "ATpnbyuuns”

o YpaneHHble XOCTbl — XOCTbl MCMOMb30BaBLUMECS AN NpoBeaeHus aTaku. [pu
nepexoge no gomeHy / IP agpecy, cuctema ucnonb3yet ero ans rpacgposoro
aHanusa.

o OnucaHnue yrposbl — atpubyumnsa cobbiTnst nssectHomy BIMO nnu TexHukam (ecnu
npucytcTeyeT). [NogpobHee B cTaTtbe "ATpnbyuunsa”

e WcxoaHble AaHHble
MNpenocTtaBnaeT 3aronioBOK KOMMYHMKALMW, OTHOCALIMXCS K AaHHOMY COObITMIO B
pasnuyHbIix popmatax (puc. McxogHble gaHHble). CocTtaB AOCTYNHbIX (hOpMaToB 3aBUCUT OT
KOHKPETHOro cobbIThS.

O O O O

9.3.CoObiTna «MDP»

[aHHbI TN cobbiTnin NnpegocTaBsndaeT 6a3oBbie AeTanyn 06 06bekTe aHanmaa.

e CBegeHMAs 00 MCTOYHMKE — COCTaB CBEAEHVMN MEHHAEeTCs B 3aBMCUMOCTM OT Tuna
MHTErpaLmmn n ncnonb3yemoro NnpoTokona
o ID ceHcopa — ngeHTndmkaTop CeHcopa, Yepe3 KOTOpbIA OOBLEKT aHanmsa Obin
oTnpasneH Ha MDP
o WHTerpaums — npoTtokon u cnocob mHTerpauum no cpeacTsam KOToporo 6bin
nony4eH o6bEKT aHann3a
o Bpemsa — Bpems nonyyeHuns obbekta aHanu3a
o OT KOro — MICTOYHMK KOMMYHUKaLIMK, U3 KOTOPOro Nony4vyeH o6bekT aHanmaa
o Komy — nonyyaTtenb kKOMMyHUKaLUn, N3 KOTOPOKW NonyyYeH o6bEKT aHanu3a
e CBepeHuMa o6 yrpose — cocTaB 3aBUCUT OT TUMa WMHTErpauMm u MCNofb3yemoro
npoTokona
o YpanéHHble XOCTbl — XOCT, UCNOMNb3yeMbl 4518 aTtaku, B pesynbTaTe KOTopou 6bin
nonyyeH obbekT aHanu3a (ecnu npucytcTeyeT). Mpu nepexoge no gomery / IP
agpecy, cuctema UCnonb3yeT ero Ansa rpadpoBoro aHanusa
o URI — nonHas ccbinika Ha pecypc, ns-3a obpalleHnst Ha KOTopy 6bin nonyyveH
06bekT aHanusa (ecnv NpUcyTCTByeT)
o Tema — Tema nucbma, M3 kKOTOpOro Obin MonyyeH oOBLEKT aHanusa (ecnu
npucyTCTBYET)
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Umsa danna
MD5/SHA1/SHA256 — 3Ha4eHue xellen obbekTa aHanusa
BepaukT — BbIBO4 NO NpoBEAEHHOMY aHanmay
OTuYéTbI — CcCbifika Ha nogpoOHbIA onucaHne aHanusa
SID — yHMKanbHbIN HOMEpP cUrHaTypbl (MOXeT ObiTb HECKONbKO), cpaboTasLuen Ha
Tpaduke BIO. MogpobHee B ctatbe "ATpubyuma”

o OnucaHune yrposbl — atpmbyums cobbitnsa nasectHomy BIMO nnun texHnkam (ecnm

npucyTcTteyeT). MNogpobHee B cTatbe "ATpnbyums”

e WcxopHble paHHbIe

o WcxogHble gaHHble — 3TO YacTb NOSIE3HOW Harpysku, OTHOCSLLENCS K nNepefade
aHanuanpyemoro obbekta. Hanpumep: nodtoBble 3aronoBku nucbma, HTTP
xegep n ICAP ceccum n 1.0.

o O O O O

OT4éTDBI
Mpn KNuKe Ha OTYETe CTpaHuua nepeHanpaBndeT Monb3oBaTenst Ha  UTOMM
JeTtanbHoro aHanma cemnna B MDP.

Oowwue ceBeneHun

B 6noke coaepXxutcs BUOEO BbINOMHEHMSA (OTKPbITUA) oObekTa aHanms3a Tak, Kak OHO
BbIrNs4eno 661 Ha MOHUTOPE NMPU OTKPbLITUM Ha NOMHOLIEHHOM KoMnbtoTepe. Mo aaHHOMY BUAEO
4acTO MOXHO CyaAuTb O MPUPOAE aTaku M [axe O AO0CTOBEPHOCTM 3aperucTpupoOBaHHOMO
cobbiTna. CrnegyeTt y4vecTb, YTO HeKoTopble Buabl BpegoHocHoro MO ckpbiBalOT BCHO CBOMO
BPELAOHOCHYO aKTUBHOCTb OT NOSib30BaTens.

[ocTynHble faHHbIE:

e OueHka BpPEOOHOCHOCTM — BEPOATHOCTHAs OueHKa CTerneHu BpPeAOHOCHOCTU
aHanuanpyemoro obbekTa. BbicuntbiBaeTCcst MeTogamm MalmMHHOro oby4yeHnsa nexoas mns
BbISIBIEHHbIX B X04€ NOBEAEHYECKOro aHanm3a NHaNKaTopoB.

e U3BecTHble MMeHa — MimeHa BIMO nog KoTopbIMM OHO MOXET ObITb N3BECTHO

e MD5/SHA1/SHA256

o Bpems aHanmsa — Bpemsi okoH4YaHMs aHanmM3a oobekTa

o Pa3mep canna

e MkoHka

e Tun danna

e Hanuune uvHTEpHeT-COeaUHEHNSI — SIBHO YyKa3blBaeT Ha npucyTcTBue / OTCyTCTBME
Aoctyna B ceTb VIHTepHeT npu npoBeaeHnn aHanusa

dannosas CTpyKTypa

bnok onpegensieT cnocob opraHu3auuu, XpaHeHWs W WUMEHOBaHWA annoe B
aHanuanpyemom obbekTe.

Taknm o6pa3oM OOBLEKT MOXET COCTOATb U3 HECKONbKMX OObeKTOB aHanm3a. Kaxobin
00BLEKT B AaHHOM CTPYKType MOXeT ObiTb packpblT Ana 6onee getanbHOro paccMOTPEHUS
nHopMaLmm nNo Hemy (puc. [letanu annoBomn CTPYKTYpbl).

Onsa ynobctBa BOCnpuATMS B (painoBON CTPYKType MPUMEHSETCA LBETOBOE pasnuyve
TUMNOB OOBHEKTOB.

MaTpuua MITRE ATT&CK (Adversarial Tactics, Techniqgues & Common Knowledge)

Otyetel MDP no BpedoHOCHbIM harnam npegocTaBnsAlTCAa B COOTBETCTBMM C
maTtpuuen MITRE  ATT&CK  (TakTukM, TexHuUKM 1 oOOLIEeM3BECTHble  3HaHMA O
310yMbILUNEHHNKAX).
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Kaxgoe noBegeH4YecKoe npaBuno CBA3aHO C OQHOM UMM HECKOSNbKUMUK S4YenkamMm MaTpulbl, YTO
nossonsetr 6Gormee TOYHO  BM3yanuaupoBaTb  BPELOHOCHYH  aKTMBHOCTb  dhauna.
MaTpuua ATT&CK nossonseT cTaHgapTU3MpoBaHO onncbiBaTh NoBeeHMEe 3M0YMbILLNIEHHUKOB.
AKTOpbI MOTyT OTCReXuBaTbCs C NOMOLLBI accoumaumnn ¢ metogamm n taktukamm B ATT&CK,
NCcnonb3yembIiMuU UMMW.

basa sHaHun ATT&CK Takke pgoctynHa B Buae duga STIX / TAXII 2.0, koTopbln
Mo3BOSISAET JIEerkO0 MHTErpMpoBaTb €€ B Mobble WHCTPYMEHTbI, MOAAEpXUBAOLLNE 3Ty
TEXHOMOrNH0.

NMoBeaeH4YecKkne Mapkepbl

Bnok nepeuncnsieT NpuuMHbl, NOYEMY AaHHbIA OOBLEKT OblM OTHECEH K BPEAOHOCHLIM.
BonbLWNHCTBO MapKkepoB UMEIT MHANKATOPbLI, NOATBEpXAatoLme BpegOHOCHOCTb NOBeeHNS —
Hanpumep, N3MeHseMble KITlo4Yn peecTpa, co3gaBaemble dansbl, USMEHEHUS B YYyXKMX npoLieccax
n 17.4. NHOmKaTopbl OMKHBI MCMONb30BaTbCA aHaNUTUKOM AN NOATBEPXAEHUS Yrpo3bl.

Kaxgbih Mapkep packpblBaeTcsi AN MnonydeHust KOHKPEeTHOW WHdopmaumm no
aHann3anpyeMmomy o0beKTy OTHOCUTENBHO AAaHHOIo Mapkepa.
PasgensatoT cneayowme TMnbl Mapkepos:
e BpenoHoCHble
OAHO3Ha4YHO BPEOOHOCHbIE
e [pouue
Mapkepbl He ABNAOLWMECA BPEAOHOCHbIE, HO KOTOPbIE MOryT MOMOYb MpU AeTarlbHOM
aHanunse BINO ananutnkom

CeTeBasi akTUBHOCTb

B 6noke dumkeupytoTcs getanm o ceTeBom Tpaduke, CreHepnpoBaHHOM MOCHE OTKPbITUSA
(BbINONTHEHMS)  aHanuaMpyemoro obbekta. B 3aBMCMMOCTM  OT  MPUCYTCTBYHOLLEN
aKTUBHOCTU MHopMauunst moxeT cogepxatb: DNS, HTTP, TCP, UDP un nHble NpOTOKOSbI.

Mo kHormke “"CkauyaTb PCAP" pocTtynHa BO3MOXHOCTb ckaumBaHua PCAP-thavina c
NOMHBIM A4aMMOM BbISIBIIEHHbIX 3anNpOCOB.

HdepeBo npoueccoB
B 6noke cogepXxuTcsa AepeBo NpoLeccoB B COCTOSHUM Nocne 3anycka oobekta aHanmaa.
NMpumeHseTca uBeToBas nerexja:

o KpacHbIln UBET - NpoLecchl UccrieayeMoro oobekTa

e XenTbin UBET - Npouecchl Co3aaHHbIX (4PONHYTLIX) (annos.

e CuvHu uBeT - ocTarnbHble NPOLECCHI.

|_|pl/l Knuke Ha nobon 13 npoueccoB MOXHO MOJTy4nTb AeTann nNno akTMBHOCTU npouecca 1
BHOCUMbIX CUCTEMHbIX N3BMEHEHUAX.

7.3.1 T[lpuropuTeT noBegeH4Yeckoro aHanusa Ha MDP

Mpn ncnonb3oBaHUKM pasnuyHbIX NOACUCTEM AN aHanusa anrnosB pelleHnemM copMUpoBaH
cneayownin npyuopuTeT aHanuaa (B nopsiake yboiBaHus):
1. dannbl, Nony4yeHHble U3 NoYThbl B pexume inline (MTA) aHanuaupyeTcsa B NepByto
ovepenb.
2. ®annbl U3 NosyYeHHbIe U3 NOYTOBOro Tpaduka B pexnme MOHUTOPUHIa
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3. ®annbl, Nony4yeHHbIe CO BCEX OCTalNbHbIX TUNOB MHTErpauun, aHanm3npyoTcsa B
NnocreaHo odepeab
e [lpn aTtom npuoputeT ycTaHaenueaeT NTA anga Bcex gpannos kpome EDR.
o ®dannbl oT EDR aBTOMaTU4eCKM nonagaroT B 3-1 TUN NpUopuTETOB (CM. CNINCOK BbILLE).
e MDP, nony4as ains, ncnonb3yeT YCTaHOBIEHHbIN NPUOPUTET B CBOEN Oo4Yepeu.

9.4.Co6bITNS «BblSiBNEHWE CKPbITbIX TYHHENen»

B naHHoOM pasgene oTobpakatoTcst cobbiTus Trna "CKpbiTble TYHHENN", BbIABIEHHbIE NpU
B3aMMOLENCTBUM C YNPaBaoLWUMU cepBepamu.

Mpun HaxaTum Ha cobbiTMe OTKpoeTCcs NoApobHasa MHopMaLKUa No HeMy, BKIloYaroLee B
cebs:
e CBepeHna o6 UCToYHUKe
o ID ceHcopa - yHukanbHbii Homep obopyaoBaHust NTA;
o WHTerpauus - ykasbiBaeT Ha cnocob MHTerpaumm n NpoToKON peanusawumu;
o Bpewms - Bpemsa n gata cpabotku;
o OT KOro - UCTOYHUK, MHULMNPOBABLLMIA KOMMYHMKALNIO;
o Kowmy - agpec HazHaveHus;
o CBepeHus 06 yrpose
o YaaneHHble XOCTbl - YNPaBnslOWUN cepBep ANd YCTaHOBMEHUS BbISBIEHHOMO
TyHHens. [Npu nepexoge no gomeny / IP agpecy, cuctema mncnonb3yeT ero ans
rpacpoBoro aHanmsa
e MWcxoaHble fAaHHbIE
o [lpepocTaBnseT 3arofloBoK KOMMYHUKaLMIA, OTHOCALLMXCSA K JAaHHOMY COObITUIO B
pasnuyHblx dopmartax (puc. icxogHele gaHHble). CocTaB AOCTYMHbIX hopmaToB
3aBUCUT OT KOHKPETHOro CoBbITHS.

9.5.Co0ObITna «<EDR»

CobbiTng, 3aperncTpnpoBaHHble HAa KOHEYHbIX CTaHLIUAX.
B cobbITnsix onuckiBaloTcsl BCe npon3BoamMmMmblie Ha KOHEYHOM yCTpOVlCTBe M3MeHeHnA
CBA3aHHble C AaHHbIM anepToM.

Mo knnky Ha ntboe 13 cobbITu OTKpLIBaeTCS 6onee nogpobHas MHMOopMaLUS O KaKaoMm
13 cobbITU.

CoctaB nogpobHOro onucaHMss COObLITUW  BapbuUpyeTca OT Tuna Oencteun,
3ahMKCMPOBAHHBIX HA KOHEYHbIX CTaHLUSAX.

U3onupoBaTb XoCT
[daHHaa dyHKUMs OoCTynHa Tornbko npu Hanuuum EDR yctaHoBneHHoro Ha [MK. MNocne

akTMBauumn 6rnoknpyeT BCce BXoasLwme n ncxoaswme cetesble coegmHenns MK 3a ncknoyeHnem
obueHus ¢ XDR Console.

9.6.CobObITna «Lateral Movement»
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CobbITna gaHHoro Tuna npeacrtaBidal0T peakuuto ML KnaccmchKaTopa Ha BO3MOXHblE
HeaBTOpPWMU3OBaAHHbIE WCMNOJIb30BAHNA aAMUHUCTPATUBHbLIX pPEeCypCoOB B 3awmiaeMmon  ceTu.
AHanmawpyeMble MPOTOKOJbI:

e SMB

e NTLM

e DCE-RPC (WMl n T1.n.)
o Kerberos (update)

B Terax nog HasBaHMemM aneprta OMNUCLIBAKOTCS BbISBMAEHHbIE MNPU3HAKM MNOTEHUMANbHO
HeaBTOpPM30BaHHbIX AencTeui. (B aaHHomMm crnydae Brute Forse yepe3 NTLM).

Mo knuky Ha noboe M3 cobbiTu OTKpbIBAeTCA NodpobHas uHdopmaums o cobbiTn (puc.
MoapobHasn nHdopmaumsa o cobbiTMm), KOTOpasi BKIOYaET:
e CBepeHna o6 UCTouHUKe
o ID ceHcopa - yHukanbHbii Homep obopyaoBaHmst NTA;
o WHTerpauus - ykasbiBaeT Ha cnocob MHTerpaumm n NpoToKON peanunsawumu;
o Bpewms - Bpemsa n gata cpaboTku;
o OT KOro - UCTOYHUK, MHULMNPOBABLLMIA KOMMYHMKALNIO;
o Kowmy - agpec HazHaveHus;
o CBepeHus 06 yrpose
o YpaneHHble XOCTbl - XOCTbl MCMOMb30BaBLUMECS ONs NpoBeaeHus aTaku. [pu
nepexoge no gomeHy / IP agpecy, cuctema umcnonb3yeT ero ans rpadoBoro
aHanusa.
e WcxoAaHble AaHHbIe
o [lpepocTtaBnseTr MCXoAHble AaHHble KOMMYHMKaUM/A Bbi3BaBliMe CpaboToK Y
knaccudpukatopa (puc. UcxogHble paHHble). CocTaB [OCTYMNHbIX (popmaToB
3aBUCUT OT KOHKPETHOro COBbITHS.

9.7.Co0ObITnsa «N3meHeHne Tononorum»

CobbITa gaHHOro Tuna npeacTaBnsioT MHAPOPMAaUMIO O CETEBbLIX COEAUHEHUSIX,
nonyyaemyto B pesynbTate aHanuaa Tpadguka ¢ nomoLLlbto pelieHns Sensor Industrial.

HacTtponka npaBun dunbTpauum cetn Tpadmka ans obecnedeHnst KOHTpOns
LeNOCTHOCTK cpeabl 3akasdnka ocyliecTBrnseTcsd B pasgerne "PearnpoBaHve Ha HEN3BECTHbIE
ceTeBble B3anmoaenctaems".

HeTanbHoe onucaHue co6biTn "U3meHeHMe Tononornn"
Utobbl nonyynTtb nogpobHoe onucaHve no onpeaeneHHOMY HEUM3BECTHOMY CETEBOMY
B3aUMOeNCTBUIO, HEOBXOAUMO HaXaTb Ha Hero.

Mpun HaxaTum Ha cobbiTMe OTKpoeTCca NoApobHasa MHOPMaLUA Mo HEMY, BKIlOYatoLLee B
cebs:
o CBepeHunsi 06 UCTOUYHUKE
o ID ceHcopa - yHuKanbHbIi HOMep o6opyaoBaHnsa NTA;
o WHTerpauus - ykasbiBaeT Ha cnocob MHTerpaumm u NpoToKON peanunsawumu;
o Bpewms - pata n Bpemsi 0GHapyXeHUsa CoOeaNHEHMS;
o OT Kkoro - uHhopmaums 0 uHuumupyrowem obopygosaHuu. [Npounssogutens u
MAC- agpec (onunoHanbHo), a Takke IP-agpec;
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o Komy - nHpopmaums o npuHumatowem obopynosaHuu. MNMpomssoantens n MAC-
agpec (onumoHanbHO), a Takke IP-agpec.
o CBepeHus ob yrpose
o YpaneHHble XOCTbl - HANgEeHHbIE 3anpockl Npyn aHanunse Tpaduka. Npu nepexone
no JOMeHy, cucTema UCnonb3yeT ero aAng rpacoBoro aHanmsa.

9.8.CobbITns «HapyLieHne NoNnTUK TEXHOIOrMYECKMX MPOTOKOMOBY

B pnaHHOM pasgene npeacTaBneHbl COObITUS, (hOPMUPYHOLLMECS B NPOLECCE KOHTPONS
TEXHOMOrMYeCKNX NPOTOKONOB.

HDetanbHoe onucaHue cobbiTun "MpuknagHble npoTokonbI”
Y1066l NONy4nMTb NOAPOOHOE ONUCaHne No onpeaenieHHoON ceccum, HeOBXOAMMO HaxaTb
Ha Heé.

Mpun HaxaTnm Ha cobbiTMe OTKpoeTca NogpobHasa MHdopMaLUsa No HeMyY, BKIlOYatoLee B
cebs:
e CBepgeHust 06 UCTOUYHUKE
ID ceHcopa - yHuKanbHbIN Homep obopyaoBaHusa NTA;
WHTerpaums - ykasblBaeT Ha cCnocob MHTerpauumn n NnpoToKON peanusauum;
Bpems - gata n Bpemsa obHapyXeHUsi COeAMHEHUS;
OT Koro - upopmaumnsa o uHuummpytowem obopyaosaHun. [lpounssogutens
n MAC-agpec (onumnoHanbHo), a Takke IP-agpec;
o Komy - nHpopmaums o npuHumatowem obopyaosaHuu. MNMpomnssoantens n MAC-
agpec (onumoHanbHO), a Takke IP-agpec.
e CBepeHus ob yrpose
o YpaneHHble XOCTbl - HANOEHHbIE 3anpockl Npyn aHanunae Tpaduka. Npu nepexone
no AOMEHY, CUCTeMa UCNonb3yeT ero Ans rpadoBOro aHanuaa

O O O O

9.9. PaclumpeHHbI MOUCK BHYTPW anepToB U COBbITUN

Cuctema nosBonsieT Npou3BOAUTbL MOWMCK MO BCEM MoOKasaTensMm, onpeaensemMbiMun
mogynsmu (NTA, MDP, EDR). Takum o6pa3om BO3MOXHO OCYLLEeCTBNATb CKBO3HOW MOMWCK MO
BCEM MHAMKATOpPaM BO BCeX COObITUSAX U anepTax cuctembl!

Mounck no o6LWKMM Mapkepam
O6Lwme mapkepsbl

CnyxebHble
KpaTkoe onucaHue dopmar 3anpoca
Mapkepbl
action - -
alert_id Homep anepTa B 6ase ID
timestamp. pata nossneHusa aneprta B
created_at P-A P -
- base
event_classifier dunbTp KNaccudgukaTopa codbITUI MDP
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CnyxebOHble

Kpatkoe onucaHue

dopmart 3anpoca

MapKepbl
suricata
eclipse
exploit_activity
network_anomaly
event_type ®dunbTp No TUNy cobbITniA EDR_activity
malicious_file
cnc_callback
dunbT no KOnu4yecTs
events_count pu y Yucno
- cobbiTun B anepte
false_positive cTatycol anepTa true/false
. timestamp, gara nosiBNeHUss nepBoro
first_event P. A P
- cobbiTuA
uuid xocTa, Ha KOTOpPOM 3adUKCUpOBaH
host poM 3achukcup uuID
anept/cobbiTne
edr
polycephal-server
. . suricata
integration_system cucTemMa nHTerpaumm EDR
bro-ids
telescope

last_event

para nocnegHero cobbitmas B 6ase,
timestamp

TekcT auenkn

malware_families

CewmerictBo BINO

Bbibepute 13 cnucka
npeanaraeMbix CEMENCTB

matching_hashes

TekcT a4enkm

TekcT auenkn

message Mownck No nmeHn codbITUs Nms cobbitus
resolved cTaTycol anepTa True/False
3HayeHne ot 1 pgo 5.
severity ®dunbTp NO YPOBHIO onacHocTn anepta | 1 - 3eneHbln  ypOBEHb
5 - KpacHbI ypOBEHb
timestamp TekcT a4erku TeKkcT a4enku
ata nocnegHero M3MEHeHWs 4Yero- -
updated_at A A TekcT s4enkn

nun6o B cobbiTun/anepTe
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CnyxebOHble
Kpatkoe onucaHue dopmart 3anpoca
MapkKepbl
. nms ceHcopa (BblbpaTb 13
appliance_name dunbTp MMEHN ceHcopa
crvcka)
BbibpaTb kOMNaHuMo 13
company_name dunbTP N0 KOMNAHUAM
cnucka
ip rowck no BCOM | v191.121.110.110"
IP agppecam anepToB
dunbTp no DNS / IP
hosts
obHapyxeHHOM B ceTeBOM Tpadmke
md>5 MD5 danna Hash
shal SHA1 danna Hash
sha256 SHA256 daina Hash
url ®dunetp no URI 3anpocam B ceTeBOM
Tpaduke
malware ®dunbTp No knaccudukatopy BMNO Wma BIMO

Mapkepbl aTakyemoro
Moagknacc target No3BoONseT OCYLWECTBASATL MOMCK MO aTakyeMbiM cywHocTam (P,
domainname, emails, pannoBble xpaHunuwa, UMeHa nonb3oBaTenen).

Mapkepbl aTtakyemoro

CnyxebOHble

KpaTtkoe onucaHue dopmart 3anpoca
MapKepbl

target - -

OunbTp NO LEeneBbiM MOYTOBLIM | ANIEKTPOHHbIN agpec (MOSHbIN

target.emails
agpecam WU YaCTUYHO)

®dunbTp NO AOMEHHBIM MMEHaMm
target.hosts OOMEHHOE NMs
LeneBblX XOCTOB

dunbtp no IP agpecam ueneBbixX

target.ip_addresses
XOCTOB

IP agpec

dunbTp no NOAKNHYEHHbBIM
target.shares . -
¢annoBbIM XpaHUnNuLLam
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CnyxebHble

KpaTkoe onucaHue dopwmar 3anpoca
MapkKepbl

CDI/IJ'Ipr Nno MeHaM MNoJib3oBaTesiaAM
target.usernames MM4A nonb3oBaTend
XepTBam

Mapkepbl aTakyoLiero

Popmat
CnyxebOHble MapKepbl KpaTkoe onucaHue
3anpoca
attribution.malware.reliability
attribution.malware.ti_malware_i | VgeHtudukatop BIMO wunu yrposbl B | ngeHtuduka
d cucteme KnbeppasBeaku. TOp
I . Crpoka.
attribution.malware.ti_malware_n | HanmeHoBaHue BINO wnn yrposel B Bblp6 aTb M3
ame cucTteMe knbeppassenku. P
cnucka
I . WaoeHTndukaTto 3M10YMbILUNIEHHNKOB
attribution.threatactor.ti_threatac A ® P y noeHtTndumka
tor id (threat actor) B cucteme Top

KnbeppaB3aku.

HaunmeHoBaHnme  3noymbiwneHHukoB | CTpoka.
(threat actor) B cucteme Bbibpatb 13
knbeppaB3gku. cnmcka

attribution.threatactor.ti_threatac
tor_name

I . . NoeHTndukaTop TEXHNYECKMX UHCT naeHTudmrka
attribution.tool.ti_tool_id A ® P Py A ®

MEeHTapueB. TOp
HanmeHoBaHue Crpoxa.
attribution.tool.ti_tool_name BbibpaTb u3

TEXHNYECKNX NHCTPYMEHTapPUEB.
Crnncka

attribution.threatactor

attribution.malware

attribution

Mouck no nHgukaTtopam KoMmnpomeTtauum

Moaknacc ioc No3BonseT OCyLWEeCTBASATL NOUCK MO MHAMKATOpam BHYTpu oTtyéToB MDP,
aKTUBHOCTU EDR, ceTeBoMn aKTUBHOCTMN, BbISIBITIEHHOWN NTA.
B pamkax nogknacca pasnuyaroT cnegyroLine NHaMKaTopbl:

e HWHaukaTopbl BepxHero ypoBHs (ioc.event)

NHavkaTopbl BEPXHErO YPOBHS MO3BONSAOT OCYLLECTBNATL MOUCK NO AaHHBbIM MPUCYLLM
camomy apTedakTy aHanuaa, UCKIYas nopoxaaemMble 3TMM apTedakToM AaHHble (Hanpumep:
€ro ceteBasi aKTMBHOCTb, APONHyTble dhainbl, 3aTPOHYTble BETKU peecTpa 1 T.n.)
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MHaunkaTopbl BepxHero ypoBHs (ioc.event)

dopmar
CnyxebHble MapKepbl KpaTkoe onucaHue

3anpoca
ioc - -
ioc.event - -

ioc.event.domains

[loMmeHHble agpeca YYaCTHUKOB
noteHumansHon ataku. Cioga nognanaroT, Kak
ynpaeBnsitoLLMe XOCThI, TaK U LieNeBble XOCThl, a
TakKe WHble XOCTbl, 3aMeYeHHble B Tpadmke

DNS addresses

ioc.event.emails

TekeT auenkn

TekcT a4enkm

ioc.event.filenames

lMonck No NMeHn aHanuanpyemoro panna

Wmsa danna

ioc.event.headers

TekcT auenkn

TekcT a4yenkm

ioc.event.ip_addresses

CeTeBble agpeca y4aCTHUKOB MOTEHLMaNbHON
ataku. Cioga nognagaroT, Kak ynpaensowme
XOCTbl, TaK U LeneBble XOCTbl, @ TaKkKe WHble
XOCThbl, 3aMe4YeHHble B Tpaduke

IP addresses

ioc.event.md5 MD5 Hash
ioc.event.shal SHA1 Hash
ioc.event.sha256 SHA256 Hash

ioc.event.subjects

TekcT auenkn

TekcT auenkm

ioc.event.urls

3anpocbl URI BbIsIBEHHbIE B Tpaduke

[MonHbIn unm
yactniHbii URL
3anpoc

ioc.event.usernames

TekcT auenkn

TekcT a4yenkm

e WHaukaTopbl BHYTPEeHHUX ypoBHen (ioc.extended)

NHankaTopbl BHYTPEHHWX YPOBHEW (MNW paclMpeHHble WHOUKATOPbI) MO3BONST
OCYLLIECTBMATb MOMCK MO AaHHbIM MOPOXAAEMbIM aHanM3npyembiM apTedakTom - APOMNHYyTbie
dharinbl, 3aTPOHYTbIE BETKM peecTpa, NPOLLECChl CUCTEMbI, PErncTPbl U T.M.

MHavkaTopbl BHYTPEHHUX YpoBHeW (ioc.extended)

CnyxebHble Mapkepbl KpaTkoe onucaHue dopmart 3anpoca

ioc.extended - -
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MHankaTopbl BHYTPEHHUX YpOBHeW (ioc.extended)

CnyxebHble MapKepbl

KpaTkoe onucaHue

dopwmart 3anpoca

[lomeHbl, K KoTopbiM obpatuanock BIMO

ioc.extended.domains DNS agpec
B Mpouecce NoBeAeHYeCcKoro aHanusa
Bbibepute n3
. - - cnucka
ioc.extended.families Cewmericto BIMO
npeanaraemMbix
cemMencTB
Momck no annoBon  CTPyKType
ioc.extended.files apTedakTa aHanuaa. Mpn | Umsa cdanna
noBedeHYECKOM aHanmae.
IP agpeca, k koTopbiM 0oOpaljanoch
ioc.extended.ip_addresses | B[1O B npouecce noeeaeH4yeckoro | IP agpec
aHanusa
ioc.extended.md>5 MD5 Hash
MbloTekcbl ncnonb3yemble
ioc.extended.mutexes aHanumsnpyemblM  aptecaktoB  npu | ima mbloTekca

noeegeH4YeCckomM aHanumse

ioc.extended.probabilities

Monck no BEPOATHOCTHOW OLEHKE
cTeneHn BpPedoHOCHOCTM hbarna npwu
noBefeH4YeCKOM aHanumae

YucneHHoe
3Ha4yeHue

ioc.extended.processes

Mpouecchl, ncnornb3syemble
aptedakTom
aHanusa npu npoBeaeHnn

nosegeH4Yeckoro aHanmsa

Mms npouecca

ioc.extended.registry

Mownck No 3aTPOHYTLIM KIo4am peecTpa
npv NoBedeHYeCcKoM aHanuse

TekcT a4enkm

ioc.extended.scores

OLleHKa BpedoHoCcHoCTH dharna ns MDP

ioc.extended.shal SHA1 Hash
ioc.extended.sha256 SHA256 Hash
ioc.extended.sids Mouck Elo MREHTACUKATOPY "1002804"
cpaboTaBLuen curHaTypbl
ioc.extended.suricata rules | HassaHnue SID-a Hasgakve
- CUrHaTypbl
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MHankaTopbl BHYTPEHHUX YpOBHeW (ioc.extended)

CnyxebHble MapKepbl KpaTkoe onucaHue dopmar 3anpoca

Mpoussognmble URL  3anpocbl B

. npouecce MNonHbIN unm

ioc.extended.urls .
nNpoBeAeHNs NOBEeAEHYECKOro aHanmaa | YyactudHbin URL
aptedhakra

CnoxHble 3anpochbl

[ns dopmmpoBaHnsi rMBKUX CIOXHbBIX 3anNpPOCOB MCNOMNb3YHTCA NOrMYyeckne onepauum:
e U

Wcnonb3ynte cumsonsl &&

e UMK
Ncnonb3ynte cumBonsl ||
o HE

Mcnonb3ynte cumBob! !
MoMMMO AaHHbIX onepaHaoB, BO3MOXHO (hOopMMpoBaThb 3anpocbl C UCMOMNb30BaHUEM
lucene-cunHTakcuca.

BaxHble npumepbl hOPMUPOBAHUSA CIOXHBLIX 3aNpPOCOB

OTpaxeHue cneumanbHbIX CAMBOJIOB

O6paTtute BHMMaHWe Ha MUCMNonb3yeMble crew, CUMBOSbI NMpY POPMUPOBaHUM 3anpocoB!
Wcnonb3yiiTe onepaHg / Ans UX OTPaXKeHUs.

Cnucok cneumarnbHbIX CUMBOJOB:

o &&
o |l
o |
. 0
. ()
. 1
. o

o |\
FpynnupoBKa n ucnonb3oBaHue onepaHgos U, U, HE
Ona dopmupoBaHua 3anpocos ¢ onepaHgamun U, UMW, HE Heobxogumo obpawiaTb
BHMMaHue Ha rpynnupoBKY Ballero 3anpoca. Beuay Toro 4to cucrema pasnuyaeT 3anpocsl Tuna:
e marker: 3anpoc1 nnu 3anpoc2
B paHHoM 3anpoce BygeT ocyLecTBnéH nomMck no marker-y co 3HadeHnem "3anpoc1”, k
koTopomy 6yaet nobasneH Nnonck CTpoku "3anpoc2”.
e marker: (3anpoc1 unu 3anpoc2)
B paHHoMm 3anpoce 6yaeT ocyLecTBNEH NoMCcK No marker-y co 3HadeHuem "3anpoc1” unm
"3anpoc2"
Mpumep U3 cuctembl
e ioc.extended.mutexes: Local\\RstrMgr3887CAB8-533F-4C85-BODC-3E5639F8D511 OR
Local\\WininetConnectionMutex
63



Hangér mbtoTekc Local\\RstrMgr3887CAB8-533F-4C85-BODC-3E5639F8D511 B
oTyéTax noBeaeH4YecKoro aHanusa. A Takke HanpeT CTPOKY co
3Ha4yeHnem Local\\WininetConnectionMutex B cobbITUAX CUCTEMBI.

e ioc.extended.mutexes: (Local\\RstrMgr3887CAB8-533F-4C85-BODC-3E5639F8D511

OR Local\\WininetConnectionMutex)

Hangét wmbtotekc Local\\RstrMgr3887CAB8-533F-4C85-BODC-3E5639F8D511  mnu
Local\\WininetConnectionMutex B oT4€Tax noBeaeH4YecKoro aHanmsaa.

Mouck B npeaenax YMcneHHbIX U CTPOKOBbLIX 3HAYEHUH
e Bknovasa rpaHuubl
Mpn copmmpoBaHMM 3anpoca WUCMNonb3ynTe KBagpaTHble CKOOKWM [ ], BHYTPU KOTOPbIX
NCMNONb3YNTE rPaHNYHbIE 3HAYEHUs C KNtoyeBbIM criosom TO. NMpumep:
events_count: [0 TO 10] - BbIBOAMT BCe anepTbl ¢ konuvectBoM cobbituii ot 0 go 10
BKITHOUYUTENBHO
e Vckntoyasa rpaHuubl
Mpn copmmpoBaHMM 3anpoca ucnonb3ynte durypHble ckobku { }, BHYTpPU KOTOpPbIX
NCNONb3ynTe rpaHNYHbIe 3Ha4YeHUs ¢ KnoyeBbiM cnosoM TO. Mpumep:
malware: {Anunak TO Cron} - BbIBOAUT BCe anepTbl ¢ 06HapyxeHHbiMK BIMO ot Anunak
Ao Cron (McknYasa rpaHnYHble 3HAYEeHUS) - MOUCK OCYLLECTBNSETCH B NeKcMKorpaduyeckom
nopsigke

Wildcards B TekcTe 3anpoca
Mpn wncnonb3oBaHMM chneuManbHbiX CMMBOSIOB B YMUCIEHHbIX 3HAYEHUSAX KaBblYKM
ONyCKalTCSA, a B TEKCTOBbLIX - CTABATCH.
o OpaHo BXxoXxaeHwe noboro cumeona
Mcnonbsynte cneumanbHbin cumeon ?. MNMpumep:
target.ip_addresses: 10.9.2.14? - BbiBegeT Bce aneptol ¢ I[P agpecamn Buga 10.9.2.14(0-
9 nnn nrobon cumeon)
e MHOXecTBEHHOE BXOXAeHMEe NodbliX CUMBOJOB

10. PaccneposaHune

[aHHbI pasgen npegocraBnseT MHpopmMauuio 0 Bcex 06paboTaHHbIX TMCbMax 1 hannax
B MDP, nogkniodeHHbiMM K XDR Console, a Takke npegocraBnsieT MHpopMaLumio 0 XocTax, Ha
KoTopbIx ycTaHoBneH EDR. Pasgen coctonTt U3 crneayrowmnx nogpasaenos:
° MNucbma
dannebl
KomnbtoTepbl
Co0ObiTnss EDR
CeTeBble coegVHEHUS
OT14yeThl
KoHTponnepsl

10.1. Mncebma
Pasgen cogepXut BClo MHOpMaLMo MO NOYTOBOMY TpaduKy.
B paspene otobpaxalTca Bce MOYTOBble COOOLLEHWs, Mpolledlne aHanus B
cuctemMe, B TOM YMCNEe W He MMewlmMe BpedoHOCHbIX nokasatenen. Paspgen
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npegocTaBnseT BO3MOXHOCTb YyNpaBnAaTb KApaHTUHOM NUCEM, B Criyvae UCMNoNb30BaHuWS

MTA-pexunma.

OO6LuMe gaHHbIe NO NUCbMaM

Pasgen coctouT u3 cnucka, Kakabld MyHKT KOTOPOro npeacTtaBnsieT us cebs
no4ytoBoe coobuieHne. B cnucke npegoctaBnsitoTcs obLume AaHHbIe Mo NUCbMam:

o [laTa cosgaHug - BpemMs 1 gata nucbMa, Nofly4eHHOro Ha aHanms.

e CeHcop - HaMMeHOBaHME CEeHCcopa, Yepes3 KOTOpbI MPONCXOANT aHanua nucbma. Psgom
C UMEHEeM CeHcopa yKasblBaeT Ter, yKasblBaloWnin Ha crnocob® MOYTOBOW MHTErpaumm
AaHHoro ceHcopa (BCC, MTA, MAILBOX, SPAN)

e OT KOro - UICTOYHMK NMUCbMa.

o Komy - agpec HasHaueHus nucbMma.

e Tewma - Tema nucbma.

e Crartyc - aTpubyT, cnyxawmm ana otobpaxeHnsa nHgopmMaLmm o Tekylem ctaTyce no
aHanunay nucbma:

o besonacHbIn - B xoge noBedeHYECKOro aHanusa, npu3Haku BpeLoHOCHOM
aKTUBHOCTU HE BbISIBMEHbI.
lMpoBepsieTcs - NMCbMO HaxoAuTCs B MpoLEecce aHanunaa.
BpenoHOCHbIN - B NOBEAEHYECKUX MapKkepax NMcbMa ObINv BbisIBNEHbI NPU3HAKN
BPEAOHOCHOIo NporpaMMHoro obecnedeHus.

o 3abnokMpoBaHHOE - MNUCbMO 3abfIOKMPOBAHO WM HAXOAWUTCA B KapaHTUHE
(NpymensieTca npu MTA nHTerpauun)

o [llpvHygutenbHoe - nNUCbMO BbIBEOEHO W3 KapaHTMHA agMUHUCTPaATOpPOM
KOMMMeKca 1 oTnpaBneHo opurnHanbHOMY nony4daTtento (npumeHsieTca npun MTA
NHTErpauun)

e [locTtaBneHo - ykasbiBaeT Ha COOTHOLUEHWE MOMyYeHHbIX WM [AOCTaBMEHHbIX MUCEM.
Paanuyune Tuna uHTerpauum MeHsIET CMbICIT COOTHOLLEHMS:

o BCC - ykasblBaeT nulb Ha KOMMYECTBO MOfyYeHHbIX nucem. Konudectso
OTNpaBrieHHbIX Bceraa byaeT paBHO Hynio.

o MTA c 6esonacHbiMM NUCbMaMK - yKasblBaeT Ha COOTHOLLEHWE KonuyecTtsa
nonyyaTernemn K KonudecTBy pearibHO OTrnpaBneHHbIX NnceM 4o nonyyarenemn.

o MTA ¢ BpeaoHOCHbIMM MUCbMaMW - yKasbiBaeT Ha COOTHOLUEHWE KOonuyecTsa
nony4artenen K KonmyecTBy OTNPaBreHHbIX YyBEAOMIIEHNA O ddakTe BrIOKMPOBKM.
UHdopmauusa o nucbme
PackpbiBast OTAENbHbIA NYHKT CAMCKAa NMCEM, CTaHOBUTCS AOCTYMHbLIM AeTarnbHas

MHopMaLmMa O NOYTOBOM coobuieHuMn. A Takke B NMPaBOM BEPXHEM Yriy Haxo4AaTcs
AaHHble o0 nposepke SPF, DKIM 3anucei, BO3MOXHOCTb CkadaTb NOYTOBOE COOOLLEHME B
dopmaTe EML (kHonka ckavatb eml), B cnyvae ecrnv nMcbMo Npu3HaHoO BPe4OHOCHbIM U
BO3MOXHOCTb NOAENUTLCS AaHHbIM cobbiTveM (B Bydepe obmeHa coxpaHsieTcs CCbifka
C yHuKarnbHbIM |ID Ha gaHHoe cobbiTue).

o [lpoBepeHHbIe 06BLEKTbI
MpenoctaBnsaeT CAMCOK MPOBEPEHHbLIX OOBLEKTOB, BMIOXEHHbLIX B MOYTOBOE

coobLeHne. [1aHHble No OObeKTaM:

e [ata un Bpema - BpemMsA OKOHYaHUA MNPOBEPKM [AaHHOrOo obbekta cuctemomn
NOBEeAEHYEeCKOro aHanmaa.

e SHAL - xaw cymma obbekta B popmate SHAT.

e CBepgeHus 06 0b6bekTe - UMA obbekTa U ero pasmep. B criyyae ecnv o6bekT npusHaH
BPEL4OHOCHbIM, pa3Mep 06bekTa CTaHOBUTCS aKTUBHOW CCbISIKON HAa cam 06BbeKT. o Hemy
MO>XHO Nony4MTb dhann Ans ONONHUTENbHOrO aHanuaa.
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CTaTyC - Bpe4JoHOCHOEe 1inun ©e3onacHoe BroXeHune.

3aronoBKu NMcbMa
B pgaHHOM nogpasgene onucbiBalTcss Bce TexHudeckme SMTP  3aronoBku
NOYTOBOro COOBLLEHMS.

XpoHonormsa cobbiTuUmn

MpenocTaBnsAeT CNUCOK BaXKHbIX COOLITUI, MO NOYTOBOMY COOOLLEHNIO, HAYMHAsA C
MOMEHTa NOMy4YeHNsa AaHHOIo NMCbMa CEHCOPOM.

YnpaBneHue KapaHTUHOM

Mpun peanunsaumm MTA pexuma nnucbma, 3abr0KMpOBaHHbIE CUCTEMON, NonagarT
B kapaHTuH XDR Console. [JaHHble nMcbMa oTobpaXKaloTCa B HACTOsILEM pasgerne co
cTtaTycom 3abnokupoBaHHoe.

Ans ynpaeBneHus 3abnokMpoBaHHbIMU MMCbMaMW B KapaHTUHE:

1.
2.

Bbibepute nucbma - pasmeTB HEOOXOANMOE KONMYECTBO B KparHEN NIEBOM KOJTOHKE.

Haxxmunte Ha KHOMKY

Mocne aTtoro nucbma OGyayT NPUHYAUTENbHO OTNpPaBfeHbl OPUTrMHANbHbIM
nony4arensm. Cratyc nnucema N3MeHNTCH ¢ BpedoHocHoe
3abriokuposaHHoe Ha BpedoHocHoe [MpuHydumernbHoe. O JaHHOM M3MEHEHUN Takke
OyaeT 3anncb B XpOHONOrnMm cobbITUMN.

PuUnbTpLI
PUnbTPLI TUNOB

Mo kHomke counbTpa H B NIEBOM BEPXHEM yrny Beb-uHTepdenca oTkpbiBaeTcs
MeHI0 hunbTpaunn.

[ocTynHble hunbTpbl 4NA anepTos:
BepAauKT Nno nucbMy - BbIGOP BEpAMKTa NUCEM:
o BpenoHoCHbIN.
o besonacHbli.
o [lpoBepsieTcs.
o [ycrTo.
SPF - ctaTycbl npoeepku 3anncu SPF
o [lpongeHa - oTobpaxaTb TONLKO NUCbMa, OTNPaABUTENM KOTOPbIX NpoLwnu SPF.
o He nporaeHa - oToGpaxaTb TONbKO He3abNoKNMpoBaHHbIE halsbl.
o OrtcyTcTtByeT - SPF 3anuch y oTnpaBuTens OTCyTCTBYET.
o [ycto - oToGpaxaTthb BCE.
DKIM - ctatyckl npoBepku 3anucu DKIM
o [lpongeHa - oTobpaxaTb TONLKO NMCbMa, OTNPaABUTENM KOTOPbIX NpoLwnu SPF.
o He nporaeHa - oToGpaxaTb TONbKO He3abNOKNMpOBaHHbIE halsbl.
o OrtcyTtcTByeT - DKIM 3anuck y oTnpaBuTens oTCyTCTBYeT.
o [ycTo - oTo6paxaTb BCe.
Hanuuwue ccbinok - otobpaxeHne nMcem, B KOTOPbIX €CTb CCbISKN.
o [EcTb - cCcbinkn B nMCbMe NPUCYTCTBYHOT.
o OTcyTCTBYET - CCINIKN B MMCbME OTCYTCTBYIOT.
o [lycTto - oToGpaxaTb BCe.
Hanuuue BnoxeHumn - otobpaxxeHne nucem, B KOTOPbIX €CTb BIIOXEHUS.
o [EcTb - BNOXeHNs1 B nCbMe NPUCYTCTBYIOT.
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o OTcyTCTBYET - BNOXEHMSA B MMCbME OTCYTCTBYHOT.
o [ycTto - oToGpaxaTb BCe.
e CraTyc goctaBku - hunbTpaums nucem, ucnonb3yemasa B crnyvae yctaHoBkun MDP "B
paspbiB".
o [ocTaBneHo - NMCbMO AOCTaBMNEHO 40 KOHEYHOro nony4varens
o He pocTtaBneHo - He 4OCTaABMEHO MO NPUYNHE OLLIMOOK
e Cratyc nucbma
o [llony4eHo - MMCbMO NONy4YEHO CEHCOPOM.
o He obpaboTaHo - NMCbMO HaxoauTcsi B ovepean Ha obpaboTky.
o O6paboTaHo - NncbmMo 06paboTaHo M AaHHbIE NUCbMA rOTOBbLI K oTrpaBke B MDP
Ha aHanua.
OtnpaeneHo - ann otnpasneH B MDP Ha aHanus.
MpoaHanuanpoBaHo - darn NpoaHann3npoBaH.
Bbannacc - nMCbMO CNULWIKOM OONro BMCENO B cucTeme (HacTtpovka “TanmayT
NpoBepKM NnUcem (MuH.) 1 GbINO OTNPaBNEHO agpecaTy 40 3aBepLleHns paboTbl C
HUM.
o [lpwuHya. pocraska - NMCbMO 6bINo0 4OCTaBNEHO NOMb30BATENO NPUHYANTENBHO, C
MOMOLLbIO Ha
o AHanu3a 3aBeplLleH - paboTa ¢ NnMcbMOM B cuctemMe 3aBeplueHa. CobbiTue Finished
B fneHTe.
o benbm cnncok - nucbMa He ObiNMM NpoaHanNU3NpPoBaHbl, T.K. OTNPaBUTElb
HaxoauTcsa B 6enom cnucke.
o Owwnbka - nobasa owmnbka ¢ nucbMoM. B cobbiTum 0B603HavYeHa NpuynHa 3TOW
oLNBKMN.
e  McTOo4YHUMK NucbMma - hunbTpaumsi MMCeM No cnocody NoYTOBOW MHTErpauun
o SPAN - nonbiTkn c6opa no4toBbIx cooblieHnn ns SPAN Tpaduka
o MAILBOX - uHTerpauusa cuctembl depes no4vtoBbin swmk no POP3/IMAP, Ha
KOTOPbIV NpeaBapuUTENibHO NepeHanpaBnsaoTCs KOMUU NOYTOBbLIX COOBLLEHWI ANS
aHanusa
MTA - uHTerpauus B inline-pexume
o BCC - wuHTerpaums udepe3 npuém SMTP konum BXxogsLWEro notoka MOYTOBbLIX
coobLeHnn
PunbTpLI AaT U TEKCTa
MomMumo paHHOro TMnNa UNLTPOB AOCTyneH obwun dunbTp MO gatam C
BO3MOXHOCTbIO TEKCTOBOrO 3anpoca fno BCeM NONAM NOYTOBbIX COObITUI

10.2. dannbl

Pasgen cogepxuT BCHO MHopMauuio o dannax, KoTopble ObiM nepegaHbl cucteme
MXDR ansa noBegeH4Yeckoro aHanusa.

O6wme aaHHbIe no ¢annam
Pasgen cocTtouT M3 CnMcKa, KaKObli NMyHKT KOTOPOro npeacraenseTr u3d cebs obbekT
nosefeH4eckoro aHanmsa (cdann). B cnvucke npegoctaBnsaoTca obwmne gaHHble nNo annam:

o [laTa cosgaHug - Bpemsa u gata darna, nony4eHHoro Ha aHanms.

e YCTPOMCTBO - HauMeHOBaHMe YCTPOWCTBa 4Yepe3 KOTopbin dhann Obin nonyveH Ans
aHanusa.

e WcTouHuk dhavna - ykasblBaeTCs Ter, ykasbiBawowmi Ha crnocob nonyyvyeHusa davina
(cmoTpn dunbTpsl hanna).
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o OT - nCTouYHUK panna.
o Kowmy - agpec HasHa4yeHus.
e Wma danna - uma obvekTa. MNpu knuke no pasmepy ganna NPoUCXOAWUT CKavymBaHue
danna. (JocTynHo TONbKO AN BpPe4OHOCHLIX halnnoB)
e SHAL - xew-cymma danna.
e Crartyc - aTpubyT, cnyxawmm ana otobpaxeHnsa nHgopmMalmm o Tekywem crtaTyce no
aHanuay anna:
o besonacHbln - B XxoA4e MOBeAEHYecKoro aHanusa, Mpu3HakM BpegoHOCHOM
aKTUBHOCTU He BbISIBIIEHbI.
O6paboTka - chann HaxoguTcs B Npouecce aHanusaa.
o BpenoHOCHbIV - B NOBeAEHYECKMX MapKepax NcbMa Obinin BbISBEHbI NPU3HAKN
BPE€4OHOCHOIo NporpaMmMHoro obecneyeHums.
Mpn knuke no cTaTycy danna npousBoOAMTCA OTKPbITUE NOAPOBGHOro OT4ETa
nosefeH4veckoro aHanmsa. lNMogpobHee cM. cTaTbio MO KnaccudukaTopam cobbITU.

MynbTUBEPCUOHHbIE OTYETHI

B cnyuae, ecnn ananm3 B MDP notpeboBan ucnonb3oBaHne pasnuuyHbix Bepcun OC
Windows pana aHanmsa oO0bekta, MMeeTcs BO3MOXHOCTb MNPOCMOTPETb OTYETbI BCEX
3a1eMCTBOBAaHHbIX.

[na npocMoTpa uUCnonb3ynTe 3HaK TPOeTouns psSaoM C BEPAUKTOM M B MOSIBUBLUEMCS
MEH0 BblibeputTe HeobX0AMMYI0 BEPCUIO OTHETA. (CM. puc. MynbTUBEPCUMOHHbIN aHann3)

PUnbLTPLI TUNOB

Mo kHonke unbTpa E B JTEBOM BEPXHEM Yriny BebG-uUHTepdenca OTKpbIBAETCH MEHIO
dunbTpaumm.

JocTtynHble dunbTpbl Ans ¢annos:
e BepaukT no danny:
o besonacHbin
o BpegoHocHbIN
o [posepsieTca
e Pa3mep canna
o Ot
o [Ho
e WcTouHuk cbarina - dunbTpauusa no TMNy UCNONb3yeMOro NpoToKoma npu nepexesare
danna B ceTeBOM MOTOKE

o HTTP
o FTP
o ICAP
o MAIL - ncnonbsyeTcs oguH U3 NPOTOKOSIOB NMOYTOBOW UHTErpauum
o SMB
o DIR
o MANUAL
o ENDPOINT
e [lonyyatensb
e Ortnpasutennb

Mepexopn k pasgeny "CeTteBble coeamHeHusn"
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Mpun HaxaTnm Ha Ter UCTOYHMKA hannoB, ocylecTBnaeTcs nepexoq B pasgen "Certesble
coeiHeHua" ¢ aBToMaTMYeCcKon dhunbTpaunen no noToky, CBA3aHHOMY C nepefaden JaHHOro
danna.

Mepexoa k pasaeny "KomnbroTtepbl”
Mpn HaxaTum Ha umsa xocta B none McTovyHuk chamna, ocyllecTBnaeTcs nepexos B
pasgen "KomnboTepbl" ¢ aBToMaTuyeckon ounbTpaunen no BbidpaHHOMY KOMNbIOTEPY.

BoccraHoBneHue channos

[lnsa BoccTaHOBNEHUS hannoB U3 KapaHTMHA UCNOSb3ynTe KHOMKY BoccTtaHOBUTL nocne
BblAENEeHUs HYy>XHbIX (balnnoBs.

BoccTaHoBneHue npon3BoAMTCS MO OpUrMHanbHbIM MeTagaHHbIM. dain He nomellaeTcs
B Oernble Cn1cKu.

10.2.1.PyyHas 3arpyska annos Ansi noBegeH4Yeckoro aHanmsa

[loGaBneHune 3agayuv Ha aHanu3 annoB OOCTYMHO MO KHOMKe

Bce 3agaun no aHanudy OyoyT  Hanpsimyto  Hanpaensteeas B MDP.
CraTtyc aHanusa 1 oT4€Tbl JOCTYMNHbI Ha TOWM Xe CTpaHuue B pasgene "dannbl"

Monsa K 3anonHeHuio:

o Oannbl
BbiGpaTb havn ons 3arpysku.
e A3bIK

Bbi6epuTe a3bik OC ans noBegeH4YecKoro aHanmsa oobekTa.
o [laponb apxuBa
3apavite naporsb B cnyyae, ecnn o6bekToM SIBMSieTCA 3anaposieHHbIN apXuB.
MpumeyaHue:
Heob6xoamma mnHterpauus XDR ¢ MDP.

10.3. KomnbroTepsl

B paHHOM pasgene npeacTaBrieH CAMCOK  KOMMbIOTEPOB (XOCTOB), Ha KOTOPbIX
ycTaHoBneH unn 6bin yctaHoBneH EDR. Mo kaxagomy MK npegoctaBngaoTca obuime gaHHbIe no
cucteMe M ncnornb3yemMomy obopyooBaHUIO, a Takke anepThl B UbMX apTedhaktax ydactsoBan
panHbin K.

CnucoK KOMNbLITEPOB - O0LWKue cBegeHus

B cnncke npeacTtaeneHbl Bce koraa-nnbo nogxntodaswmecs MK k XDR.

O6Lwasg nHopmaumnsa no KOMMNbTEPaM:
e Bepcus - Bepcua EDR ycTaHoBneHHoro Ha MK
e Wmsa komnbroTepa - ceTeBoe / gomeHHoe ums MK
o [JowmeH - fomeH MK B Active Directory
o KomMmnanus - nogpasgenenue MK
e OnwucaHue - (ONUMOHarbHO)
o [lonb3oBartensb - NOCNeAHWI aBTOPM30BaHHbIN nonb3osaTens OC MK
e OC - ncnonbsyemasi Bepcusi onepawumoHHon cuctemsl MK
e |P-apgpec - nepBLIN agpec B cnucke ceteBbix agpecos MK
o [MocnegHsan akTUBHOCTDb - AaTa nocnegHen aktueHoctn EDR
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e AnepTbl - KONMYECTBO CBA3AHHbIX C AaHHbIM MK anepToB
UHdopmauusa o komnbloTepe
Mpn OTKpbITUM BbIGPAHHOIO KOMMbIOTEPA CUCTEMa NpPeaocTaBnsieT BCE AaHHble,
cobpaHHble O cucteme.
O KomnbloTepe
HocTynHas nHgpopmaums:
e Wmsa - ceteBoe / pomeHHoe nmsa MK
o [JowmeH - gomeH MK B Active Directory
e OnucaHue xocTa - (ONUMOHAasNbLHO)
e OC - nonHas Bepcusi NCNONb3yeMOon onepaLMoOHHON CUCTEMBI
e Cratyc - ON/OFF coctosiHue MK
o [lepBasi akTUBHOCTb - NepsbIn OTCTYK EDR B cuctemy XDR
o [locnegHsas akTUBHOCTDL - NOCNEAHNI 3ahnKCUPOBaHHbIN OTCTYK EDR
e MachinelD - ngeHtndukatop lNK B cucteme XDR. ®dopmumpyetcs EDR-om.

O6opynoBaHue
[ocTtynHas nHgpopmauus:

o [lpoueccop - MNofNHoe TexXHU4YecKoe HauMeHOBaHWEe WCNOSb3yeEMOro LEHTPanbHOro
npoueccopa

e BIOS - HaumeHoBaHue BIOS

e RAM - Konu4ecTBO onepaTMBHON NamMATU
Cetb
NHdopmauns o ceteBom obopyaosaHmm MK.
HocTtynHas nHdopmauus:

e MAC-agpec

e |P-agpec

o [lepBasi akTUBHOCTb - NepBasi ceTeBasd akTMBHOCTb UHTepdoenca, 3acmnkcupoBaHHasa ¢
MOMeHTa ycTaHoBkn EDR

o [locnepHsas aKTUBHOCTb - KpanHss ceTeBas aKTMBHOCTb NUHTepdenca,
3adMKCMpOBaHHasa ¢ MOMeHTa ycTaHoBKU EDR.

XpaHunuwe
[ocTtynHas vHdopMaums: npegocTtaBnsaeT gaHHble 06 yCTaHOBIEHHbLIX HAKOMUTENSX B
cucTeme.

Monb3oBaTenu
Cnncok aBTOpM30BaHHbIX, C MOMeHTa ycTaHoBkM EDR, nonb3oBaTenen.

HocTtynHas nHdgopmauus:

e WmsA nonb3oBatens - ceteBoe / AoMeHHoe ums MK

o [lepBas aKTMBHOCTL - MepBas ceTeBas aKTMBHOCTb UHTepdienca, 3adhukcupoBaHHasa ¢
MOMeHTa ycTaHoBkn EDR

o [locnepHsas aKTUBHOCTb - NOCIeaHsAs ceTeBas aKTUBHOCTb UHTepdenca,
3adMKCMpOBaHHasa ¢ MOMeHTa ycTaHOBKM EDR
Mpyn HaxaTum Ha CTPOKY C UHdopMaumen O nonb3oBaTernie OTKpPoeTcsa none

"MHdopmauusa o nornHax™:

e [arta
e Twn noruvHa - NOKanbHbIN UNW YOANEHHbIN NOTMUH

70



e [omeH - gomeH MK
o |IP agpec - nepBbii agpec B cnucke ceTeBbix agpecos MK

AnepTbl
MpeacTaBnsieT CnMcoK anepToB B YbMX cOObITUAX BcTpeyanca MachinelD ganHoro MMK.
(MonHocTb MaeHTMYeH oAHOUMEHHOMY pa3saeny "AnepTbl”)

YnpaBneHue Bepcusimu
[ns py4HOM 3arpy3kuM naketoB C HoBbiMM BepcusiMm EDR, HeobxoouMmo HaxaTb Ha
KHOMKY YnpaBrieHMe Bepcusimun. B nosismeLuemMcs nosne npukpenute cdans.

OGHoOBNEeHne KOMNbLITEPOB A0 HOBLIX Bepcun EDR
YT06bI OGHOBUTL KOMMNBIOTEPLI BPYYHYIO 4O HOBbIX Bepcuin XDR, Heobxoanmo BbibpaTb

OOWNH U HECKOJ1bKO KOMMbIOTEPOB, MNMocre 4Yero Bbl6paTb BEpPCUo obHOBNEHMS.

PuUnbTPLI

Mo «kHonke dunbTpa =pacnono>i<eHH0|7| B CTpoke noucka Beb-mHTepdenca
OTKpbIBAETCA MEHIO hunbTpauuu.

[ocTynHble punbTpbl 4NA KOMMLIOTEPOB:
e CraTtyc - ctatyc pabotel EDR Ha KomnbloTepe:

o Online
o Offline
e AKTyanbHble - aKTyasnbHble NOAKITYEHMNS
o [Ja
o Hert
e PaspsagHocTb cuctemsbl - paspsagHocts OC MK
o 32
o 64

10.4. CobbiTna EDR

Cuctema no3BonsieT Npon3BOANTb NMOUCK MO BCEM COBLITUAM, 3aduKkcpoBaHHbIM EDR.
CobbiTna hopmupytoTca B Tabnuuy, kKoTopas COCTOMT 3a CneayoLwmx nosen.

O6wasa nHdbopmauus

Tvn nons OnucaHue

[ata [aTa obHapyXeHus1 NepBOro anepTa

Nma pomeHa [omeH, ¢ koToporo npuwen anepT

Mma xocTta XOCT, C KOTOPOro BbIsIBMEH anepT

lNonb3oBaTtenb | Ima nonb3oBaTens B cucteme

Tun coObbiTuA Bo3moxHble BapmaHTbl cobbiTM NpuBeaeHbl B Tabnuue "Event type"
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Hetanu

MoapobHas nHpopmaumst 0 cobbITUSIX

Mogpo6bHasa nHcpopmaumsa No coobITUID
[Mpn HaXaTnm Ha CTPOKY OTKPOETCHA AONONHUTENbHAaA MHpopMaLmsa No cobbITuio:

Bo3MOXHble TUNbl COObLITUN

Mpun ocyLLecTBNEeHNN Noncka MOXHO BblbpaTb coObITUE onpeneneHHoro Tvna, 3agas B
NMOMCKOBOW CTPOKe crneayowmin sanpoc: Header.Type: "Ne", rae B kadectBe Ne ykasaTb oguH U3
BO3MOXHbIX TUMOB U3 criegyowen Tabnuupl.

Tunbl cobbiTu ¢ APM

Ne | Co6biTne OnucaHue

1 | ProcessCreate co3gaHue npouecca

2 | ProcessExit 3aBepLUeHue npoLecca

3 | ImagelLoad 3arpyska ncnonHsiemoro koga (image) B npouecc
BHYTPEHHEEe nepuoamdeckoe cobbiTne, nokasaTenb

4 | Heartbeat paboTocnocobHOCTM areHTa ¢ oTnpaBkor nHdopmauumn o
Windows cucteme, Ha KOTOPOW HaxoauUTCA OaHHbIA areHT
BHYTpPEHHee COObITMe LUenb KOTOPOro MPOTOSKHYTb

5 | Flush (rapaHTupoBaHO OTNpaBUTb) BCe Npeablgylime cobbiTus
Ha cepsep

6 | ThreadCreate co3faHue noToka

9 | FileCreate cosfaHue panna

10 | FileWrite Moandmkaumnsa cogepxmmoro danna

11 | FileRename nepenmMeHoBaHue danna

12 | FileDelete yaaneHve danna

13 | FileSetEa nameHeHune extended attributes danna

14 | FileSetBasiclnfo nameHeHne 6a3oBon MHdopMauun o cdanne

17 | FileSetLink co3faHue ccblfnku Ha dhann

18 | ProcessHandleCreate cosgaHue Windows handle Ha npouecc

19 | ProcessHandleDuplicate cosganue konum Windows handle Ha npouecc

20 | ThreadHandleCreate cosgaHue Windows handle Ha noTok (thread)
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Ne | Co6biTue OnucaHue
21 | ThreadHandleDuplicate cosgaHue konum Windows handle Ha noTok (thread)
cosgaHne Windows handle Ha pabounn cton Windows
22 | DesktopHandleCreate A P
(desktop)
. cosgaHne konum Windows handle Ha pabGouui cton
23 | DesktopHandleDuplicate : A P
Windows (desktop)
25 | NetConnection NetConnection
26 | NetDnsQuery nocelinka dns 3anpoca
27 | RegCreateKey cosfaHue Knioya peectpa
28 | RegDeleteKey yharneHue Kroya peectpa
29 | RegRenameKey nepenmMeHoBaHWe Krniova peecTtpa
30 | RegSetValueKey cosfaHne unu U3MeHeHue 3Ha4vYeHns Kniova peecTpa
31 | RegDeleteValueKey yhaneHue 3Ha4yeHns Kkniova peecrpa
32 | Shutdown coObITHe 0 3aBepLUEeHUN paboTbl CUCTEMDI
33 | AvFileDelete cobbiTne 06 yganeHun anna aHTUBNPYCOM
34 | SessionChange cobbiTne 06 nsameHeHun coctosaHus ceccum Windows
35 | LogonSessionNew cobblTne o cozgaHum HoBou logon ceccun Windows
cobbiTne 06 uameHeHum coctosiHus file-system volume
36 | VolumeChange . y
Windows (Hanpumep, mount/unmount)
. cobbiTe 06 un3MeHeHMn cocToaHua Pn cTponcTBa
37 | DeviceChange . . P yerp
(device) (arrival/removal)
cobblTe O HanuuMM HOBOrO Aamna sgpa Ha Aucke
38 | CrashDump A Ap A
(Bo3moxxHO 6611 BSOD)
. cobblTHEe O HanMMYMM HOBbIX MMEHOBAaHHbIX (rnobanbHbIX
39 | NamedObject ( )
events, mutex Ha cucreme
40 | ProcessExist cobbITe O HanuuMm npouecca, KOTopbli Obin 3anyLleH
paHbwe EDR
cobbiTe 0 3akpbiTun panna, cooTBeTCTBYeT Oonee
41 | FileClose paHHemy cobbiTnio FileCreate wnn FileWrite (MOoXxHO

cBa3aTb No EventHeader.ParentEventld)
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Ne | CobbiTHe

OnucaHue

42 | FILE_OPEN_BLOCKED

cobbITe O NonbITKE OTKPbITUSA 3abnoknpoBaHHoro darna

43 | REG_QUERY_VALUE_KEY

44 | REG_OPEN_KEY

45 | FILE_OPEN

cobbITe Ha OTKPbLITUE N YTeHME M3bpaHHbIX hannoe n
OVpeKTopui (perynsipkm)

46 | GET_FILE_INFO

cobbITHe Ha nonyyeHne MHopmaumm o ainne

47 | LOG

J10rn areHTta

48 | NET_PROCESS_PORT

cobbITEe O MOSIBNIEHUM B CUCTEME OTKPbITOro CeTeBoro

nopta (bind)

Bo3MoOXHbIe 3anpochl
B nouckoBon CTpoke MOXHO MCMONb30BaTb

yKasaHbl Homepa type id.

Tern paHHbix ¢ APM

cregytowme Tunbl 3anpocoB. B ckoGkax

Tun nonsa

OnucaHue

3azornosku

Header.Authenticationld

WoeHTudmkatop Bxoga (Logon id)

Header.BootTime

Bpewms c 3arpysku OC B 100 HaHOCeKyHOax

Header.DomainName

HaseaHue gomeHa

Header.Eventld

VoeHTudmkatop cobbltna B hopmaTe

Microsoft GUID

Header.HostName

Mms komnbloTepa

Header.ImageFileName

PacnonoxeHue danna, oTHocAWEMYCS K

coObITUIO

Header.Machineld

VoeHTudmkaTop mMallmHbl

Header.Processld

MoeHTudmnkatop npouecca

Header.ProcessUniqueld

uuib npouecca -
naeHTMdukaTop npouecca

YHUKanbHbIN

Header.Requestld

uuibD 3anpoca -
noeHTudpukaTop 3anpoca

YHUKaIbHbIN
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Twun nonsa

OnucaHue

Header.SenderlP

IP-agpec otnpasuTtens

Header.Sessionld

WpeHTndpukatop ceaHca CnyxObl
TepMMHANoOB 4115 CBA3aHHOro npouecca

Header.Sid

MoeHTudpukatop ©esonacHocTH
(yHVKanbHOEe  3Ha4YeHWe  nepemMeHHoMn
ANWHBI, MCNOSb3yeMoe B OMNepauMOHHbIX
cuctemax Windows gna naeHtndukaumm
yyacTHuKa 6e3onacHOCTM unu  rpynnbl
©e3onacHocTH)

Header.Threadld

WpoeHTngukaTop notoka

Header.ThreadUniqueld

uuiD noToka - YHUKaIbHbIN
naeHTudukaTop NOToKa

Header.Type

Twn cobbITuA

Header.UserName

Mms nonb3oBaTtens

lNonesHas Hagpy3Ka

Payload.AddressFamily

Tun nHtepHeT-agpeca (IPv4 unu IPv6)

Payload.Architecture

ApxuTekTypa npoueccopa (CPU): 86 - x86,
64 - x64

Payload.BootTime

Bpemsi ¢ 3arpy3kn OC B MunnmcekyHgax

Payload.ClientAddress (34)

Appec (IP) «knuenTta ypaneHHon RDP
ceccum

Payload.CommandLine (18)

Mcnonb3yemasa komaHaa

Payload.Component (47)

KoMnoHeHT, BbI3BaBLLUA ANarHOCTUYECKOE
cooOLLeHne

Payload.CpuNumber (47)

Konunyectso CPU

Payload.DataString (30)

3HauyeHue Krnoya peecTpa

Payload.DriverVersionVersion (4)

Bepcusa EDR areHTa

Payload.DstFileName (11)

KoHeuHoe pacnonoxeHue darna npu
nepenmMmeHoBaHuK

Payload.FileHash.Shal

SHA 1 - xew cpanna
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Twun nonsa

OnucaHue

Payload.Fileld

uuibD danna -
noeHTudukaTop danna

YHUKaNbHbIN

Payload.FileName

MyTb K cbanny (ero Ha3BaHue)

Payload.Function (47)

CuctemHas dYyHKUMS,
JuarHocTtmyeckoe cooOLLieHne

Bbl3BaBLUaA

Payload.ImageFileHash.Shal (1,3,40)

SHA 1 - xew danna, 3anycTuBLUEro
cnyxoéy

Payload.ImageFileName (1,3,6,18)

pacnonoxexHve dawnna, 3anycTuBLleMYy
cnyxoy

Payload.Irgl (47)

YpoBeHb 3anpoca npepbiBaHns

Payload.KeyName (27,28)

MyTb BETKM CO3OaBaeMoro, yaansemoro
nnbo n3MeHsIeMoro Kro4a peectpa

Payload.LocalAddress (25,26,48)

IP-agpec ceTeBoro uHTepdenca

Payload.LocalPort (25,26,48)

MopT

Payload.Message (47)

[unarHocTnyeckoe cooblLieHne

Payload.ObjectType (39)

Twun obbekTa, co3gasLero Mutex

Payload.ParentimageFileName (1,40)

PacnonoxeHne danna poauTenbCcKoro
npouecca

Payload.ParentProcessUniqueld (1,40)

UUID  poautenbckoro
YHUKanbHbIN
poANTENbCKOro npouecca

npouecca -
naeHTMgukaTop

Payload.Processld (1,2,6,18)

noeHTudukaTop npouecca

Payload.ProcessUniqueld (1,6,18)

UulID npouecca -
noeHTudukaTop npouecca

YHUKanbHbIN

Payload.Remote (6,34)

B coObiTmax no co3gaHuio noTtoka -
obosHavaeT, 4TO NOTOK ObIN co3gaH u3
Apyroro notoka. B cobbITvax no ceccusam
Windows - obo3HayaeT nokanbHasd aTo
UNWn yganeHHas ceccus

Payload.RemoteAddress (25,26)

IP-agpec MaLUWHbI, Ha
npoucxoaut obpalleHune

KOTOpYtO
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Twun nonsa

OnucaHue

Payload.RemoteHost (25,26)

HasBaHue yganeHHOW maluvHbl/ cepeepa,
Ha KoTopoe npoucxoanT obpalleHune

Payload.RemotePort (25,26) ggs;’_l_lem';a KOTOPEI npovicxoanT
HavanbHoe pacnonoxeHne  danna,

Payload.SrcFileName (11)

KOTOpO€E Mbl NepenmeHOoBbIBAEM.

Payload.SystemInfo.BiosInfo.BIOSVersion

nHgopmaums o Bepcum BIOS MK

Payload.SystemInfo.BiosInfo.Manufacturer

npoussoautens BIOS MK

Payload.SystemInfo.Cpulnfo.CpuList.Name

npoussoanTens MmaTepuHckon nnatbl MK

Payload.SystemInfo.Diskinfo.DiskList.DevicelD

MpoeHTnukaTop XXeCcTKoro gncka

Payload.Systeminfo.NetInfo.NetworkList.IPAddress

IP-agpec ceTeBoro agantepa

Payload.Systeminfo.NetInfo.NetworkList.Name

HasBaHue ceTeBoOro agantepa

Payload.Threadld

ID notoka

Payload.Timestamp

[aTa n Bpemsi cobbiTus

Payload.UserName

Mms nonb3oBaTtens

Payload.Value (30, 31)

HasBaHue kntova peectpa

Jlornuyeckoe acnonoxeHune asgena
Payload.VolumeName P Pash

XKEeCTKOro aucka

Mmsa komnaHun. Hanpumep, OO0 AO

company_name

«BYOAYLEE»

computer_name

Mms komnbroTepa

Tun cobbiTus. Bo3MOXHble BapuaHTbl

event_type cobbiTnii npuBedeHbl B Tabnuue "Event
typell
timestamp: MeTka BpemeHu

dunbTpaLMo MOXHO NPOBOANUTL C MOMOLLIbIO KHOMOK:

CnoxHble 3anpochbl

@ Q

Ons CbOpMI/IpOBaHMFI rMOKMX CNOXHbIX 3anpocoB UCMOJIb3YTCA norm4yeckne onepaunn:

e U
77




Mcnonb3ynte cumBonsl &&

e UK
Wcnonb3dynte cumsonsl ||
e HE

Mcnonb3ynte cumeonsl !
MoMUMO AaHHbIX OnepaHOoB, BO3MOXHO (hopMMpoBaTb 3anpochkl C MUCMOMNb30BaHUEM
lucene-cuHTakcuca.

BaxHble npumepbl hopMUpoOBaHUA CIOXHbLIX 3arMpocoB

OTpaxeHue cneunanbHbIX CAMBOJIOB

O6paTtuTte BHMMaHWe Ha Ucnosnb3yemble crneL CUMBOIbI NpyY (ooOpMMPOBaHMK 3anpocos!
Mcnonb3ynte onepang / ons nx oTpaxeHus.

Cnucok crneumanbHbIX CUMBOSIOB:

o &&
e
o |
. 0
. 0
. 1
. o
.\

pynnupoBKa n ucnonb3oBaHue onepanaos U, U1, HE
Ons dopmupoBaHua 3anpocoe ¢ onepaHgamun W, U, HE Heobxogmmo obGpauwiaTb
BHMMaHue Ha rpynnuMpoBKy Ballero 3anpoca. Beuay Toro 4to cucrema pasnuyaeT 3anpochl Tuna:
e marker: 3anpoc1 nnu 3anpoc2
B aaHHOM 3anpoce ByaeT ocyliecTBnéH nouck no marker-y co 3HadyeHnem "sanpoc1”, K
kKoTopomy Byaet gobasneH NoMcK CTPokM "3anpoc2".
e marker: (3anpoc1 unu 3anpoc2)
B gaHHOM 3anpoce 6yaeT ocyLiecTBnEH NOMCK No marker-y co 3HadeHveM "3anpoc1” nnm
"sanpoc2".

10.5. CeTeBble coeiHEHUA

B pesynbTtate aHanu3a Tpadwuka, nonydaemoro no SPAN ¢ nomouwbio mogynsa NTA,
CyLLeCTBYEeT BO3MOXHOCTb MOMYYUTb OMUCAHWE BCEX CETEBbIX CECCUN - (PYHKLMOHANBbHOCTb
Threat Hunting. B pasgene "CeteBble coeavHeHus" nNpuBeOEHO oOnucaHve U pesynbTaThbl
CKBO3HOrO NomcKa No pasnuyHbIM MHANKATOpaM aHanmampyemoro Tpaduka.

OO6Lme gaHHbIe

maBHOe OkHO WHTepdenca "CeTeBble coeanHeHusa" coaepxut B cebe cnepyroLlyro
nHpopmMaumio (cM. nsobpaxeHme CnmMcok ceTeBblX COEANHEHUN).

MHopmaumna o NoMCKOBOM CTPOKe codepXuTcs B pasgerne "YnpasreHue noucKoBbIMU
3anpocamn”.

O6wasga nHdopmauus no ceTeBbIM COEANHEHUSIM:
o Bpewms - TO4HOE Bpems MHMLMaLMM CECCUN NCTOYHUKOM;
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CeHcop - UMs ceHcopa, 3aaBaeMoe Mpu Co3aaHuu;

McTOoYHUK - nHMumaTop ceccuu,

MonyyvaTtens - nonyyartens ceccuu;

MpoTokon - npoTokon ypoBHA OSI, 33 MUCKMOYEHMEM MPUKNAZHOrO, UCMNOMb3yeEMbIA B
ceccuu;

Mony4eHo 6anT - KONMYECTBO BaNT NONYyYEHHbIX NOy4YaTeNnemM Ceccuu;

OTnpaBneHo 6anT - KONNMYECTBO OaNT OTNPABEHHbLIX MHALMATOPOM CECCUU;
MpoaoMmKUTEeNbHOCTb - NPOLOIPKUTENBHOCTL CECCUM;

CepBMuC - NPOTOKOSbI NPUKNAgHOIO YPOBHS (MPUIOXKEHUS / CEPBUCHI).

DeTanbHoOe onucaHue ceccum
[ns otobpaxeHus geTtanbHOW MHOpPMaLMM NO ONpederieHHONW ceccun, Heobxogumo

HaXaTb Ha Hee.

B 3aBncmMmocCTn OT NpuKnNagHoro NpoTokona ceccum nHgpopmaums B nosne "UHcgpopmaumsa

O ceTeBOM NogKnyYeHun" dygeT pasnuyHa.

MHudbopmauusa o ceTeBom nogkrtodeHun (npumep anst npotokona TCP):

McTouHuMK - nHpopmaumnsa o uHuummpytowem obopygosaHun. lNponssogutens, MAC-
agpec, IP-agpec (onuuoHasnbHo);

MonyuaTtenb - MHdOpMaUMs 0 NpuHUMatrowem obopyaosaHuun. MNponssoautens, MAC-
agpec, IP-agpec (onuuoHasnbHo);

CraTtyc - crtatyc ceccum kopoTko. [Npu HaBegeHunm Kypcopa Ha 3Hak i oTobpasnTtca
NOSIHOE ONUCaHMe COCTOSIHUS;

Hauano - BpemeHHasn MeTka MHULMaLnmM ceccuu;

BanTbl - cymmapHoe Konn4ecTBO NepeaaHHbix 6anT B 06e CTOPOHBI.

YUTtobbl NogenuTbCst NOfy4YeHHON MHOpMaumen O CETEBOM COeANHEHMN, HEOBXOANMO

<
HaXkaTb Ha KHOIKY . nocrie 4Yero ccblifika dyget ckonupoBaHa B 6ydep obmeHa.

Mone "CtaTtuctnka wucnonb3oBaHuA ¢yHKUMA" cogepxnt B cebe rpadumyeckyto

BU3yanusauuio ucnonb3yemblX QYHKUMA B npegenax oOOHOW ceccMM B MNPOUEHTHOM
COOTHOLLIEHUMN.

SECURITY - doyHKUMA 13 rpynnbl security, B JaHHOM crydae ucnonb3yeTca Ans
ayTeHTupmkaumm Ha MJIK

SETUP_COMMUNICATION - ycTaHOBKa coeMHEHUS npoToKona s7

ncnonbaytTcs B 50% COOTHOLLEHUN.

Mone "3anpocbl™ cogepxuT B cebe cnenyroLyo MHpopmaumio:

Bpems - faTa u BpeMsi OGHapyXeHUsi CoeaNHEHWS;
DyHKUMSA - DYHKUMSA, NpUcyLLast onpeaeneHHoMyY NpOoTOKONy;
HanpaeneHue - B JaHHOM Mone CTpenkamm ykasaHo HanpasneHue 3anpoca:
o ->3anpoc;
o <-OTBeT;
o <->3anpoc-oTBeT
B 3aBucumocTM OT Tuna coOOLieHUss B CETEBOM COEAUHEHWUM, WHdOopMauus

npegocTaBnseTcs Nnonb3oBaTento B TPEX OCHOBHbIX Grokax (B 3aBUCUMOCTU OT COEAUMHEHWS
HeKkoTopble BrIOKN MOryT OTCYyTCTBOBATb):

OO0LUue gaHHbIE;
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e 3aronoBku 3anpoca;
e 3aronioBku oTBeTa.

Mepexoa k pasgeny "®annb!"

Mpn HaxaTum Ha npuKpenneHHbin davn B none CBA3aHHble dannbl, Oyaet
ocylulecTBneH nepexog B pasgen "®amnbl". B gaHHom paspene OygeT cogepkartbes
MHGOpMaLMa O hanne, KOTopbIN NepedaH No 4aHHOMY MOTOKY.

MpoToKonbl
MpoTokonkl, cogepxawmecs B 6noke "CeteBon Tpacuk”

MpoTokon

OnucaHue

DNS

KOMMblOTEPHAsl pacnpedenéHHasl cuctema Ans nonyydeHuss uHdopMauum o
AoMeHax. ®unbTp NO3BOMSIET PACCMOTPETL BbISIBNIEHHbIE KOMMYyHMKaumm ¢ DNS
cepBepamu

FTP

MPOTOKOJ, C MOMOLLIbIO KOTOPOro OCYLLECTBNAETCA nepeaada ainos no ceTu

HTTP

NPOTOKON MPWUKNaZHOrO YPOBHS, NpedHas3HaYyeHHbI ANs peanusauun nepegayu
runepTekcTa Mexay pacnpenenéHHbIMU cucTeMamm

RDP

nponpueTapHbli  MPOTOKON  MPUKMAAHOITO  YPOBHS,  UCMONb3YWOLWMACA  AOns
obecneyveHuns yaaneHHo paboTel Nonb3oBaTens C CEPBEPOM, Ha KOTOPOM 3anyLLeH
CepBUC TePMUHArbHBLIX NOAKMYEHUI

SMB

ceTeBOW MPOTOKOST MPUKNAQHOrO YPOBHA ONdA yAaneHHOro goctyna K doannam,
npuHTEpPaM U OPYrMM CEeTEBbIM pecypcaMm, a Takke Ans MEeXMnpoLeCcCHOro
B3aMMOOENCTBUSA

SMTP

NPOCTOM NPOTOKON MNPWUKNAAHOro YPOBHS, NpedHasHayeHHbIn Ans  nepegayn
ANEKTPOHHONW  NOYTbl —  LUMPOKO  MCMOSMb3YyEMbIA  CETEBOMW NPOTOKON,
npegHasHaveHHbIN AN nepegayvn afekTpoHHOM noYTkl B cetax TCP/IP

SSH

CeTeBOW NMPOTOKOS NPUKIAAHOro YPOBHS, NO3BOSMAKOLWNA NPOM3BOANTL YOanéHHoe
yrnpaBneHne onepaunoHHON CUCTEMOM W TyHHenupoBaHue TCP-coeguHeHun
(Hanpumep, ansa nepegayv annos)

ICMP

CepBMCHbIVI NPOTOKOJT TPAHCNOPTHOIO YPOBHA, I'Ipe}J,Ha3Ha‘-IeHHbll7l ana AnarHoCTukn
ceTeBbIX yCTpOIZCTB

TCP

OOMH M3 OCHOBHbIX NPOTOKOSIOB TPaHCMOPTHOrO YPOBHS, NpPeaHa3HaYeHHbIN Ans
ynpaBneHusi nepeaaden AaHHbIX

UDP

NPOCTOW, OPUEHTUPOBAHHLIN Ha AenTarpaMmbl MPOTOKON TPAHCMOPTHOIO YPOBHS,
npefgHasHavYeHHbln Ans nepefadn AaHHbIXx 6e3  opraHv3aumm coeauHeHwus,
npegoctaensowmi  6bICTpoe, HO Heobs3aTeNbHO HaOeXHOe TPaHCMopTHoe
obcnyxuBaHme

MpoTokonbl, coaepxawmecs B 6510ke "TexXHONOrM4ecknm cermeHT"
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MpoTokon

OnucaHue

CIP

oOLWMA  MPOMBILMEHHBLIN  NPOTOKOS, MNO3BOMSAOWNA cOo3daBaTb  €4uHYIo
KOMMYHUKaLMOHHYO cucTemy B Macwtabax Kak OTAENbHOro
NpOM3BOACTBEHHOMO NPOLecca, Tak U NpeanpuaTus B Lienom. MaHayansHo Obin
npegctaeneH accoumaumen ODVA (Open DeviceNet Vendors Association)

DELTAV

NPOMBILUNEHHbIN  MPOTOKOM,  LUMPOKO  UCMOSb3yeMbld  MPOMBILLFIEHHbBIM
obopygoBaHnem aBTOMaTM3auMm MNpPou3BOACTBaA KoMnaHum Emerson ans
peanu3aumm KOMMyHuKauminm B cermeHte ACY TT1

DNP3

NPOMBILUNEHHbIA NPOTOKOS, MCMONMb3yeMbI ANA nepedadn LaHHbIX Mexay
komnoHeHTamn ACY TI1. PaspaboTtaH ans ygobGHOro B3aMMOAEnCcTBUS Mexay
pasnMyYHbIMU TUNAMKN YCTPOMCTB M CUCTEM ynpaBneHnsi. MoXeT NpuMeHATbLCA Ha
pasnuyHbIX YpoBHAX ACY TT1

IEC104

NPOMBILUSIEHHBLIA NPOTOKOM Mepefayy OaHHbIX, peannaylowmnin npuknagHon
ypoBeHb TCP/IP, WMpoKo Mcnonb3yemblii B TEXHONOMMYECKUX CETAX 00BHEKTOB
9NEKTPO3HEpreTMKn  Ons  OpraHuMsauMm  nepejayn  LaHHbIX  Mexay
pacrnpegenuTenbHbIMU YCTPOWCTBAMK, KOHTposnepamm TenemexaHuku, P3A,
ANCKY3 n APM onepaTtopa

MODBUS

OTKPbITbIA  KOMMYHWUKALUWOHHbIN NPOMBbILLIEHHBIN NPOTOKON AN MALUMHHOIO
B3aMMOOENCTBUS,, OCHOBAHHLIN Ha apxuTekType "Beaywmn — BegoMbln"
(master-slave). AsnseTca craHgapToM Ae-hakTo M NOAOepXKMBaeTCs MoYTH
BCEMW NPOM3BOANTENSIMU NPOMbILLIIEHHOTO 060pyAOBaHUSA

OPCDA

unbTp NO3BONAET PAaCCMOTPETL BbIIBNEHHLIE KOMMYHUKALMK C YCTPONCTBaMM
(MJIK, PCY, UMW, UIY), peann3oBaHHble B COOTBETCTBUM CO cTaHaapTom OPC
Data Access

OPCUA

dbunbTp nossonset paccMmoTpeTb BbISIBIIEHHbIE KOMMYHUKaL MK,
peanu3oBaHHble B cooTBeTCTBMM ¢ crieumndmkaumen OPC Unified Architecture

S7COMM

NPOMBILUNIEHHbIN  MPOTOKON, pas3paboTaHHbIi  koMMaHuen Siemens Aans
peanusaumm nepefadn LaHHbIX MEXAY KOHTposninepamMu asToMaTu3auumu,
YCTPOMCTBaMN MOMNEBOro YPOBHSA, NepudepunHbIMKU MOAYNSAMKU, cepBepamMu U
APM onepatopa co SCADA

S7COMMPIus

NPOMBbILLUSIEHHbIN NPOTOKOI, ABNAKOLLNACS passutnem S7COMM "
npeaHasHavYeHHbI Ans paboTbl HOBOrO MOKONEHWST YCTPOMCTB aBTomMaTnsaumm
Npon3BoACTBa KOMNaHUK Siemens

UMAS

NPOMBILUNEHHbIA  NPOTOKOM,  LUMPOKO  UCMOSb3yeMbIA  MPOMBbILLSIEHHBIM
obopyaoBaHneM aBTomaTmMsaumm npoussoactsa komnaHum Schneider Electric
Ons peanusaumm KoMMyHukauun B cermenTe ACY Tr1. YacTo ncnonbayetcs gns
obMeHa AaHHbIMM MO MOHTAXHOW LWMHE MeXQy NpPOLEeCcCOpPHbIM MoaynemM
KOHTponrepa aBToMatusaumm n mogynamu nepudepuu.
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Mone OnucaHue
type: TUN COeMHEHMS
ts: BpeMms co3faHus 3anpoca
duration: BpeMs oXuaaHusi 00paboTku 3anpoca
uid: naeHTMduKaTop coeamHeHNs
id.orig_h: oTnpaBuTenb
id.orig_p: NnopT OTrpaBnUTENS
id.resp_h: nonyyaTenb
Id.resp_p: nopT nony4atens
proto: Ha3BaHWe NpoToKona
sequence: naeHTndukaTop 3anpoc-oTeBeT
func: dYyHKUMS
bytes: konunyecTBo 6anToB Npu nepegaye

10.6. OT1yeTbl

Pasgen npepocrtaBnsieT AoCTyn K pesynbTataM (QOPMUPOBaHUSA OTYETOB MO foram
paboTbl CUCTEMBI.

B pasgen nonagalT OTYETHI, COOPMUPOBAHHbIE BO BCEX COMYTCTBYHOLLUMX pasgenax -
copepXawmux nHdpopmaumio o pabote cucTeEMBI.

K Takum pasgenam oTHOCATCS:

e Aneptbl
e [lncbma
e Gannbl

e KomnbloTepsl
e CobbiTnst EDR
o CeTeBble coegNHEHMNS
dopmmpoBaHMe OTYETOB BO3MOXHO ABYMSA cnocobamu:
1. Tpamoe cbopmupoBaHne OTYETOB U3 UHTEPECYIOLLErO pasagena
2. dopmupoBaHue OTYETOB Yepead pasgen "CoxpaHEHHbIE NOUCKK".

Mpsamoe chopmMupoBaHue oT4eToB

OnwucaHve

1. MNMonb3oBaTenb HaXOAUTCA B UHTepecyloLlem ero pasgene (Hanpumep, Aneptbl). OH
Xo4eT cpopMmpoBaThb OTYET MO CBOUM aneptam, B pamKax Kakoro-To Kputepus (amanasoH aat u
MOWCKOBbIV 3anpoc).
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2. MNMonb3oBaTenb onpeaensieT KpUTepuii: BolbMpaeT B KaneHaape AnanasoH BPEMEHN U
yCTaHaBnuBaeT MOUCKOBbIM 3anpoc. Hanpumep, oH BbIGUpaeT BeCcb nepuoa C Hadvana roga u
3anpoc ‘severity > 3.

3. MNonyyuB oT(pMNbTPOBaHHbIE anepTbl, NOMb3oBaTesNb MO0 BbIOUPAET KOHKPETHbIE
anepTbl, NM60 BbIOMpaeT BeCb MOMCKOBbLIM KPUTEPUI (@ HE TONbKO MNEpPBOM CTpaHuubl). Ha
naHenu MaccoBbIX OEWCTBMIK Yy Monb3oBaTens noaesngetca kHonka "CdopmupoBaTtb oTyeT" C
BblOOpoM chopmarTa:

e CSV;
e PDF.

4. HaxkaB KHOMKY, Nofib3oBaTerb nonyyaeT yBegomneHume: "3anpoc Ha reHepaumio ot4yeTa
oTnpaeneH. Mo roToBHOCTU OH ByaeT focTyneH B pasgene PaccnegoBanue -> Otyethl" / "The
report has been requested. It will be available in Investigation -> Reports section”

5. Ecnn nonb3oBatenk nepenaeT B pasgen PaccnegoBanue -> OTYeTbl, OH YBUAUT HOBYHO
CTPOYKY C 3agadven n ee ctatycom: Pending, Processing, Done

6. HasBaHue penopta coctaenate Tak: %KOMIMAHWA_Paspen_Havano_Koneu%,
Hanpumep, "Anbca_LlTaHr_alerts 2020-03-01_2020-06-01". Ecnu komnaHuenh B cKoyne
HeCKOmMbKO, MMsi KOMMaHuu nponyckaetca. Ecnn gnanasoH gat He BblibpaH, BMECTO Anana3oHa
BCTaBNATb BPEMS reHepaLumm oTyeTa.

7. o roToBHOCTM OTYETa NOMb3oBaTENb NOMYYUT CTaHAAPTHOE YBEAOMITEHME HA MOYTY O
FOTOBHOCTW 3anpoOLLEHHOro OTyeTa.

e [lpu HaxxaTum Ha kHonKy NMpoBepuTb KONU4YecTBO, OyaeT peanM3oBaH aBTOMaTUYECKUI
nogcuyer.

e [lpn HaxaTum Ha kHonky MepenTn K pesynbTaTam, OyaeT coBepLUeH aBTOMaTUYECKUI
nepexopn B pasgen Aneprbl.

10.7. KoHTponnepol

B gaHHOM paspgene coaepXutcsa MHgopmaumsi Mo MCMosb3yeMbiM NporpamMmmMmpyemMbimM
nornyecknm koHTponnepam (MJ1K) B nHppacTpykrype KnueHTa.

e WMmsA ceHcopa - Ha3BaHMe obopyaoBaHUS;

e MAC - MAC-agpec yctpovictaa (MJ1K);

e Benpop - MNMpoussoantens yctponctaa (MJIK);

e |P - IP-agpec yctpowcTtaa (MJ1K);

e Mogenb - Mogensb yctporictaa (MJ1K)

e Bepcusa - Bepcusi NpoLLMBKY, YCTAHOBMNEHHBLIN B AaHHbLIN MOMeEHT Ha ycTpoucTtee (MNJ1K);

o [locnegHee obHoBReHue - [NocnegHee BpeMsi 0GHapYKeHUS;

o [locrnegHasa KoHTponbHas cymma - [locrnenHee obBHapyXeHHasi KOHTpPOSibHasi cymma
nporpamMmmbl ynpasneHus, paspaboTtaHHbii Ha TIA Portal.
Mpwn HaxxaTum Ha CTPOKy ¢ uHTepecyowmm MJIK, oTkpoeTcs nogpobHasa nHdopmaumsa no

Hemy.

MaccuBHOe O6HapyxeHue
e Bpewms - Bpemsa obHapyxeHus;
e McxogHbi IP - MCTOYHMK, OT KOTOPOro npuLlen 3anpoc;
e Aptukyn - UgeHntudpmkatop yctpownctaa (Product ID);
e Mogenb - Mogenb yctponctsa (MJ1K);
e Bepcusa - Bepcusa npowmskn, obHapyxeHHbI Ha MJIK;
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KoHTponbHas cymma - KOHTpOsibHasa Cymma nporpammbl ynpaBneHusi, paspaboTaHHbIN Ha
TIA Portal.

HacTtpoikn aktuBHOro onpoca

Hparieep - BbIGOp npoTokona:

s7comm,;

s7commplus;

modbus;

umas.

Mpenog onpoca - uWHTepBan BpeMeHW, 4Yepe3 KOTopbii Heobxoaumo ornpaluvsaTb

YCTPOMNCTBO:

11.

10 MUHYT;
30 MUHyT;
1 vac;

4 yaca;

8 yacos;
24 vaca.

Pe3ynbTaTbl akTUBHOIO CKaHMPOBaHUA

[aHHble NYHKT NO3BONSIET OTCNEXNBATb UBMEHEHUSA O KOHTPOMepax B CETU:

Bpewms - Bpems oOHapyxeHus:;

NcxogHein IP - NICTOYHKMK, OT KOTOPOro NpuULLEN 3anpoc;

KoHTponbHasi cymma - KOHTpOsibHas Cymma nporpammbl ynpasneHusi, paspaboTaHHbIN Ha
TIA Portal.

HacTpoukn
B paHHoM nyHkTe onucaH wuHTepdenc XDR Console ¢ dyHkumMsamn no

afMVHUCTPMpOBaHMIO komnnekca. OCHOBHblE BO3MOXHbIE OENCTBUS NPU agMUHUCTPUPOBaHUN
XDR Console:

HacTtponka Bcex mogynen MXDR, nogknto4veHHbIX kK XDR Console
Mpn 3TOM WHGOPMaLMA NO HACTPOMKE KOHKPETHbIX MOoAynen npuBefeHa Ha
COOTBETCTBYIOLLMX CTPaHULax:

o Hactpovika mogynsa XDR

o Hactpovika mogyna NTA

o Hactporika mogyns Sensor Industrial

o Hactpowika mogyns MDP

o Hactpowika moaynsa EDR
Onpegenenne npuHagnexHoctTn mogynen MXDR kK ogHomn obuen cywHoctu KomnaHms
MNpenocTtasneHne nHdopmaummn o nonb3osarensax MXDR
OueHka CTaTUCTMKN NCMONb30BaHMA NULEH3MI NO Kaxxaomy u3 mogyrnen MXDR

11.1. YcTponcrtea

MMyHKT YeTponcTBa CnyxuT Ans npegoctaBneHns BO3MOXHOCTUM HacTpoOeK BCeX
koMmnoHeHToB MXDR nogknto4éHHbIX K XDR Console.

[ocTynHble KOMMOHEHTI:
NTA
Sensor Industrial
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MDP

XDR Console
Storage

EDR

BEP

Obuwue daHHbIe 1o ycmpoticmeam

[JocTynHble fgaHHbIE:

Bepcus - Bepcusa ycraHosneHHoro N0 komnoHeHTbl MXDR

Uma

Tun - onpegenseTcs TMNOM KOMMOHEHTbl MXDR

JInueHsusn - nuueH3ns, 3agaHHasa ncxoasa n3 Tuna KomrnoHeHTbel MXDR

[ata co3pgaHus - faTa co3gaHns HoBoM cylwHocTn B XDR

KoHew nuueH3un - fata OKOHYaHUA OeNCTBUS NULEH3UN

CBouncTBa - Tern onpeaensitowme akTuBupoBaHHbIE HACTPOMKM KOMMOHEHTbI MXDR

Qunbmpsbi
PUnNbTPLI TUNOB AaHHbIX

Mo kHoMKe chmnbTpa = B JIEBOM BEPXHEM Yriy BeO-MHTEpPdENca OTKPbIBAETCA MEHIO

dvnbTpaumn.

MapameTpbl CTaTyc 1 CBOMCTBA aAANTMBHbIE - BO3MOXEH BbIOOP HECKOSbKMX 3HAYEHNIA

B paMKax ogHoro napameTpa. [JocTynHble ounbTpbl:

Tun ycTtpoucrea

NTA

Sensor Industrial
MDP

XDR

Storage

EDR

BEP

0O 0O O 0 O O o

Cratyc
o HoBbinn
AKTMBEH
B apxuBe
BbikrntoueH
Mpobnembl ¢ NOAKNIOYEHNEM
Mpo6nembl ¢ NPOM3BOANTENBHOCTbLIO
o [lpobnemsbl ¢ nHTErpaunemn
CBoucTBa
o MDP - ykasbiBaeT Ha nHTerpaumio NTA ¢ MDP gnsa noBegeH4Yeckoro aHannaa
o SPAN:FILES - yka3biBaeT Ha nonbITKy ceHcopa Ha cbop darnnos ns SPAN ceccui
ANSA NoBeJeHYecKoro aHanmaa
o MAIL:SMTP - ykasbiBaeT Ha wuHTerpaumss NTA € MOYTOBbIM CepBEpPOM MO
npotokony SMTP

O O O O O
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o MAIL:SPAN - ykasbiBaeT Ha NonbITKy CeHcopa Ha cOop NOYTOBBLIX COOBLLEHNU U3
SPAN ceccui
o MAIL - yka3biBaeT Ha BKIMOYEHHbIA aHann3 noyToBbix coobuleHnii B NTA
o KomnaHusa
®dunbTpyeT yCTponCcTBa NO NPUBA3KE K BbIBPAHHBIM KOMMaHUSIM.

Ctpoka noucka
®dunbTp NO3BONAET NPOM3BOAUTL MOMCK MO YACTbIM MOSISIM B ONMCaHMN YCTPOWCTB.

11.1.1. Jo6aBnTb yCTPONCTBO
[ns permctpaumm HOBOro YCTPONCTBA HaXXMUTE KHOMNKY Jl106aBUTb YyCTPOMUCTBO
e Twn ycTponcTsa
Onpegensier Tnn peructpupyemoro yctponctea (NTA /Sensor Industrial/ MDP/
BEP).
e JlnueHsuns
JocTynHble nuueH3un 3aBuUCAT OT BblbpaHHOro Tuna yctponctea. OT Tuna
NULEH3UN 3aBUCUT NPOU3BOANTESNIBHOCTbL 3aperncTpmpoBaHHOro yCTPONCTBa.
e Wmsa ycTponctea
o (CBsa3aHHOE xene30(onuuoHarbHO)
Ce4asbiBaeT UID ¢ yCTpONCTBOM U3 TEX, YTO eLlé He 3apernctpmpoBaHbl Ha XDR.
o KomnaHus
Onpegensetr MapknMpoBKy BCEX COObITUA OT AaHHOrO YCTPOWCTBA K BbiOpaHHOM
koMnaHuu. No3BonseT pasrpaHNyYMBaTh BbISBIIEHHbIE COObLITUS B pa3pe3e HEeCKOMbKUX
WMHCTanNNAUnn yCTPOWCTB, 3apermcTpMpoBaHHbiX Ha ogHoM XDR Console. (CmoTpu Takke
pasaensl "MoapasgeneHuns” n "pynnmpoBka cobbiTuin No nogpasaeneHnsm")
e KommeHTapuin

Mpn HaxatTum Ha kHonky CoszpgaTb YCTPOWMCTBO OMArioroBOE OKHO  MPeaAnoxuT
BBECTW Macmep naposib ANs NofnyvYeHus yHukanbHoro maeHtudukatopa (UID) cosgasaemoro
ycTpoucTtea (puc.9.1.1.2)

3anpocutb NMNognucanue nognucsisaet UID HOBOro ycTponcTBa mactep-naponem.

Taknm obpasom nocne co3gaHus YCTponctBa B UHTepdence XDR cTaHOBUTCH
AOCTYMHbIM PS4 HAcTPOeK M napameTpoB HOBOW CYLLUHOCTW. [MaBHbIM napamMeTpoM sBfsieTcs
UUID (uwnu Homep nuuensuun). UUID ncnonb3yetca Ang aktnBauum HOBOrO YCTPOWCTBA U €ro
CUHXpOHM3aumMm ¢ XDR. OcTanbHble HaCTpOWKM U NapamMeTpbl  OMUCbIBAKOTCA B
pasgene PedakmupogaHusi HacmpoeK COOTBETCTBYIOLLLErO MOAYNA.

Mpwn perncrpaumMm HOBOro yCcTponcTea HeObXoAMMO pasnuyaTtbh co3daHue yCTPpoMCTBa U
"akTuBauma u nogknoyeHune" kK XDR:

e CosgaHvne ycTponctBa — 3TO MpPOLECC CO34aHMS HOBOW CYLLHOCTM BHYTpU web-
nHTepenca XDR, a Takke nognucanumsa UID mactep-naponem
e AkTMBaumMsg n nofgkroyeHue yctponctea kK XDR — 3TO npouecc HacTpPOWKM Ha

NTA/Sensor Industrial/ BEP/ MDP - ero aktuBauun n nogkniodeHuns kK XDR.
Ccbinku Ha aktuBaumto no nonydeHHomy UID:
e AKTMBauUWs ceHcopa U CcUHXpoHU3auus ¢ XDR.

11.2. KomnaHuu
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XDR Console gaét Bo3MOXHOCTb CO34aBaTb HECKOSbKO KOMMaHWW B paspese
OLHOW WHCTanNNAUuW, 4YTO MO3BONSET pas3rpaHMuMBaTb [AOCTYMNHbIE [aHHble cpeaun
nonb3oBaTenen, a Takke peanm3oBbliBaTb 6onee CNoXxHble nepapxnieckmne CTPyKTypHbIe
pasrpaHuveHust npae goctyna. Bce nogknioudaemble mogynm (NTA/Sensor Industrial/
BEP/ MDP, EDR) cooTHOCATCA C CYyLHOCTbIO KOMNaHusi U3 4ucria co3faHHbIX B
HacToswem pasgene. Takum obpasom, Bce cobbiTus, opmmpyemblie AaHHbIMU
moaynsmu, 6yayT pasrpaHuvyeHbl Mo AOCTYny B COOTBETCTBUWM C NPUHAANEXHOCTHIO
moaynsa kK Komnarduu. Takke B paspese CO34aHHOW KOMMaHWW MOXET CyLlecTBOBaTb
MHOXecTBO [logpaspgeneHnin. Kaxpoe nogpasgeneHne peanu3yeT BO3MOXHOCTb
nepapxmyeckoro pasgeneHvs AdaHHbIX BHYTPU ofHoW  komnaHuv. [logpobGHee
cMm. MNMoagpasgeneHns

OOLWKMM cCNUCOK KOMNaHUn
MpenocTaBnsieT CrNMCoK KOMMNaHWIA C ONMCaHNEM OBLLMX AaHHbIX MO HUM.

[ocTynHbl cnegyowime gaHHbIe:
ma komnaHum
MeHemxepbl - CINCOK Norb3oBaTenemn ¢ porblo MeHeaKep
YcTponctBa - KONMMYECTBO MPUKPEMMEHHOIO K OaHHOM KoMnaHum obopygoBaHus C
pasgeneHnem no Tmnam
[aTa cosgaHusa - gata co3gaHns KomnaHum
lNonb3oBaTenu - KONMYECTBO CO34aHHbIX NONb3oBaTenen
MNoapasgenexHns - KONWMYecTBO NoapasaeneHnin KomnaHum

UHdopmauua o kKomnaHum
Mpun BbIGOPE KOMMNAHMM AOCTYMNHOW B CMIMCKE OTKPbIBAETCH NOfHasi nHdopmauuns
0 KomnaHuu. B neBom BepxHem yrny 6yget otobpaxaTbCa 3agaHHbI NpU Co3gaHun

KOMMaHuu noroTun. Obwue AaHHble MO>XHO oTpeaakTupoBaTb no
W3MEHUTDb
KHOMKe B NPaBOM BEPXHEM YrIy.
Yctponctea

MpenocTaBnseT CNMCOK YCTPOMCTB, MNPUBHA3AHHBLIX K BbIOPAHHOM KOMMaHWUW.
KpaTkasa nHgpopmauus:
HasBaHue - umsa ycTponcTsa
Tun - TN komnoHeHTbl cuctembl (NTA/Sensor Industrial/ BEP/ MDP)
UUID - ngeHtndumkatop Kno4a aktmeaumm
lMocreaHss akTUBHOCTb - KpanHASA AaTa akTUBHOCTU CUCTEMDbI

Monb3oBartenu

Cnucok nonb3oBaTenen, MpuBA3aHHbIX K KoMnaHuu. MmeeTcss BO3MOXHOCTb
yOaneHus nonb3oBaTtenien Mo KWKy Ha KHOMKY YyAaneHus B MNpaBOM Kpakw CTPOKM
nons3oBatend. [NpegocraBndaeTca creyroLwas UHopmaLms No Nonb3oBaTensam:
Mmsa - uma nonb3oBaTens B cUCTEME
Pornb - npncBoeHHasi nonb3oBaTento porb
lNocneaHsst akTUBHOCTL - KpanHAs gaTta akTUBHOCTM NoNnb3oBaTens

Jo6aBneHne HOBOW KOMMNaHUn
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v
ﬂ,J'IFI ,D,O6aBJ'IeHVIFI HOBOU KOMNAaHUN HAXXMUTE Ha KHOMKY

1 3anonHuTe cnegyowme nons:

e /msa komnaHum - yHMKanbHOe Ha3BaHWe KoMnaHmMK B pamkax XDR (none obsa3atensHoe K
3anosHeHuIo)

e A3bIK - BbIOEpETE A3bIK MHTEPGENCA MO YMOMYaHUIO

e YacoBou nosic - 3aganTte 4acoBOW NOAC NO YMOMYaHUIO

e JlorotTun - MMeeTca BO3MOXHOCTb 3adaTb HecTaHOapTHbIM foroTun komnaHwun (byaoet
oTobOpaxaTbCA B NPAaBOM BEPXHEM Yriy)

ApXuBMpOBaHMe KOMNaHUU
[na apxvBMpoOBaHMS KOMMaHWM BblbepuTe €€ B CMMCKE KOMMNaHWW, packpownTe

APXVUBWPOBATb
nonHoe onncaHne N HaAXXMnUTe KHOMKy

PuUnbTPLI
PuUnbTPLI TUNOB

Mo «kHonke dunbTpa
OTKpbIBAETCHA MEHIO PUNbTPaLMK.
[ocTtynHble dunbTpbl KOMAAHWUN:
e CocTOsiHMe KOMNaHUM - BbIOOP KOMMaHUIN B COCTOSIHUMN:
o AKTUBHblE - OTOOpaXaTb TONbKO aKTUBHbIE
o ApxuBHble - OTOBpaxaTb TONbKO apXMBHbIE
o [lycTo - oTo6paxaTb NOMHbIA CINCOK KOMMNAHNN
e Wma komnaHum
e Wma nonb3oBatens
o KomnaHum / MogpaspeneHun

B INEBOM BepxHeEM yrny Beb-mHTepdelnca

PunbTpLI AaT U TEKCTa
B BepxHen 4yacTu cnucka KOMMnaHwin AOCTyMHa CTPOKa Moucka Mo COAEKaHUIo
nornew ¢ AONONHUTENbHLIMU TEraMu.

11.3. [NMonb3oBaTenu

[laHHaa cTpaHuua cooepXUT MHAOPMaLMIO O MONb30BaTENSX, 3apPErMCTPUPOBaHHLIX B
cucteme MXDR, a Takke nossondaeTt 4obaBnsaTb/yaanaTe Nofb3oBaTenien  BHOCUTb N3MEHEHMS
B npodounn.

B cnucke nonb3oBaTenen npeacraBneHa obwasa nHdopmaumsa no kaxagon sanucu. Mo
Ka)xgoMy nornb3oBaTento 4OCTYNHa NonHas MHpopmMmaums (CM. pasgenbl HUXe).

MonHasa nHcgopmaumsa No NonbL3oBaTesnto

UHdopmauumsa o nonb3oBaTtesne
e  Uwmsa - Umsa n dammnusa nonb3oBaTens.
e Ponu - dyHKuMA Ona onpedeneHus npas OCTyna K pecypcamMm U ynpaBrneHnd 3TUMm
A0CTYMOM.
o Owner - co3gaTenb npoekTa. Nonb3oBaTtens MMeET NpaBa Ha BbIMOMHEHME NHOObIX
AENCTBMIN (NPOCMOTP CNMCKa NOMb3oBaTenen; 3aBegeHne HOBbIX Nofb3oBaTenen;
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pefjakTupoBaHne UWHopMaumm O nonb3oBaTensx, B T.M. ydaneHue
nonb3oBartenen).

o Admin - npuBMNerMpoBaHHbIA MNOMb30BaTENb, UMEKLINA NpaBa Ha NPOCMOTP
CNUcKa nosib3oBaTenen ToNbKO TeX KOMMAaHWIN, K KOTOPbIM OH NpuBA3aH. A Takke
obnapgaeT npaBamMy Ha BbINOMHEHWE NOObIX AENCTBUA MO OTHOLUEHUO K
nonb3oBartenam 6onee cnabon ponu, BKAYaOWMX N3MEHEHNE NpaB 4OCTyna K
npoaykty MXDR, peructpaumio u yganeHue nonb3oBatenen. B ogHom
opraHmsaumm MoxeT ObITb HECKONbKO aAMUHNCTPaATOPOB.

o CERT - aHanutuk, obnagaeTt npaBamMmn NPOCMOTpa CrMcKka BCeEX NONb3oBaTENEN.
[na nonb3oBatenen 6onee cnabon ponn MMeeT BO3MOXHOCTb 3aBefeHMs HOBbIX
nonb3oBarernen, penakTMpoBaHust MHpopmMauuu, a Takke
yoaneHus nonb3oBaTenemn.

o Analyst - aHanUTUK N0 pearMpoBaHMIoO U MOHUTOPUHTY Ha MHUMAEHTHI B Npeaenax
3aKpenneHHon 3a HMM KomnaHuun. [OCTynHbl OEeWCTBUA MO U3MEHEHWUIO
NMHpopMaLmK, 3aBe4EHMIO U yOaneHunIo nonb3oBaTtenen bonee crnabon ponu.

o User - nonb3oBaTtenb cuctembl MXDR, obnagawowuin npaBamu AocTyna
CTaHgapTHoro nonb3oBatens. EmMy poctynHbl: [laHens ynpasneHus, Anepmsi,
PaccrnedosaHue.

o Manager - meeT MUHUMarbHble NpaBa [ocTyna: [laHesb yapasneHus, Anepmel.
Mouta - email-agpec nonb3oBartensd. Mcnonb3yeTca Kak NOMMH Npu ayTeHTUdUKaLUK.
HaHHbin agpec OygeT ncnonb3oBatbesa ana onoseweHnn ot SOC AO «bYAYLWEE» no
WHUMOEHTaM Npu Hanuduu noggepxku 24/7. A tarke byget ucnonb3oBartbca XDR-om
AN aBTOMaTUYECKOWN paccCbifikv COOOLLEHN O cTaTycax anepTos.

KomnaHum - npnHaanexHocTb Nonb3oBaTenst K KOMnaHum
lNocnegHsss aKTMBHOCTb - NPEACTaBrfeHbl  KpaWHWe  3anucu  akTUMBHOCTU U3
nyHkTa UcTopumsa cobbITUN.

KomnaHum
HanmeHoBaHue opraHusaumm, K KOTOPOW OTHOCUTCA nonb3oBaTtenb. KomnaHus

onpegensieT obnactb BUAMMOCTU MHGOPMaUUM ANa akkayHTa. [ononHutenbHas nHdopmMaums
coaepxutcs B pasgene KomnaHuu.

Uctopuna cobbitum
[aHHbIN Moayb NO3BONSET BECTM NTOrMPOBaHNE AENCTBUIA NONb30BaTeNs.

Jo6aButb nonb3oBartens
Ona pobaeneHns HoBoro nonb3oBatens B cuctemy MXDR HeoGxoaMMo npoBecTu

pernctpaumto. lNMonb3oBaTtento ¢ ponbto admin munu owner TpebyeTca 3anTm Ha CTpaHuLy
"HacTtponkn" n Haxatb Ha "[dobaBuTb nonb3oBatens". Cnegywowme nonsg obssaTenbHbl K
3anonHenuto: Nma, damunng, MNaponb, NoeTop napons, Komnanus, MNMovta, A3bik MHTEpdenca,
Yacoson nosic n Ponb. MNona HeobasaTenbHble K 3anonHeHuto: TenedoH, benbin cnucok IP 1
YBegomneHus.

Benbin cnucok IP - B kayecTBe 6onee BbICOKOro ypoBHA 6€30MacHOCTU y4EeTHOM 3anuci,
pekomeHayetca gobasneHue Genoro cnucka |IP agpecoB. [daHHbIA CAMCOK MO3BOMMUT
obecneynTb AOCTYN K y4ETHOW 3anucu TONMbKO MO npeactaBneHHblM IP agpecam, ang
3TOro Heobxoammo ykasaTb oauH IP agpec unu ero guanasoH.
YBegoMIeHMS - UCNOMb3yeTcs ABa TMna yBEAOMITEHWIA:
o [loyta - onoBelleHMe nonb3oBaTens O co3gaHHOM TukeTe B cucteme MXDR.
Mcnonb3yeTcst noyTa n3 COOTBETCTBYHOLLEro pasgena
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o TenedoH - Npu NPOUCLLECTBUN KPUTUYECKUX MHUMAEHTOB crneynanuctsl SOC AO
«BYAYLWEE» oononHUTensHO ONoBeCTAT Nonb3oBaTesis TeNnedOHHbIM 3BOHKOM.

YpaneHve nonb3oBaTtens

[na obecneveHns Gonee BbICOKOro YpOBHSA 6E30MacHOCTU apXUTEKTYpPbl KIIMEHTa, Mpu
yaaneHuu nonb3oBaTtens yyeTHasa 3anvcb apxvBUpyeTcd. TeM caMbiM BCe BHECEHHbIe 3anucu,
HaCTPOWKKN coxpaHsaoTcs. [ns yganeHus nonb3oBatensd Heobxoammo BblOpaTh YYETHYHO 3anmch
N HaxkaTtb "Ypganutb".

PunbTpLI
[ns dounbTpauuun gaHHbIX Ha cTpaHuue "Mone3oBaTenun" cywectsyeT Tpu unbTpa:

e Ponb nonb3oBaTens - N03BonseT COPTMPOBATbL MHPOPMALMIO O NMOMb3oBaTeENAX UCX0Os
13 BbIGpaHHOM ponu.

e CocTosiHMe nonb3oBaTens - CoOpTUpoBaHUe MHAopMaLMn 06 akTUBHbBIX UNW yaaneHHbIX

rnonb3oBaTensix.

e KomnaHus - no3sonsieT punbTpoBaTh Nonb3oBaTenen, OTHOCALLMXCS K onpeaeneHHON
KOMMNaHuu.
Ponb nonb3oBatens:

e oOwner

e admin

e analyst

e user

e manager

e cert

CocTosiHMe nonb3oBartens:
e apXMBHblE
e aKTUBHblEe
Hanpumep, gaHHbIn unbTp No3BONSET BbiOpaTb TONBbKO aKTUBHBLIX MOfb30BaTENENn C
ponbio AOMUHUCTPaTOopa.

PunbTPLI AaT U TEKCTa
B BepxHen yactu cnmcka KoMnaHuin OCTyrnHa CTpokKa Nnoucka no Coaep)XaHuto nosien ¢
AOMOMHUTENbHBIMU TEramu.

11.4. JInueHsun

B paspene "lluueHann" nocne nona "YnpaBneHue MOWUCKOBLIMM  3anpocamu’
npeacTaBneHa CTaTUCTUKa WCMONb30BaHMSA JNULUEH3WUIA MO KaXOoMy W3 NPOAYKTOB peLLeHUs
MXDR.

lpumeyaHue:
3a kaxdbiM ycmpolUcmeoM 3akpernsieH CepuliHbili HOMeEp, rpu 3MOM JIUUEH3UU
ebl0aromcs Ha [10.

Hwxe npepoctaBnsetcsa cnucok Bcex UUID (yCcTpoMCTB U MCNOMb3yeMblX NULEH3NN),
CO3aHHbIX C MOMeHTa akTusauum XDR.

[aHHbIe NO NMUEeH3nsaM
Mo kaxxgowm NUueH3nMn OCTyNHa creaytowas MHopMaLums:
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e CepuiHbIN HOMEp
UUID nuueHsuun. McnonbayeTcs ans pernctpaunmn 1 CUHXpPOHU3aunn HOBbIX YCTPOUCTB U
MO (B cnyyae EDR) ¢ XDR.
e YcTpoucteo
Nms 3agaHHOE npu co3gaHnm HOBOTO YCTPOWMCTBA.
e WNmsa nnueH3nn
Twn nuMueH3nn. 3aBUCUT OT TUNa yCTPOMCTBA.
e Cratyc
o Reserved - nwuueH3usa cosgaHa, nognucaHa. [lo Hen 3apernMcTpupoBaHO
yCcTponcTBo. JlnueHsuns ncnonb3yetcs B paboTte
o Signed - nuueHsusa cosgaHa (noanucaHa), Ho ewé He wucnonb3yetcd. [Mo
Hen BO3MOXHO 3aperncTpmpoBaTb HOBOe yCTponcTeo Ha XDR
o Revoked - nuueHsausa oto3BaHa. CBs3aHHOE C HeW YCTPOMCTBO OTCOEAMHEHO
oT XDR 6€e3 BO3MOXHOCTW ganbHenwen paboTbl
o Requested - 3anpoc Ha OT3bIB NIMLEH3MM CO CTOPOHbI NOAKIMIOYEHHbBIX YCTPONCTB.
YcTponctso 6yaet paboTaTth A0 TeX MoOp, Noka NuueHsns He ByaeT oTo3BaHa -
nepengéT B craTyc revoked
o Removed - nuueH3ns yaaneHa
e [MoanucaH
[ata Bbinycka nuueH3nm Ha XDR
o [locnegHee nameHeHue
[ata nocnegHero namMeHeHus ctaTyca nuueH3us.

Mpy HaxaTUM Ha KOHKPETHOE YCTPOWMCTBA B CMMCKE BblAaHHbLIX JIMLEH3UN OTKPOETCS
NMHopmaLmsi, oTobpaxaroLlasi:
e Tuvn AWMUEH3UN - TUN NIULEH3NN, NCNONB3YEMOW ANA JaHHOIo YCTPOMCTBA;
e [laTa OKOHYaHMM - aTa UCTEYEHUSI CPOKa AEUCTBUS NMNLEH3NN
U3meHeHne cTaTyca nuueH3umn
[ns nameHeHus ctatyca nuueH3nmm Heobxoanmo BelbpaTb CEPUIMHBLIN HOMEP YCTPOMNCTBA,
N3 umetouleroca cnmucka. [Onst 3Toro Heob6xoaAMMO BbIAENUTL 3NIEMEHT, PACMNOSIOKEHHLIN CrieBa
OT CEPUNHOro HOMepa YCTponCTBa.
Mpn BbIGOPE OOHOIO UMM HECKOJSIBbKMX YCTPOWCTB MOSIBNSAETCS BO3MOXHOCTb U3MEHUTb
cTaTyc NnueH3un, kotopas byageT oTobpakeHa B BEPXHEM NPaBOM Yrily OkHa MHTepdenca XDR:
e [oanucaTtb
MognucaTb  3apes3epBMPOBAHHYD  NuUEeH3uto. [JocTynHo  And  JIMUEH3uMW  co
cratycom Requested.
e OrToO3BaTh
Oto3BaTb NOAMMCAHHYIO NMLEH3MIO. YCTPOWCTBO, 3aperncrpupoeaHHoe Ha XDR no
AaHHON nuueH3nun, ByageT oTCOeanHEHO.
o CHATHe pe3epBUpOBaHUS
CHATb NNUEH3NI0 C pe3epBnpoBaHuS.
e Ypanutb
YaanuTb 3anpoc Ha nuueHsuio. [JocTynHo Ansg nuueHsunin co ctatycom Requested.

PunbTpbI

Mo KHoMnKe punbTpa B CTPOKE MoncKa OTKpbIBAaeTCA MEHIO (hunbTpauni.
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[locTynHble punbTpbI:

e Crartyc
o Requested
o Signed
o Reserved
o Revoked
o Removed

PunbTpLI AaT U TEKCTa
B BepxHen yacTtn cnmcka KomnaHun OCTYMNHa CTPOKa NoMcKa Nno cofepXaHuto Nonemn.

11.4.1. YnpaBneHue nuueH3MamMmmn nog4ymMHEHHbIX YCTPOWUCTB

B nyHkTe "lluueH3snn" Bbl cmMoxXeTe yBUOETb BbldaHHble BamM nuUeH3nn Ha pasfnnyHble
TUMbl YCTPONCTB, a Takke CTaTUCTUKY MO UX UCNOSTb30BAHNIO CPOKaM OKOHYaHUS.

Tak, Hanpumep, Yy KnueHTa ans Mcnonb30BaHUSA UMEHTCS B pacrnopsiKeHUM:

NTA_250 - 10 nuueHs3ni;

NTA_1000 - 10 nuueH3nn, ogHa 13 KoTopbiX MCNOMb30BaHa;

MDP_STANDARD - 5 nuueHsuni;

MDP_ENTERPRISE - 5 nuueH3unin, ogHa U3 KOTOPbIX TakKe MCNosib30BaHa.

UTtoObl BOCNOSb30BATLCS OCTABLUMMUCS B HANU4YUKU NIMLEH3MSAMU, HEOOX0OUMO NepenTu
B pasgen "YcTpowctea" n nob6aBuTb YCTPOMCTBO

B nosiBuBLLENCS dhopMe HEOOXOOMMO 3aMNONHUTL MO, MOMEYEHHbIE *.

B none JlnueHsum B Bbinagawwem cnucke OyayT npeactaBneHbl OOCTYMHblE Ans
BbIGPaAHHOro TMNa yCTPOMCTBA NULEH3UN.

Hanpumep, kak nsobpaxeHo Ha - NTA_1000.

B lNone daTa OKOH4YaHUA NULEH3UU YKa3blBaeTCs CPOK AENCTBUSA NULLEH3UKU, KOTOPbIN
He MOXeT npeBbiaTh AaTy OKOHYaHMA nuueH3nm XDR.

[lna coxpaHeHuss HacTpoek Heobxoammo BBecTu PKI, npucBoeHHbIn XDR, ¢ koToporo
BbIMOMHSIIOTCA HACTPOWKM

NMocne coxpaHeHWst HacTpoek AaHHas nuueHsua OyaeT OocTynHa Ans akTuBauuu Ha
YCTPOWCTBE, AN KOTOPOro cosgasanachb nuvueHsuns (Hanpumep, ana NTA_1000), npu atom
cyeTyuk ncnonbdyembix nuueHsmn NTA_1000 ysBenunuuntca Ha 1

MpoaneHne cpoka eNCTBUA NULIEH3UN

Ecnn Bam HeobGxoaumo npoannTb nuueHsno Ha XDR 1 0gHO (M HECKOMBKO) YCTPOWCTB,
Bam Heobxoanmo obpatuthes B cry0y nogaepxkn AO «BYOYLWEE» ans npoaneHns nuueH3um
XDR.

BaxHo:

Cnyx6a noddepxku AO «BYAYUEE» npodneeaem nuuyeHsuro mosnbko Ha XDR.
JluyeH3uu Ha ocmanbHble ycmpolucmea KnueHm  npuceausaem u  npodrnesaem
camMocmosimesibHo.

BaxHo:
Cnedyem 3amemumsb, 4mo ripodrneeamb UUEH3U Oris MoOYUHEHHbIX ycmpolcms
MOXHO Ha CPOK, He ripesblwarowuli damy oKoH4YaHus nuyeHsuu XDR.
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N3meHeHne TMna nuueH3nmn
Ecnn Bam noTtpeGoBanocb WM3MeHUTb Tun nuueH3un, Hanpumep, ¢ NTA 1000 Ha

NTA 250, To Bam He obxogumo 3antm B pasgen "lluueHsmn" n B Cnucke MCNonb3yeMbiX
nuueH3nn BblbpaTb Ty, KOTOPYIO HEOOXOANMO N3MEHUTD

Haxxmnte Ha KHOMKY penakTnpoBaHuaA n B none Tun nuueH3uun Bbl6epI/ITe

poctynHyto. (Hanpumep, NTA_250).

[na coxpaHeHusi HacTpoek Heobxoaumo BeecT PKI XDR, ¢ KOTOPOro BbIMOSHSIHOTCS

HaCTPOWKN.

12.

PenaktuposaHune HacTpoek moayna XDR Console

Ha cTpaHuue npeactaBneHbl 00LmMe nokasatenu no padbote XDR Console:
O6wasa uHdopmauma

Nms - 3agaHHbIn naeHTudukaTtop MoxeT 6bITb NobbIM

Homep nuueH3un - noslydeH npu NoKyrnke Unm TeCTMPoBaHUM peLleHns
CepuintHbI HOMEP - CEPUNHBIN HOMEP 000pyaoBaHNS

KommeHTapui

VPN IP - agpec VPN cepBepa ans kommyHukaumm XDR ¢ nogkrtodaemsiMm MoAynamMm
BHewHwui IP - agpec ynpaenstowero nHtepdenca

KomnaHus - 3agaetcs Npu co3gaHuM HOBOFO YCTPOMCTBaA M3 cnucka Hactpownkn ->
KomnaHuu

CocTtosiHne ycTpoucTBa

NocnegHnn HeartBeat

NocnegHee obHoBREHME

CPU/RAM /[ HDD

Oponbl B sgpe / Ha nHTepdgelice

MocneaHsst akTMBHOCTb

OnntenbHOCTb

3arpyska kaHana

Fpachunkm cocTosiHMA yCcTponcTBa

CPU average (%)

RAM maximum (%)

HDD maximum (%)

\J
KHonka pepaktupoBaHusa 6a30BbIX CBOMCTB . - AOCTYNHbI ANs pegakTMpoBaHUS:
Nwms
KommeHTapwui
MpumMeyaHue: faHHaA KHOMKa [OCTyNHa TOMbKO ANA nonb3oBarternen C  TUMOM

aKKayHTa owner.

Mo «kHonke PepaktnpoBaTtb OCHOBHble HacTpowku JOCTYNHbI  paclIMpPEHHble

HacTporkun XDR Console.

12.1. OOHOBEHMA N NOTOKN AAHHbIX
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[daHHas HacTpoWka onpegensieT cnocob W Tunbl OaHHbIX, KOTOpbIMK byaeT
obmeHmBaTbea XDR ¢ nHdpactpykryport AO «BYOYLLEE».

He o6bHOBRATL cuctemy

O6HoBneHne nporpammHoro obecneyeHusi, IOC-0B M ceTeBbiX CUTHATyp He
npounssoanTCS.

OrtcyTtcTByeT B3amogencteme ¢ nHdpactpyktypon AO «BYOYLWEE» SOC.

MonyyaTtb TONbko o6HoBReHnA MO 1 npaBun

O6HoBneHnsa curHatyp 1 IOC, a Takke obHoBneHune MO komnnekca 3arpyxarTcs
B aBTOMaTuyeckoM pexume c cepepa AO «BYOAYWEE» no sawuweHHomy kaHany.
B atom pexume otcyTcTBYyeT B3ammogencTesmne ¢ nHdbpactpyktypon AO «BYOYLIEE»
SOC. B gaHHoM pexnme obHoBneHust nHnummnpytotca XDR Console.

O6HoBnNeHusa + ogHOCTOPOHHee nony4eHue Tl

O6HoBneHnss curHatyp m MO 3arpyxaloTca B aBTOMATUYECKOM pexume. Y
nonb3oBaTens MMeeTcs BO3MOXHOCTb Mo BblibpaHHoMY nHankaTopy (IP-agpec, AomeHHoe
MUMS 1 T.MN.) 3aNpOCUTb U NONY4YnTb oboralleHHbIn KOHTEKCT u3 cucteMbl AO «BYAYLLEE»
Threat Intelligence. O6meH MHOpMaLMEN NPONCXOAMT NO 3aLLMLLEHHBIM KaHanam.

[ns XDR HeoGxoaum gOCTyn OO cepBepoB - gateway.mxdr.ru :443/tcp.

CobbiTna b n ysegomnenus no Hum B AO «BYOAYUEE» SOC He nepegatoTcs.

MmeeTcs BO3MOXHOCTb akTUBALMM akkayHTa yAaneHHON TEXHUYECKON Noaae P KN
AO «BYOYLWIEE».

O6HoBneHus + Threat Hunting

Cuctema paboTtaet B NONHOYHKLMOHANbHOM pexunme.
ABTOMaTUYECKMN 3arpyxatoTcss obHoBneHus curHaTyp m [1O0. XDR aBTomaTudecku
nonyyaet uHgopmaumo n3 cucrtembl AO «BYOYUEE» Threat Intelligence, nostomy
nMeeTcs BO3MOXHOCTb ocyllectBnaTb Threat Hunting. Cobbitna UBb nepepatotcs B8 AO
«bYOYWEE» SOC 1 nonb3oBaTtenb CUCTEMbI MOXET Mory4aTtb NogaepKKy OT 9KCNepToB
AO «bYOYUIEE» CERT B pexume 24/7. Bce paHHble nepenarTcs No 3allMLLIEHHbIM
KaHanam.

Ons XDR HeobOxogum p[docTyn OO0 cepBepoB - gateway.mxdr.ru :443/tcp.
CylecTtByeT BO3MOXHOCTb aKTMBaUUW akKkayHTa yOaneHHOW TEXHUYECKOW NoaaepKKu
AO «BYAYLUEE».

12.2. NHterpaums XDR Console ¢ MDP

[laHHas HacTpolika npegnaraeT BO3MOXHOCTb WHTErpupoBaTb BblOpaHHbIi XDR ¢

onpegeneHHsiMm MDP ons ocyuwecTsneHus yHKUMIA NOBeAEeHYECKOro aHanuaa.

UnTerpauumn
B meHio 3agaétca 3anmck B Buge DNS mmeHn nnu IP agpeca MDP. Bo3amoxHo 3agaTb

Oonblle, 4eM OAHy 3anucbh, Aabbl obecneynTb pacnpegeneHne Harpysku no noBegeHYecKomy
aHanusy. YnpasreHue odepebto rnpoussoautca Ha ctopoHe XDR. XDR genaet onpoc Bcex
NOAKNIOYEHHBIX K Hemy MDP Ha npeomeTr pasmepa odepegu MNoBeOeHYecKoro aHanusa u
BbIOMpaeT MUHUMAarbHYIO NS crefyowero aHanmaa.

Ucnonb3oBaHue oo6nayHoro MDP
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Ona wcnonb3oBaHns MDP Cloud (obnayHon Bepcum MDP) ncnonb3dyeTcsa ogHa u3
crneayloLwmx 3anucemn:

http://command-server.tds/MDP_cloud

10.144.178.1:3000

12.3. YnpaBneHue nHterpaumen ¢ LDAP

B AaHHOM NyHKTE OCYLLECTBRSETCA HAacTpoKrka ynpasneHnsa niterpaunm ¢ LDAP.

B HacTosLLen HacTpoke NPON3BOAMTCS YNPOLLEHHAA UHTErpauunsa co cnyX6om BHELWHMX
kaTtanoroB. MoxeT ObITb 3agencTBOBaHa nbasa cnyxba, nogaepxmeatowad LDAP npotokorn.
lMocne uHTerpauumn nNpy NonbITkax Bxoga nonb3oBaTtenen B cuctemy XDR GyaeT ocywecTBnsTb
3anpoc B cny0y kaTanoros Ha NpegMeT CyLLeCTBOBaHMSA AaHHOro knneHTta B 6ase. Bxoa 6ypet
OCYLLECTBIEH TONMbKO B Cfyvae Hanunyusl, ykasaHHOro npu ayTeHTuduKauum nonb3oBaTtens B
base LDAP.

Mpn aTOM NpoBepsieTcAa Naposib U NoruH. laponb AormkeH ObiTb OT YYETHOW 3anucu B
LDAP.

[na HacTpovku WHTerpauum OocTaTovHO ykasaTb agpeca LDAP cepsepoB, 4TOObI
ncnonb3oBaTb MX B KAYECTBE UCTOYHMKA ayTeHTudmkaumn.

Ons pno6asneHusi agpeca LDAP cepBepa Haxmute Ha NOBABUTDb 3AIMUCDH

KHOMKY

[insi coxpaHeHUsi 4aHHbIX HAXMUTE

[ns oTMeHbI paHee BBeAEHHbIX AAaHHbIX HAXMUTE

ans coxpa?eva H"aCTpoeK dyHKUMM  "YnpasneHue COXPAHUTb
nHterpauuen c LDAP" HaxxmuTe Ha KHOMKY

Ons y,qan(%HMﬂ Ha:;TpoeK dyHKUMM  "YnpaeneHue OTMEHA
nHTerpauuen ¢ LDAP" HaXXmMuTe Ha KHOIMKY

12.4. [Mpokcun-cepsep

[nsa pabotbl XDR BO BCex pexumax ncknodas nepsbin (He obHOBNATL cucTemy) cucteme
Heobxoauma cBsaAsb C cepBepamu AO «BYAYWEE». [aHHoe noakmo4YeHne MoXeT
OCYLLEeCTBIATLCA Yepes Npokeu cepBepa. JocTyrnHble HaCTPOMKU:

e Agpec cepsepa - |IP agpec npokcu

e [lopt

e Twun aBTOpu3aumm - nogaepxuBaetcs 6aszoBas u NTLM ayteHTudwmkaumm. Takke
BO3MOXHO BblbpaTb Npokcu 6e3 aBTopusaumu.
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e 3apgawnTe NoruH n naponb npu Boibope 6azoson unn NTLM ayTteHTudmkauun.
12.5. CepBep BpemeHu

B HacTpoikax cepsepa NTP BoaMOXXHO 3agaTb agpec cepBepa CUHXPOHN3aL M1 BpeMeEHU
OS5 BCeX CeHCOPOB, NOAKNIOYEHHbIX K AaHHOMY XDR cepBepy. Bce nogkntoyeHHble NTA 1 MDP
CUHXPOHU3UPYIOT CBOE Bpema ¢ XDR.

12.6. Ceptudukat web-cepsepa

IOnsa poctyna B BeO-MHTEpdenc BO3MOXHO 3agaTtb nonb3oBartenbckne SSL-
ceptudpukatel. CepTudpmkart u Koy 3arpyxaetca B opmartax .crt u .key.

Uma OomeHa Onpenensaet nonHoe DNS uma cepsepa XDR Console anss goMeHa KOToOporo
BbINNCaH cepTudukar.

12.7. HacTpownku no4ToBoro cepsepa
[aHHaa HacTpolka 3a4aéT NoYTOBbLIV CEPBEP M akKayHT AN1s pacChifikiu coodLweHnn ons
aHannTKOB KOMMJI1EKCa.
Paccbinka ocylwecTBnsieTcsl MHAMBMAYarnbHO Mo cpaboTaHHbIM MHUMAeHTaM. Paccbinka
HacTpanBaeTCA B COOTBETCTBYHLLNX HaCTpOI;IKaX adKKayHTa nornb3oBaTtenen B pasoene
"MNonb3osarenun"

12.8. SNMP-moHuTopuHr XDR
HacTporika no3sonsiet obecnevmBatb MOHUTOPUHI COCTOSIHUA 0BOpyoOBaHUA, a Takke
MOHWUTOPUHI  CTAaTUCTUYECKMX  daHHbIX ucnonb3yemblix Mogynem B XDR  Console.
MognepxmsaemMble Bepcum npotokona SNMP:

e SNMPV1
e SNMPvV2
e SNMPv3

Mpy BbIGOPE BEpPCUM NPOTOKOSMA MNOSIBNSETCS BO3MOXHOCTb 3a4aTb AOMONHUTENbHbIe
napamMeTpbl, cneumduyHblie Ans BblbpaHHOro NpoToKona.

SNMPv1

[locTynHble HaCTPOWKK:
e Agpec cepsepa
e [lopt
e BpemeHHoOW nepuoa
e Bepcusa npoTtokona
e Community Data

SNMPv2

[ocTynHble HaCTPONKMK:
e Appec cepBepa
e [lopt
e BpemeHHoW nepuog
e Bepcus npotokona
e WMmA nonb3osartens
o [lpoToKkon aBTOpPU3aLUN:
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None

MD5

SHA
SHA224
SHA256
SHA384
SHA512

e Kntoy aBTOpPM3aLUK

O 0O O 0o O O O

SNMPv3
[ocTynHble HaCTPOWKM:

e Appec cepBepa

e [lopT

e Mma nonb3oBaTtens

e [lpoTOKON aBTOPM3ALUMK:
o None

MD5

SHA

SHA224

SHA256

SHA384

SHA512

o Knoy aBTOpU3aLUK

e [lpoToOKON WM POBAHUSA:
o None

DES

3DES

AES128

AES192

AES256

Kntou wngposanms

O O O O O O

O O O O O

12.9. Cepsep cobbiTuii EDR

Cepsep ynpasneHusa EDR.

AKTMBMpPYET cepBep AN areHToB Ha KoHeuyHblx ctaHumax ¢ OC Windows, cnegawmx 3a
CUCTEMHOM aKTMBHOCTbIO M OThpaBnsaowmx cobbitns Ha XDR gnsa aHanu3a v nocnegyoLen
peakuun. AsngeTtca peweHmeM Tnna Behaviour Inspection & Host Forensics

12.10. C6poc macTtep-napons
MNpn yTepe macTep napons BO3MOXHO COPOCWUTL MaBHbIA KIOY U 3anyCTUTb npouecc
reHepaummn PKI 3aHoBo. [1nsa aToro Haxmute Ha kHonky Copocutb PKI.

13. PepaktupoBaHue HacTpoek moayna NTA

Pacnonoxenue: Ul -> Hactporku -> YcTpownctBa -> 8 crucke ycmpolcme eblbpamb
Heobxodumbil NTA.
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Ha cTpaHunue npeacTtaBneHbl oOwMe nokasatenu no paboTe noakmwoyveHHoro NTA.
[aHHble no KaXgoMy CeHCopy [OOCTYMHbl MPW  PackpbiTUM KapTbl CeHcopa B ChMCKe
NOOKIHOYEHHbBIX YCTPOMUCTB.

O6was uHdopmauma

e WMmsA - 3agaHHbIV geHTUdmkaTop MoXeT ObiTb NoObIM

e Homep nuueH3nmn - Nnony4eH Npu NOKynkKe UM TeCTUPOBaHUN pPeLLEHNS

e CepuiiHbIi HOMEp - CEpUHBIA HOMEP 0bopyaoBaHMS

o KommeHTapui

e VPN IP - agpec BHyTpn VPN TyHHena nonyyaembln npu nogkrntodeHnn NTA k XDR
Console gnsa ynpaensitowmx KOMMYHUKaLWA

e BHewHun IP - agpec ynpaBnswoLwiero nHTepdenca, BblAaHHbIA Ha CTOPOHE KIMEHTa

(yepe3 DHCP unu ctatnyeckumn npaBmnamm)

o KomnaHus - 3agalTca npy co3gaHuM HOBOMO YCTPOWCTBA M3 cnucka HacTtponkn ->

KomnaHuu

e CkpblTb oT CERT -cBOWCTBO CeHcopa, CKpbiBawLlee ero cobbiTus M3 Bblgayun ans

MOHUTOpPUWHra nonb3oBatensam ¢ ponbto CERT

CocTtosiHMe ycTpoucTBa
o [locnegHui HeartBeat - nocnegHuii 3ameveHHbin heartbeat ¢ gaHHoro yctponcTsa
e [locnegHee obHoBNEeHWe - AaTa nocnegHero ooHOBNEHUS
e CPU/RAM/HDD
e [lponbl B sigpe / Ha nHTepgenice
o [locnegHsss akTUMBHOCTb - KpanHee BpemMs akTuBHocTM VPN mexay CeHcopoMm wu
ynpasnsowmm XDR
e [1nMTEnbHOCTb - BPEMEHHOWN OTPE30K, B TEYEHNE KOTOPOro Mexay ceHCopom 1 XDR Gbin
ycTaHosneH ynpaenawowun VPN kaHan. OTunMTbiBaeTca ¢ MOMEHTa nocrnegHen notepu
CBA3N MexXay ycTponcTBamm
e 3arpyska kaHana
pachunkm cocTosiHMA yCcTponcTBa
MpenocTaBnsaoT ABYMEpPHbIN rpadmK Ha BpEMEHHOM OTpe3ke B 24 yaca no crefyrowmm
nokasaTtensam:
e [Mpou3BoAUTENBLHOCTDb - 3a0ENCTBOBAHHbBIE PECYPChI CUCTEMBI
o CPU average (%)
o RAM maximum (%)
o HDD maximum (%)
e SPAN - cpegHss 3arpyska kaHana npuéma konuu Tpadumka akkymynmpoBaHHas rno BCEM
SPAN vHTepdelicam ceHcopa
e MSP - cTatucTMKa NO KONMYECTBY MPUHATBLIX ANA aHanu3a no4vToBbIX COOOLLEHWUA npu
HanM4YUM NOYTOBOW MHTErpaLum
o Envelopers - ctatucTnka no NpuHATLIM NMUCbMaMm
o Files - ctatuctuka dannos, NPUNOXKEHHbIX K AAHHOMY KONMYECTBY NMUCEM
o MDP Queue - pasmep oyepean Ha MDP k BbIBpaHHOMY MOMEHTY BpeMEHM
e DROPS - otbpacbiBaemble nakeTbl Ha hm3n4eckoM nHTepgence npuéma Konmm Tpaduka

KHonka peaaktnpoBaHusa 6a3oBbIX CBOMNCTB - AOCTYNHbI AN1S pefaKTMPOBaHUS:
e UNmsa
o KommeHTapui
e CkpblTb oT CERT
MpumeyaHue: faHHaa KHoOMKa [OCTyMHa TOMbKO ANA  Mornb3oBaTtene € TUNOM

aKKayHTa owner.
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KHonka PegakTupoBaTb HaCTPOMKM OTKpbIBAET pasfdesi KoHdurypaumm ycTpOWCTBA,
KOTOpbI pasfeneH Ha crnegytowme pasgens:

I'IpM HaXaTun Ha KHOMKY YHpaBneHMe nuueH3sven (I'IO3BOJ'IFI€T N3MEHUTb JIMLUEH3NIO OJ1A
Bbl6paHHOFO yCTpOVICTBa) nponcxoounT aBTOMaTUYECKNI nepexoa B pasgern JInueHsnn.

13.1. brniok «O6wune HacTponkny

[aHHbIn 6nok cogepxuT B cebe Habop cyHKUMIA, no3Bonswowmux: ceasbiBatb NTA cC
yCcTponcTBaMu noeegeHyeckoro aHanmsa (MDP, MDP Cloud), co3gaBatb ©6enble Chnvcku
WHONKATOPOB ANS MCKIYEHUS U3 aHanusa, co3gaBaTtb Mnpasuria Nno paspelleHuto CeTeBblX
afpecoB B JOMEHHbIE U CETEBbIE MMEHA, NepeaaBaTb PerncTpupyemble coObITUA BO BHELLHME
cuctemMbl Yepes Syslog, M3MEHATb CUMHXPOHU3aUMO BpeMeHn ycTporcTBa ¢ XDR, HacTpamBaTb
PYHKUUN ANA MOHUTOPUHra paboTbl 1 COCTOSIHUSA YCTPONCTBA.

13.1.1.'pynnnpoBka cobbITUIM NO NoapasgeneHnam

[aHHas HacTporka MO3BONMSET pasgenuTb CcobblTus M anepTbl BHYTPU OAHOW
WMHCTannAuun, B paspese ogHon Komnanmn. Takum obpa3om BO3MOXHO pas3gendatb o6paboTky
WHUMOEHTOB BHYTPM OL4HOW KOMMAHMM MEXAY aHanuTukamu OTBETCTBEHHbIMM 3a pasfnyHble
nogpasgeneHus.

N3 wmeHo MoppasaeneHne BO3MOXHO BblOpaTh kak noapasgeneHve, Tak UM camy
koMnaHuio. Bugumoctb komnannn XDR Console 3aBUCUT OT NpMBA3KM BbIGPaAHHOro ceHcopa K
KomnaHum Ha ctagum peructpaumm (co3gaHuns) yctponctea (cM. [Jo6aBuTb YCTPONCTBO).

Mocne BbiGoOpa nogpasgeneHns CTaHeT AOCTYMHO MEHK rPYNnMPOBKM AaHHbIX MO
ceTeBbIM agpecam 1 No4YToBbIM agpecam (cM puc. "PasgeneHne gaHHbIX MO NoApasgernieHunto).

e |P-appeca
lMo3BonseT BBecTM ceTeBble agpeca B ¢dopmatax CIDR. B gaHHOM pasgene HeobGxogumo
BBOOUTbL agpeca 3 ananasoHa Homenet agpecoB. Homenet gnanasoH 3agaétcsa B npouecce
HaCTPOWMKN CUrHaATYPHOro aHannsa Tpaduvka B pasgene "AHanna ceTeBoro tpaduka"

e [louToBbLIN agpec
[Mo3BonseT BBECTU agpeca uin AOMEHbI NMOYTOBbIX agpecoB. B gaHHOM pasgene Heobxoanmo
BBOOWTb afpeca LeneBblx nonyvyaTenen, To eCTb BHYTPEHHWE ANS KNMeHTa.
M3meHeHusa BCTynarT B cuUny cpasy nocne coxpaHeHusi. CobbiTusA, npegwecTsyoLwmne no gatam
AaHHbIM U3MEHEHNAM, He ByayT NpoMapKMpoBaHbl HOBbIM NogpasaeneHnem.

13.1.2.WHTerpauusa ¢ MDP
[aHHas HacTponka npeaniaraeT BO3MOXHOCTb WHTerpupoBatb BblbpaHHbii NTA C
onpegeneHHsiM MDP ons ocyuwecTsneHus yHKUMIA NOBegEeHYECKOro aHanuaa.
e WHTerpauum
B meHo 3agaétca 3anucb B BUAe OOMeHHoro umeHn unu IP agpeca MDP. BoamoxHO
3agatb Oonble 4Yem ofHy 3anucb, Aabbl obecneunTb pacnpedeneHne Harpysku no
noBefeHYeCKOMY aHanun3y. YnpasreHne odepeabio Npon3BoaMTCca Ha CTOpoHe ceHcopa. CeHcop
Aernaet ornpoc Bcex NoAKNIYEHHbIX K HeMy MDP Ha npegMeT pa3mMepa ovepean noBeeH4YeCcKoro
aHanmsa n BeIOMpaeT MUHMMarbHYHO ANd CrieayloLero aHanuaa.
e SlI3bIK aHanu3a
3agaét uvcnonb3oBaHWe ornpefernéHHblx obpas3oB  OMNepauMOHHbIX CUCTEM BHYTPM
noaknNt4YéHHbIx MDP. [aHHble onepaumoHHble cucTeMbl ByoyT HACTPOEHbI AN NoaaepKaHus
3alWnTbl OT aKTyanbHbIX Yrpo3 B perMoHax ¢ BbibpaHHOM A3blkoBOM cuctemon. (Mo ymonyaxuio
nogaepxmaatotca Pycckuii n AHINMUNCKUIA S3bIKK).
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Ncnonb3oBaHue obnayHoro MDP

Ona wucnonb3oBaHns MDP Cloud (obnayHon Bepcum MDP) mcnonb3dyeTcsa ogHa u3
crneayloLwmx 3anmcemn:

10.144.178.1:3000

13.1.3.benbin cnmucok
Benble cnMckn NO3BOMSAT WUCKIOYMUTL U3 aHanuM3a BHECEHHblE B HUX OOBLEKTbl B
koMnoHeHTax NTA n MDP. Ontummsaumsa paboTbl pelleHnsi C NOMOLLbIO aHHOMO UHCTPYMEHTa
- obsA3aTenbHOE YCOBME BbICOKOrO Ka4yecTBa 0OHapyXeHUs aTak.
IP Bnokn
lMo3BonseT ncknovaTb NOTOKM OaHHbIX HA CETEBOM YPOBHE B Pa3fIMYHbIX HAaNpaBeHUsIX
(oT n/vnu K uenesbiM, 3alnLLIAEMbIM XOCTaM).
B nepByto o4yepeab HeobxoanuMo 3agaThb HanpasneHne ansa ounbTpaunm:
e SRC - /AICTOYHUK.
e DST - HasHaueHue.
e ANY - VctouHuk n HasHaueHne.
[anee Heobxogmmo BBectu |P-agpec. Cucrtema nopgepxuBaet IPv4 un IPv6. B
Gnwkanwem byayLiem NosBMTCA BO3MOXHOCTb BBOAUTD Liefble NoACeTw.

MouyThbl
dunbTpaums NoYTbl MOXET MO3BOMUTb 3HAYUTESbHO YMEHbLIMTL Harpy3ky Ha MDP. B
nepByto odepeab HeobxoanMOo 3adaTb HanpasneHve Ans unbTpauuu:
e TO - agpec Ha3HayeHus.
e FROM - agpec oTnpasutens.
e ANY - agpec HasHayeHunsa n oTnpaBuTENS.
Cuctema noggepxmBaeT BBOL, KaK eOWHUYHbIX aKKayHTOB, TaK W UenbIX
AOMEHOB. Harnpumep, MoxHo fobaBuTb B whitelist oanH akkayHT unu Bce NOYTOBbIE aKKayHTbI B
[JOMeHe .*

Xewwm c¢annos
Cuctema nogoepxumeaeT hunbTpauunio hannos B Criegyrolwmnx gopmartax:
e MD5
e SHA1
e SHA256
Hanpumep, BblibpaB anroputm xewwupoBaHnus: MDS wu  xew-cymmy dhanna:
d0b28c012¢c1276a92d787412bf2dd9dc paHHbI chann OygeT BknoveH B whitelist u He ByaeT
aHanuanpoBaTbCH NECOYHULIEN.

JdomeHbl n URL-bI
YKkasaHHble B AaHHOM cnvcke gomeHbl 1 URL 6yayT onyckaTbCs Npu aHann3e CeHCOpOMm
Nnogo3pUTESNbHBIX CChISTOK B MOYTOBbLIX COOBLLEHMSIX M ceTeBOM Tpaduke. B kaxgon 3sanmcu
HeobxoaMmo 3apaThb:
e Domain - o6wmin gomeH HeoBXoaMMOro YPOBHS
e URL mask - perynsipHoe BblpaXeHune Ar1s aHanmsa CCbIfTOK U3 YKa3aHHOro JoOMeHa
13.1.4.HacTtpownkn ynpasneHus Mediator /HacTponkn paspeLlueHnsa MeH
[aHHbIn pasgen akTMBUPYET BO3MOXHOCTM CEHCOpa MO pa3peLleHntio CETEBLIX aapecoB
B AOMEHHble U ceTeBble UMeHa. Takum obpas3oMm, aHanuTUkam npeaocTaBnsieTcs yaoOHbIv
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MHCTPYMEHT OnA 6bICTpOFO onpeageneHna npuHapiexHoCctTn XOCTOB K O6Hapy)KeHHbIM
MHUMgeHTam n TemM CaMblM COKpallaeTCAa BpeM4d pearmpoBaHus.

DNS-cepBepa ansa PTR 3anpocoB

HacTpoika no3songeT uaMeHUTb CTaHAapTHbIE MapLUpyYThI No BeiNonHeHuto PTR (reverse
DNS) s3anpocoB n no3BonsdeT 3agaTb CTaTUYeCKME MapLupyTbl ANs BbINONHEHUs NOA06HbIX
3anpocoB. YTtobbl HAacTpouTb HecTaHaapTHble maplwpyTbl PTR-3anpocoB 3anonHuTe 3anucu B

dopmare:
e Cetb
Moacetb/ceTu/IP agpec. - Hactponka 3agaét noaceTb/ceTb/agpec Ans KOTOPbIX

Heobxoanmo paspellath |P agpeca B JOMEHHbIE UMEHA.
e DNS-cepBep

HacTtponka 3agaét cepep, koTopbin OyaeT oTBeyaTb 3a o6cnyxuBaHme PTR 3anpocos
ANS yKasaHHbIX nogceTten/ceTen/agpecos.

Ucnonb3oBaHne mDNS

AKTMBMpPYET Ha ceHcope npoTokon MDNS 1 nossonseT ocywecTBNATb MynbTMkacT DNS
3anpochbl And paspeLleHns agpecoB B JOMEHHbIe/CETEBbIE MMEHA.

Ucnonb3oBaHue Netbios

AKTMBMpPYET Ha ceHcope ucnonb3oBaHune npoTtokona Netbios ona onpeaeneHns ceTeBbix
WMEH XOCTOB.

13.1.5.9KcnopT AaHHbIX

Mpn ycraHoBke MXDR BaXHO OpraHu3oBbiBaTb OOHOBMEHMS 3KCMITyaTUPYyEMbIX
YCTPOWCTB 1 COOp perncTpmpyembix cobbITUN.

Mpn HeoBXoANMOCTU (PYHKLMA MOHUTOPUHIA COCTOSIHUS CUCTEM MOXET OblTb BO3NOXEHa
Ha [Monb3oBaTens. [na aToro peanu3oBaHa BO3MOXHOCTb MHTerpauuu ¢ pasnudHeiMn SIEM-
cuctemamu. [laHHas npouedypa OCYLLECTBNSETCA C MOMOLLb0 nepegavm xapTouToB 4epes
syslog.

Mo ymonyaHuto norn padotel NTA oTnpasnsatoTcsa n xpaHatca B XDR Console n SOC AO
«BYAYLWEE» (8 3asucumocmu om 3aldaHHO20 pexuma pabomsl XDR Console). [daHHas
HacTporka MO3BONSET AOMONHUTENbHO OTNPaBNATb forM paboTbl CeHcopa Ha BHELIHWEe
aHanuTuyeckne cucrtembl. Jlorm Byayt otnpaBnsaTbCca Hanpsamyto oT NTA OO0 ykasaHHbIX B
HacTpoKKe cepBepoB. [1na 3KcrnopTa foroB BO BHELLUHNE CUCTEMbI HEOOXOANMO 3a4aTb CETEBOM
agpec, nopt u npotokon (UDP/TCP) cepepa HanpotmB BblGpaHHOro dopmarta. BoamoxHO
3a0aTb TONMbKO OAWMH CepBep [ANs Kaxgoro AocTtynHoro dopmarta. Jlorm pabotel NTA
dopmupytoTca B hopmate syslog n 3aTemM ynakoBbIBalOTCA B yKa3aHHbIe HKe doopmaTbl. Takum
0o6pa3om BO3MOXHO MHTerpmpoBatb MXDR ¢ nto6or aHanMTu4eckon CMCTeMOK, KOTopas MOXeT
obpabaTtbiBaTb CTaHOapTHLIN dhopmarT syslog. JocTynHble dopmarhi:

e CEF
CEF (HatmBHbI ansa SIEM ArcSight), ¢ yposHsimu yrpo3 Low (1-2), Medium (3), High (4)
n Very-High (5).
e JSON
json, c ypoBHewMm yrpo3bl (severity) ot 1 go 5.
Cuctema MXDR MOXeT AeTeKTupoBaTb COBbITUSA YeTbIpex pasfuyHbIX KaTeropum:
e CurHaTtypHble cobbITMSA (Ha OCHOBe aHanu3a Tpaduka)
o CeTeBble aHOManum
e CobbITA 0 BpeAOHOCHbLIX harnax (nonyyeHHble oT moayns MDP)
e Coob6LeHnsa camogmarHoCTUKM (XapTouThbl)
CoObiTua B popmate JSON
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CurHaTypHble cobbiTus B popmate JSON

OnvcaHne BO3MOXHbIX MOMEer Npu MOMYYEHUU CUrHATYPHbIX cobbITU B dopmaTe

JSON npeacTtaBneHo B Tabnuue Hmxe.

Mone OnucaHue

timestamp Lama u epemsi cobbimusi
flow_id HNdeHmugbukamop nomoka daHHbIX
event_type Tun cobbimusi

src_ip IP ucmouyHuka

src_port lNopm ucmoyHuka

dest ip IP HasHayeHusi

dest_port lMopm HasHa4yeHus

proto lpomokon

gid ID eeHepamopa cueHamypsbi
signature_id HNdeHmughukamop cueHamypbl
rev Homep peesusuu cueHamypbi
signature HaseaHue cueHamypebl
category Kameeopusi yepo3sebl

severity YpoegeHb y2posbi

hostname JlomeHHoe ums

url Adpec cmpaHuubi
http_user_agent lNpunoxeHue
http_content_type Tun KOHMeHma

http_refer URL ucmouyHuka 3arnpoca
http_method Memod 3anpoca

protocol lpomokon

status Cmamyc

length LnuHa

Mpumep coobLeHns ¢ curHaTypHbiM cobbiTnem B popmaTte JSON:
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"timestamp™:"2016-06-30T13:51:28.033623+0300",
"flow_id":2065914546,
"event_type":"alert",
"src_ip":"10.5.0.157",
"src_port":64464,
"dest_ip":"136.243.81.198",
"dest_port":80,
"proto":"TCP",
"tx_id"0,
"alert":{
"action";"allowed",
"gid™:1,
"signature_id":2808364,
"rev":3,
"signature":"MALWARE CheatEngine.AF Variant Checkin",
"category":"unwanted-software",
"severity":1
h
"http":{
"hostname":"mobred.net",
"url":"\red.php?s=1623677220",
"http_user_agent™:"MozillaV5.0 (Windows NT 6.3; WOW64) AppleWebKit\V/537.36
(KHTML, like Gecko) Chrome\/51.0.2704.103 Safari\/537.36",
"http_content_type":"text\/javascript",
"http_refer":"http:\/\/kinofilmi-online.net\ekipazh\/",
"http_method":"GET",
"protocol":"HTTPV1.1",
"status":200,
"length":50
3
"payload":"ROVUIC9yZWQucGhwP3MIMTYyMzY 3NzlyMCBIVFRQLzZEUMQOKSG9zdD
0gbW9icmVKLm5IdAOKQ29ubmVjdGlvbjoga2VIicC1hbGI2ZQOKVXNIcilBZ2VudDogTW96aWxs
YS81LjAgKFdpbmRvd3MgTIQgNi4zOyBXT1c2NCkgQXBwhGVXZWJILaXQvNTM3LjM2IChLSF
RNTCwgbGIrZSBHZWNrbykgQ2hyb21ILzUXLjAuMjcwNC4xMDMgU2FmY XJpLzUzNy4zNgOK
QWNjZXB0OOIAgLYyoNCIJIZmVyZXI6IGhOdHABLYy9raw5vZmisbWktb25saW5ILm5IdC9la2lwY Xp
oLWOKQWN;jZXBOLUVuUY29kaW5nOiBnemIwLCBkZWZsYXRILCBzZGNoDQpBY2NIcHQtTGFu
Z3VhzZ2U6IHJ1LVJIVLHI103E9MC44LGVULVVTO3EIMC42LGVUO3EIMC40DQpDb29raWu6
IFBIUFNFU1NJRD1ja3JsMzJtaWplbjl2bWNtYTRzbGNiMTIZINwOKDQo=",
"payload_printable":"GET Vred.php?s=1623677220 HTTPV1.1\r\nHost:
mobred.net\r\nConnection: keep-alive\r\nUser-Agent: MozillaV5.0 (Windows NT 6.3; WOWG64)
AppleWebKit\/537.36 (KHTML, like Gecko) ChromeV/51.0.2704.103 Safari\/537.36\r\nAccept:
*\M\r\nReferer: http:\\Wkinofilmi-online.net\ekipazh\Ar\nAccept-Encoding: gzip, deflate,

sdch\n\nAccept-Language: ru-RU,ru;g=0.8,en-US;q=0.6,en;q=0.4\r\nCookie:
PHPSESSID=ckrl32mijen9vmcmad4slcb19u7\r\n\r\n",
"stream":1,

"packet":"uK9nHtAHrPLFETTqCABFAAA0zTpFAAA0C|qI81EGCgUKBQCdIPNRXxvWQ
AFAAAAAACO9SIgAAAAAAAAAA"

}
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CeTteBble aHomanuu B popmate JSON
OnuncaHne BO3MOXHbIX Nonen npu nonyyeHnn coobiueHns B popmate JSON o ceTeBbIX
aHomanuax NnpeacTaBneHo B Tabnvue Huxe.

Mone OnucaHwme

confidence BeposmHocmb epedoHocHOcmMuU
src_port Mopm ucmoyHuka
classifier_version Bepcus knaccughukamopa
domain_len LnuHa domeHa

ts Lama u epemsi cobbimusi
src_ip IP ucmouyHuka

domain_idn NodeHmughukamop domeHa
dst_port lNopm HasHa4YeHus

dst_ip IP HasHa4YeHusi

msg CoobuweHue

query Web-3anpoc

domain_|Ivl YposeHb domeHa

Mpumep coobuieHns o ceTeBor aHomanuu B popmate JSON:
{

"confidence": "93.57",

"src_port": "56147/udp",

"classifier_version": "cf18209f902e244f44a7b510c25b5241b178673a-764c6c-2424",

"domain_len": 9,

"ts": 1486386430.751216,

"src_ip™ "10.0.0.2",

"domain_idn": false,

"dst_port": "53/udp”,

"dst_ip": "77.88.8.8",

"msg": "DGA detected by XGB",

"query": "ruwufluhg.top”,

"domain_Ivl"; 2

}

CoObITuA 0 BpeaoHOCHbIX dannax B cpopmarte JSON
OnucaHne BO3MOXHbIX MonerM npu nonyyeHun coobuwenns B opmate JSON o
BPEeOOHOCHLIX doarnax npeacTaBrieHo B Tabnuvue Huxe.
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Mone OnucaHue

sha256 KonmpornbHas cymma sha25
shal KoHmpornbHasi cymma shat
filename Ums ¢patina

from Omnpasumernb

event_type Tun cobbimus

timestamp Lama u epems cobbimusi

md5 KormpornbHas cymma MD5

to lMonywyamernb

probability BeposmHocmb epedoHocHoCcmMuU

Mpumep coobuieHnst o BpeaoHocHom dpainne B popmaTte JSON:

{

"sha256":"c90c7c55be28436302c037a1215cb161dc6ff7eff029117122dd48cc833b8ce

6“,

"shal":"16b1fc6af3901de3802af9643defb06e1d4f9del”,
"filename":"VM576507_20170802.zip",
"from":"MSVoice@irk.rshb.ru",
"event_type":"MDP_alert",
"timestamp":"2017-08-02T08:24:31.925799",
"md5":"beefcca95f9b774a27¢c75d77c6897790",

"to":[

"director@irk.rshb.ru"

1,

"probability":67.60000000000001

}

CoobuweHusa camoguarHoctukm B chopmate JSON
OnucaHne BO3MOXHbIX nonem npwu nonydyeHun xaptéutoB B opmate JSON
NPeAcTaBreHo B Tabnumue HUXe.

Mone OnucaHue
host HNdeHmugukamop ceHcopa
timestamp Bpemsi e UTC
time_delta Bpewmsi 6 cekyHOax nocne rnocredHez20 uaMepeHusi

ifaces_packets_delta

Yeenu4yeHue cyemyuka rnocmynusuwiux Ha uHmepgelc nakemos
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krnl_packets_delta

YeernuyeHue cuemyuka nakemoe e kernel space

ifaces_bytes delta

Yeenu4eHusi cuemyuka RX-6alim Ha uHmepgbelice

vmmem_used

BbideneHo supmyarnbHoul namsmu (e 6atimax)

vmmem_free

Ce0600H0 supmyarnbHoU namsmu (8 6atimax)

swapm_free

Ce0600H0 8 ceorie (8 batimax)

swapm_used

BbiderneHo e cgone (8 6alimax)

disk_free

Cs80600H0 8 duckosol cucmeme

disk_used

3aHsmo 8 duckosol cucmeme

cpu_percent

CpedHss 3aepyska CPU no ssidpam

kernel_version

Bepcus sdpa

bios_version

Bepcus BIOS

uptime

Uptime ycmpoticmea
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Mpumep xaptoutos B hopmaTte JSON:

{
"host":"kpx37Inychxz7lhw",
"timestamp™:"2017-10-04T16:13:40.158688",
"time_delta":301.177393,
"ifaces_packets_delta":4646238,
"krnl_packets_delta":4660719,
"ifaces_bytes_delta":3489196566,
"vmmem_used":8569155584,
"vmmem_free":24991760384,
"swapm_free":4198846464,
"swapm_used":83533824,
"disk_free":816764354560,
"disk_used":113368637440,
"cpu_percent":8.4,
"kernel_version":"4.4.0-45-generic",
"bios_version":"2.0.8",
"uptime":"16 weeks, 51 minutes"

}

Co6biTua B chopmate CEF

CurHartypHble cobbiTua B hopmarte CEF

OnucaHne BO3MOXHbIX MOMen npu nonyyYyeHnn curHatypHbix cobbitun B popmate CEF
NpeAcTaBneHo B Tabnuue HuXe.

Mone OnucaHue
proto lpomokon
start Lama u epems cobbimusi
src IP ucmouHuka
spt lNopm ucmou4Huka
dst IP HasHa4YeHus
dpt lNopm HasHa4YeHus
cat Kameeopusi y2po3sbi
dhost JlomeHHoe ums
request Adpec cmpaHuupbl
requestMethod Memod 3anpoca
app lpomokon
reason Cmamyc

Mpumep coobLeHns ¢ curHaTypHbIM cobbiTuem B popmate CEF:
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CEF:0|Group-ib|Bot-Trek TDS|1.0|2808364|MALWARE CheatEngine.AF Variant
Checkin|Low|proto=TCP start=Jun 30 2016 13:51:28 src=10.5.0.157 spt=64464
dst=136.243.81.198 dpt=80 cat=unwanted-software dhost=mobred.net
request=/red.php?s=1623677220 requestMethod=GET app=HTTP/1.1 reason=200
requestClientApplication=Mozilla/5.0 (Windows NT 6.3; WOWG64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/51.0.2704.103 Safari/537.36

CeTeBble aHoMmanuu B coopmate CEF
OnuncaHne BO3MOXHbLIX Mofen npu nonyyveHmn coobwenunsa B popmate CEF o ceTeBbix
aHoOManuax NpeacTaBneHo B Tabnumue HUxe.

Mone OnucaHue

IP-adpec ucmoyHuka ¢halna Ona cobbimusi, C8513aHHO20 C

sre npomokonamu HTTP, FTP

IP-adpec nonyyamensi ¢altina 0Ons cobbimusi, C8513aHHO20 C

dst npomoxonamu HTTP, FTP

destinationDnsDomain | Web-3anpoc

rt Bpewms cobbimusie UTC

Mpumep coobuleHnst o ceTeBor aHomanuu B popmaTte CEF:
CEF:0|Group-IB|TDS|1.0|0|DGA Alert|3|src=10.3.0.214 dst=10.0.0.2
destinationDnsDomain=ruwufluhg.top rt=2017-08-22T13:20:18

Cob6bITuA 0 BpeaoHocHbIX hannax B ¢popmate CEF

OnncaHne BO3MOXHbIX Mofier npu  nonyyeHun coobuieHms B ¢opmate CEF o
BPEOOHOCHLIX dharnax npeactaBreHo B Tabnumue HMxXe.
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Mone OnucaHue

duser lMonyyamenb nucema 05151 cCObbIMUS, C853aHHO20 C 3/IEKMPOHHOU noYmod

suser Omnpasumens riucbma 05151 cobbimusi, C8513aHHO20 C 3/IEKMPOHHOU MoYmou

src IP-adpec ucmoyHuka ¢hatina 0ns cobbimusi, cesisaHH020 ¢ rpomokosiamu HTTP, FTP
dst IP-adpec nonyyamens ¢hatina 0nsi cobbimusi, cesisaHHo20 ¢ npomokosamu HTTP, FTP

fileHash | SHA 1 -xew ¢batna

rt Bpewmsi cobbimusi e UTC

fname Ums ¢patina

Coo06uweHunsa camoguarHoctukm B hopmarte CEF
OnucaHne BO3MOXHbIX Nonewn npu nonydeHmmn xaptomntos B opmaTte CEF npeacraBneHo
B Tabnuue Huxe.

Mone OnucaHue
duser lMonyyamenb nucema 0151 cobbIMusl, C8513aHHO20 C 3JIEKMPOHHOU noYmod
suser Omnpasumenb rucbma 05151 cobbimusi, C8513aHHO20 C 37IEKMPOHHOU Mo4Ymou
src IP-adpec ucmoyHuka ¢hatina 0ns cobbimusi, cesizaHH020 ¢ npomokonamu HTTP, FTP
dst IP-adpec nonydyamens ¢hatina 0na cobbimusi, cesid3aHHo20 ¢ npomokonamu HTTP, FTP

fileHash | SHA 1 -xew ¢batna

rt Bpewms cobbimusi e UTC

fname Ums gpatina

13.1.6.CepBep BpeMeEHMU

Mo ymonyaHuio Kaxabli CEHCOP CUHXPOHM3upyeT Bpemst ¢ XDR, HO 31O noBegeHue
MOXHO M3MEHUTb, yKasaB npowussofibHblnl NTP-cepsep. [Ona Toro 4tobbl go6aBuTb HOBbIN
npounsBonbHbI NTP-cepBep, He06xoaMmMo HaxaTb Ha kHoNKy [lo6aBuTb 3anncb 1 BHECTU agpec
NTP-cepsepa B popmaTte FQDN nnu ceteson IP-agpec.

13.1.7.SNMP-MOHUTOPUHI

HacTporika nossonset obecnevmBatb MOHUTOPUHI COCTOSIHUA OBOpYyAOBaHUA, a Takke
MOHWUTOPUHI CTAaTUCTUYECKUX JaHHbIX UCnonb3yeMbix Moaynen B MXDR.

MopoepxmBaemble Bepcum npotokona SNMP:

¢ SNMPV1
e SNMPV2
e SNMPV3
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Mpy BbIGOPE BEPCUM NPOTOKOMA NOSIBNSAETCS BO3MOXHOCTb 3a4aTb AOMOMHUTENbHbIe
napamMmeTpbl - cneunduyHble 4ns BbIGpaHHOro NpoToKona.

SNMPv1

[ocTynHble HAaCTPONKM:
e Agpec cepsepa
e [lopt
e Community Data

110



SNMPv2

[ocTynHble HaCTPOWKM:
e Agpec cepsepa
e [lopt
e /Mg nonb3oBaTens
e [lpoTOKON aBTOPM3ALUMK:

o None

MD5
SHA
SHA224
SHA256
SHA384
SHA512
e Kntoy aBTOpPM3aLMK

O O O O O O

SNMPv3

[ocTynHble HaCTPOWKM:

e Anpec cepsepa

e [lopt

e /m4a nonb3oBaTtens

e [lpoTOKON aBTOPM3aALMUMK:
o None

MD5

SHA

SHA224

SHA256

SHA384

SHA512

e Knoy aBTOpU3aLUK

e [lpoTOKON WNPPOBAHUS:
o None

DES

3DES

AES128

AES192

AES256

Kntou wngposanms

0O O O O O O

O O O O O

13.2. Bnok «CeTteBon Tpadunk»
HaHHbIn 6nok cogepxuT B cebe Habop dyHKUMIA, NO3BONSAOLWMX: cOBMpaTb MeTanHgopmaumo o
CETEBbIX COEOUHEHUSX MO MNPOTOKOMaM ypoBHSA L7 (3a WCKMOYEHMEM TEXHONOrMYecKmx
NMPOTOKOSIOB); aHanM3npoBaTb web-Tpaduk, Nony4yaembIn OT NMPOKCU-CEPBEPOB KOMMNaHUN Yepes
ICAP; HacTpavBaTb MOAyfb CUrHaTypHOro aHanusa Tpaduka; ynpaBnATb 3arpyxaemMbiMu
hannammn ¢ curHaTypamu Ha ceTeBon Tpadwuk; 3arpyxatb cneumduydHble ansa NTA npasuna
aHanmsa ceTeBoro Tpadwuka.

13.2.1.C6op meTanHopmaumm o0 ceTeBbIX COEOUHEHNAX
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Ana obecneyeHuss 6GesonacHOCTM paboTbl KOMMEpPYECKUX ceTeil  HeobGxoauMmo
OCYLLECTBMNATb KOHTPOIb AaHHbIX, NepeaasaeMblX NOCPEACTBOM NMPOTOKOMOB NepeaaYn AaHHbIX.
WN3HavanbHO nepeknoyaTens Ans KaXaoro Moayns BKIOYEH.

MpoTokonbl L7

Mpn BkntodeHun L7 npoTokorna cuctema OygeT npoumsBoanTb 3anmcb MeTavHdopmauum o
ceccusix C  UCMONb30OBaHWEM  AOaHHOMO  MpoTokona. Takum  obpa3om  BO3MOXHO
BOCCTaHaBNMBaTb JaHHbIE CECCUW, aHanuM3uMpoBaTb W accouumpoBaTb MX C hannamu,
nepegaBaemMbIMiN B JaHHbIX CECCUSX.

MoapobHas nHpopmauusa byget otobpaxeHa B nyHkTe "CeTeBble coeguHeHns"

JNornpoBaHue HEN3BECTHbIX COeAUHEHUN

[nsi normpoBaHuMs ceccuii C WUCNOSMb30BaHWEM HEeCTaHAapTHbIX MOPTOB W NPOTOKOMOB
Heobxoanmo akTuBupoBaTtb Tpebyemble npoTtokosnbl UDP, TCP unu ICMP. Takum obpa3som Bce
ceccun, He nonagaroLme Noa CTaH4apPTHO UCNONb3yeMble NPOTOKOSbl CeAbMOro YPOBHSI MOAENN
OSI 6yayT normpoBaTbCa 1 pasmellaTbcs B pasgene CeTeBble coeguHEHUS".

13.2.2.ICAP cepBep
NTA moxeT B3ammogencTeoBaTb no npotokony ICAP B kadecTBe cepBepa C CETEBbIM
obopyaoBaHMEM NOAAEPKMBAIOLLMI OAHHbBIA NPOTOKON B KayecTBe knueHtoB. Hanpumep: Web
Proxy, UTM, NGFW, u T.n. lNMpu Takom B3anmogencteumn ICAP cepeep B NacCMBHOM pexume
oxungaeT nogkntodeHne knueHtoB. |ICAP-knneHT nepemaetr avnbl onsi npoBegeHus
noBeAeHYEeCKOro aHanmsa € oXuaaHveMm BepaukTa, nmbo 6e3 oxuaaHus (B 3aBMCMMOCTU OT
HaCTPOWKKN GrOKMPOBKN). [lOCTYMHbIE HACTPOMKM:
. TCP-nopTt
MopT ans nogkntoveHns ICAP-knueHToB. Ha gaHHom nopty OyaeTt paboTtaTb cepBuc
ICAP-cepBepa.
. BnokupoBaTb ckauMBaemMble BpeAOHOCHbIe ¢hanrnbl
Mo3BonsieT akTuBMpoBaTh pexmnm Grokmposkn ans ICAP-knveHToB. B gaHHOM pexume
ICAP-knneHThbl oxxnaatoT oT NTA oTBeTa No BepaukTy and darna no Mtoram noBegeHYeckoro
aHanusa Ha MDP. B cnyyae, ecnu ¢pann BpegoHocHbl, NTA npuckinaet ICAP-knveHTy KomaHay
Ha OGrNOKMPOBKY npoaHanu3mpoBaHHOro danna.
lMpumeyaHue. B cnydae nony4deHns ot ICAP-KNMEHTOB apX1BOB Min 3alLUMdPOBaHHbBIX apXMBOB,
NTA pasapxuBupyeT WNu MNONbITAETCA pasapxvMBUMpoBaTb LWMPOBAHHLIA apxmB Mnpounsseas
noadop napons no BCTPOEHHOMY crioBapto. [JanbHenwmnin aHanua 6yaet NponsBoANTLCA LWTATHO.

13.2.3.AHanu3 ceTeBoro Tpaduka

BaxxHenwunm pasgen npy HacTpomke CUrHaATYPHOro aHanmaa.

HacTtponkn pasgena nos3BonsT cucteme anddepeHunpoBaTb 3M0BpPeaHbIN Tpaduk
OTHOCUTENbHO NermTuMHOro. [lo3BondeT ykasaTb JoKanbHble WHTEPdENCH, a Takke
nHtepdencol ana SPAN/RSAN/SPANINGRE.

PasgenéH Ha gBa nogpasgena.

AHanus ceteBoro Tpacuka

Mo3BonsaeT $BHO yka3aTb JlOKanbHble agpeca, ceTu / noaceTn, a Takke agpeca
nokanbHbIX Proxy. [IaHHbIM CNUCOK onpeaensieT Tak Ha3biBaemyto gomaluHow ceTb (Homenet)
AN curHaTypHoro aHanmsa tpaduka. Beibop Homenet BaxkeH gns rpynnupoBku cobbiTM Mo
noapasgeneHnam
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BBeante cnucok nokanbHbIX MoACeTeM W UCKMuYMTe M3 HUX agpeca Proxy-cepsepos
(ncnonbaynte 3HaK oTpuuaHns - npumep:!proxy-ip/32).
3OTO NO3BONUT pasnuyaTb B3aMMOAENCTBUS LEerNeBbiX XOCTOB, ceTer / noaceTen ¢ OTKPbITOW
ceTbto NIHTepHeT.
UHTepdhencobl ana aHanusa Tpacuka
e WHTepdeiic
MmeHa nHtepdgencos
o Tekywas Harpy3ka
OT0 NOTOK Tpadumka, KOTOPbIN NOAAETCH Ha KOHKPETHLIN MHTepdenc - 6e3 ydérta Toro
aHanuanpyeTca AaHHbIA Tpaduk unm Her.

e BPF
duneTp BPF anga aHanusa Tpaduka no curHaTypHbIM npasBuiam.
e On/Off

e Yucno tpenoB
YCTaHOBMEHHOE YNCIIO MOTOKOB OS5 KaX4oro npouecca curHaTypHoro aHanusa SPAN
Tpadmka Ha BblOpaHHOM UWHTepdberce. (N0  YMONYaHUIO 3a4aHO  pekoMmeHayemoe
3HauYeHne. MamMeHeHuUe 3Ha4YeHUs MOXem Mos/usme Ha rnpou3gooumeribHoCMe cucmemai!)

13.2.4.CeTeBble curHaTypsbl

B HaCTpOIZKe npencrtasrieH CNMCOK NoAKNnaccoB CUrHaTyp, C BO3MOXKXHOCTbIO Bbl60p0‘-IHOFO
OTKIMIOYEHUA U BKIMIOYEHNA onpenefieHHbIX NoAKNaccoB.

lpumeyaHue:

BkriroyeHue HO8bIX rpasursl, Kak U 3azgpy3ka HO8bIX [10/1b308amesIbCKUX Mpasusli aHanusa
mpacghuka, Moxem rpueodumb K CHUXEHU0 pabomocriocobHocmu ycmpolcmea. MeHss
rnepeyeHb aKkmueHbIX Mpasusl U 3azpyxasi Hoeble [o/1b308amesibckue npasusna, ecezda
e3gewusalime pabomocrocobHocmb ycmpolcmea 6 4Yacmu napamempa “[ponsi 8
sA0pe". CeHcopbl npomecmupo8aHbl Ha Mo00epXKy HOMUHaIbHOU 10/10CkI MPOMyCKaHUsi MOJIbKO
rpu ycrnosuu Ucrob308aHUsi KOHgu2a no yMoI4aHUro.

Hwxe npuBeaeH CnMcoK BO3MOXHbIX CUrHaTyp.
e LleneBble aTaku X
e Ya3BMMOCTU B cepsepHom [10;
e Ya3BumocTu npuknagHoro Mo;
o bBoakgoopbl M HeneranbHblE CpeacTBa yaaneHHoro ynpasneHuns;
e baHkoBCKME TPOSHBI;
o MobGunbHble TPOSIHbI;
e HecneundunyHas akTUBHOCTb TPOSIHOB,
e Drive-by ataku;
e [lopgo3putenbHble cOBbITUS;
e  OUINHIOBLIE pecypcChl;
¢ HapyweHne nonutuk;
e HexenartenbHoe MNO;
e TposiH-BbIMOraTens;
¢ lccnenosaHue ceTeBOro nepumeTpa;
e LUnwnonHckoe MMO.

13.2.5.llonb3oBaTenbCcKne ceTeBble CUrHATYpbI
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3arpyska nonb3oBaTenbCKUX curHatyp B popmarte Suricata.

MpumeyaHue: ID nonb3oBaTenbCKkUX CUrHaATyp OOSMKHbI ObiTb B npegenax 1300001 -
1500000.

13.3. Bnok «lMNo4yta»

HaHHbin 6nok cogepxut B cebe Habop QyHKUWA, NO3BONAKOLMX: OCYLLECTBMATb
HACTPOKKY MOYTOBOrO KNMEeHTa Afs cKavuMBaHMsa NUCEM Ha aHanm3a no npotokonam POP3/IMAP;
ynpaensate dyHkumen SMTP-cepBepa B 4acTu MOSyYeHUA U POYTUHra MOYThbl; ONpegensiTb
noBefeHne cucteMbl (M3 NpeanaraeMoro cnmcka) B OTHOLWEHMM paboTbl CO CCbINIKaMu B MUCbMaXx;
HacTpavBaTb NapameTpbl yBEAOMITEHUSA O 3aBrTOKMPOBAHHbBIX COOBLLEHUSAX.

13.3.1.lNo4TOBLIN CepBep
HacTponka no3BonsieT 3agaTb OCHOBHOM CMOCOG WHTerpauun npuéma novTOBbIX
coobLeHn

nybuHa xpaHeHusi nucem (OHU)

BHe 3aBucumocTn oT Bblbopa cnocoba wuHTerpauum Heobxogumo 3agaTb napameTp
rnyOuHbI XpaHeHWs.

OH onpepensieT BpeMsi B CyTKax B TeYEHME KOTOPOro MoYTOBble COOOLWEeHus OyayT
XpaHnTbcsa Ha NTA ansa peTpoCneKTMBHOIrO aHanm3a NoYTOBbIX COOOLLEHNI N BOXEHWI B HUX.

lNpuém konuu coobweHut no SMTP

B gaHHOM pexnme ceHcop He ByaeT ABnATbCA TOUKOW NePECHINIKM MOYTOBbIX COOBOLLEHWNNA.
W 6yneT oxmnaatb NpMémMa KOnum NoYTOBbLIX COOBLLEHNI OT NOYTOBbLIX CEPBEPOB KNMeHTa. Pexmm
aHanmsnpyeT NOYTOBbLIN NOTOK KNMEHTa, NPUHMMaeMbIn No npotokony SMTP.

[ns aHanms3a no4dtoBbIX coobeHnn no npotokony POP3/IMAP nepengute B pasgen
HacTponkn "MNoYToBbIN KNNEHT"

HdononHutenbHas  uMHgopMauus no  pexumy  paboTbl  npeacTaBneHa B
pasgene "UHTerpauusa no SMTP"

MTA pexum
B naHHOM pexumme ceHcop ByaeT SBNATbCS YacTblo MOYTOBOW CUCTEMbI BO BHEOAPAEMOM
WHppacTpyktype. W OygeT aHanm3MpoBaTb peanbHbIl  MOYTOBbLIM  MOTOK  KMAWMEHTA.
[ocTynHble HAaCTPOWKK:
e bBnokunpoBartb
Mpun akTMBauMmM GrIOKMPYET NMCbMa C NOAO3PEHNEM Ha LIENEBYIO aTtaky M OTNpaBnseT nux
B KapaHTWH ceHcopa. Taknm ob6pa3om BO3MOXHO nHTerpmposaTb MXDR B NOYTOBYI CUCTEMY B
pexxume MTA kak ¢ 6nokuposkon (4ns obecneveHnss NPeBEHTUBHON 3alLMThbl OT LieneBbIX aTak),
Tak n 6e3 (ana obecneveHns GecnepebonHocTn BusHec-npoueccoB B crydvae false-postivie
cpabaTbiBaHui). lNpumeyaHue: 8 criydae UCrnob308aHUsi pexuma pabombi ¢ b6510KUposKod,
onogeweHuss om SOC AO «BYAYUIEE» He 6ydym npou3goOumbcsi rpu ycriewHoOM
6s10kuposaHuU nucbma, cooepxkawe2o 8pe0OO0HOCHbIU KOHMEeHM.
YnpaBneHue KapaHTUHOM ocyllecTernseTcs B nogpasgerne
pasgena PaccnegoBaHua - [ucbMma -> YripasrneHue KapaHTUHOM
o [loyTOoBbIE MapLIPYTHI
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lMossonseT 3agaTb MapLUpyTU3auuio NoYToBOro Tpaduka ana cnegywoowmx MTA unu
MOYTOBLIX CepBepoB. Taknm o6pa3oM BO3IMOXHO OOecneynMTb MPUOPUTM3ALMIO AdanbHenLwen
NepechbINikN NMOYTOBbLIX COOOLLEHU, B cnyyae Hanumums 6onee O4HOro NPUEMLLIMKA MOYTOBbIX
coobuweHnn (MTA, EDGE, CAS).

o TanmayT npoBepKu NUcem

Bpems yaepkaHusa nodToBbIX COOOLEHUA Ha CEeHCOope OO0 OTNpaBKW €ro crnegylowemy
MTA unn noyTOoBOMY CEPBEPY B COOTBETCTBUN C HACTPOEHHbLIMW MOYTOBLIMU MapLupyTamu. o
ymonyanuio NTA orpaHudmBaeT nepegady coobuieHnn ao nonyvyeHuns sepaukra or NTA n MDP.
TanmayT orpaHM4YMBaeT CBEPXY BPEMS, 3aTpavymMBaeMoe Ha JaHHbIN npouecc. Taknm obpasom, B
crny4ae ecnv no4toBoe coobLleHne He BbINo NPOBEPEHO MO UCTEYEHUIO 3a4aHHOro TanmayTa,
OHO OyaeT oOTnpaBneHo MO MNOYTOBOMY MaplipyTy 6e3 peweHuss no aHanumsy wu Oyget
npoaHanuanpoBaHo B PeTPOCMEKTMBE.

Bonee nogpo6HO 06 MHMPACTPYKTYPHbIX TpeboBaHMAX MOXHO NOYEprnHyTb B pasgene
"MnTterpauums inline (MTA)"
13.3.2.1o4TOBbLIN KNNEHT
HacTtpoika no4toBoro knueHta nossonsetr NTA noaknoyaTbCs K NOYTOBLIM CEpBEPAM,
XPaHSALNM KIMEHTCKME NUCbMa M aHanNu3npoBaTb COAepXumoe ModToBoro swwmka. Obpatute
BHMMaHue, CEHCOp MOAKMYaeTCa TOMNbKO K OAHOMY SILLUMKY MOYMTOBOrO CepBepa - Ha AaHHbIN
AWKMK HEeoOXoOMMO HanpaBnATb KOMMM MOYTOBLIX coobweHun ans aHanusa (OpezaHulyemcs
yepesd eHympeHHue BCC ¢byHKUUU 0YMOoebIX Ccepeepos Ufu Mo4YmoebiX Cepsucos).
[ononHuTenbHy0 WHMoOpMaLMa No pexumy paboTbl BO3MOXHO MOYEPrHYTb MO CCbIfke
"MHTerpauns no POP3/IMAP"
[oCTynHble HAaCTPOWKM:
o [louTOBbLIN CepBep
FQDN unu ceTeBom agpec NO4TOBOro cepBepa, kK KoTopomy byaeT nogkno4aTbCs CEHCOP
no npotokony POP3/IMAP.
e [lopT
3apaétcs B criyvae MCnosnb3oBaHMsA HECTAHAAPTHbLIX NMOPTOB HA CEpBEPE KIMeHTa.
e WmaA nonb3oBatens
JTormH OoT NOYTOBOrO SAALLMKA, HA KOTOPOM arpernpyeTcst KonumM NOYTOBbIX COOBLLEHMI ANs
aHanusa.
e [laponb
Maponb OT NOYTOBOrO SALLUMKA
e [lpoTokon
BHumaHwne! 3agaBasi TN NPOTOKOMOB, HEOBXOANMO MMETb BBUAY OCOBEHHOCTN paboThl
AaHHbIX MNPOTOKOMOB OTHOCUTENBHO XPaAHUMOW Ha MNOYTOBOM SALMKE KOPPECMOHAEHLMMN.
MogpoGHee HKE.
MopnepxmBaemble NPOTOKONbI:
e POP3
Mpn ncnonb3oBaHUM [aHHOrO MNPOTOKONa, BCA MNpoOaHanu3npoBaHHas noyTta Oyaer
aBTOMATMYECKN yOanaTbCsi CEHCOPOM MOCMEe CKayMBaHWUS MOYTOBbLIX COOOLLEHUA M3 siLLMKa.
Mouta yaanaetcs 6e3B0O3BpaTHO, TOMBbKO MPU HanMyuM AOCTATOYHbIX NPaB Yy MCMOSib3yeMOoro
CEHCOPOM aKkKayHTa.
e IMAP
Mpn ncnonb3oBaHUM NPOTOKONA, UCNONb3YTCA CTaHAApPTHbIE KOMaHAbl MPOTOKONa Ha
yOaneHne 3aKkadeHHbIX N3 SLLMKa NOYTOBbLIX COOBLLEHNIA.
e lUndpoBaHue
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MoppepxmBaeMble BepcuM MPOTOKONOB wWndpoBaHus SSLv2, SSLv3, TLS, TLSv1,
TLSv1.1, TLSv1.2. [JononHutenbHas MHOpMaumMsa no nogaepkke NPOTOKONIOB CO CTOPOHbI
KNMMEeHTOB AOCTYyMNHa no 3anpocy Kk crneunanuctam AO «BYAYLLEE».

o [laysa mexay noaknoYeHUsAMu

TanmayT mexay noaKMtoYEeHMEM K MOYTOBOMY SAWMKY AN CKaYMBaHUSA MOYTOBbLIX
coobuwenni. Mo ymonyaHuio NTA 3anpawmBaeT ¢ no4ToBoro cepeepa nepsble 100 4OCTYMHbIX
coobLleHnn (BHe 3aBUCUMOCTWU OT BblOpaHHOro nportokona). Takum obpasom, ecrniv No4YTOBbIN
cepBep He KOPPEKTHO obpabaTbiBaeT KOMaHAbl Ha yaaneHne oT CEHCOpa, BO3HUKHET NeTns.

o [lanka

LocmynHo nipu ebibope rnpomokona IMAP. 3apaéT umsi nankM B MNOAKNKOYaeMOM

NOYTOBOM SILLMKE ANsi CKAYMBaHUS COOOLLEHNIA.

13.3.3.CTpaTterus paboTbl CO cCbinkamu
Mpwn nHTEerpaumm ¢ NOYTOBON CUCTEMON CeHCop ByaeT OCyLWeCTBNATbL aHanm3 Nno4YToBbIX
coobLLeHNn Ha NpegMeT cogepXXaHnst B HEM CCbISIOK Ha BHELWHWe pecypchbl. [Mpn obHapyXeHun
ccbinok NTA OygeT npou3BOAMTb Mepexodbl NO AaHHbIM ccbinkam. [lepexon no ccbinke
OrpaHN4MBaETCA TONMbKO PECYpPCOM, YKasdaHHbIM B CCbIfiKe, U HE MNPOM3BOAMT AanbHenwee
N3yyYeHne pecypchbl Ha npegMeT ccebinok. NMNoatomy Heobxoammo BbIGpaTh cTpaTternto paboTbl CO
CCbIfIKaMMu.
lNpenonaraemble cTpaTernu:
o KoHcepBaTuBHas
AHanNU3NpyTCa TONbKO CCbINKU, OAHO3HAYHO BeayLUMe Ha NOTEHUNanbHO-BPEe4OHOCHbI
KOHTEHT, Hanpumep: http://malwaresite.ru/a.exe. Ccbifnkn, He UMEOLLME TaKNX SBHbIX MPU3HAKOB,
nponyckaTcs.
o CoObanaHcupoBaHHas
Mop aHanu3 nonagaeT 3Ha4MTENbHO GOorbLUE CChINOK, BbiGMpaembIx MO cneumanbHOMY
anroputMy. He nonagaloT Ha aHanu3 CCbIfIkKM Ha MonynspHble AOMEHbI WM CEpPBUCHI,
NOTEHUMANbHO W3MEHSIOLNE COCTOSIHME CCbIIKWM. JTOT pexum paboTbl TpebyeT HaCTPOWKM
nokanbHoro white-nucra Ansa CCbInok.
e ArpeccuBHas
AHanM3MpylTCsl BCE CCbINKK, 3a BbIYETOM JoKanbHOro white-nucra. Pexum moxet
NPOBOLMPOBaTb W3MEHEHWE COCTOSIHUSI OMNPEAEneHHbIX CCbINIOK W MOBbILWEHHOE 4MCHOo
BbINOSTHAEMbIX aHanmM30B.

e [lpokcu cepBep
Mo3BongeT 3agatb NPOKCK cepBep Ans obecneveHnsa web goctyna ceHcopa npu aHanmnse
CCbISIOK B MOYTOBbIX COOBLLEHNAX U BNOXEHHbLIX B HUX JOKYMEHTaX.
lNpumeyaHue!
[nsa ncnonb3oBaHMa NPSIMOro B3anMoAeNCTBUSA CeHcopa Yepe3 MHTepdEenc ynpaBneHums
¢ NHTepHeT ocTaBbTe AaHHOE None NyCTbIM.
Mocne BbIbpaHHONM cTpaTerMm HeO6Xo0AUMO COXPaHUTL HACTPOMKN.

13.3.4.YBegomneHust 0 3abnoKnpoBaHHbIX NMCbMax

HacTtponka nossonseT 3agaTb COBCTBEHHbIV LWABMNOH OTCbINaeMbliX MHMOPMALMOHHBLIX
coobLeHnn o hakte BNOKMPOBKU NUCbMA.

13.4. Bnok «®annbi»
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HaHHbIn 6n0K coaepxuT B cebe Habop oyHKLUMIA, NO3BONSIOLWNX: YNPaBASTbL aHaNM30M U
nssneveHnem carnos ua Tpaduka, nogknodate obLne nanku ana aHanmsa annos, a Takke
HacTpamBaTb 06Lme pecypchbl ansa cbopa n aHanusa ¢annos.

13.4.1.AHanu3 cannos 13 Tpadurka
Mpn akTMBauum OaHHOM HACTPOWMKM ceHcop OyaeT nbiTaTbCa nonyyatb dannbl 13
aHanM3anpyemon Konuu Tpaduka n OTNpaenaTb X Ha NoBedeH4eckui aHanms. [Npu nogobHom
cnocobe nHTerpaumMm Heob6xoaMMo yunTbiBaTh CneayoLme MOMEHTbI:
e [ponbl - ecnu 3epkanupytollee ycTponcTeo (¢ kotoporo noctynaiwt SPAN ceccun)
OyneT gponaTtb nNakeTbl NpU YOPMUPOBaAHUKN KOMUM TpadmKka, TO BbICOKA BEPOATHOCTb
HEBO3MOXXHOCTU cobpaTb 13 SPAN ceccuin hannoB UM NOYTOBbIX COOBLLEHUNA.

BPF aonsa 3axBaTa Tpachuka

BPF cunbTp - 370 open-source MpPOeKT Mo3BONAWLWNA 3adaBaTtb MUbLTPLI
N3BreYeHNs JaHHbIX U3 aHanu3npyemoro Tpadguka.

®dunbTpbl 4encTBYIOT No NpuHuMny white list cnucka.

MpoToKonbl
MepeknoyaTenu akTMBUPYIOT nNpenycTaHoBneHHble BPF dounbTpbl Ans aHanuaa
¢hannos 13 ykasaHHbIX MPOTOKOSIOB.
e SMTP/POP3
[aHHbI nepekntoyaTens akTUBNpYeT PYHKLUMOHANBHOCTb NO aHanu3y No4YTOBbIX
coobLeHnn B oTCyTCTBUE BO3MOXXHOCTM NOMHOLLEHHOWN MOYTOBOW
nHterpauun. Obpamume 6HUMaHUe: Mpu peanu3ayuu rofaHOUeHHoU noYymoesou
uHmMeezpayuu 0aHHyr QyHKUU HE06X00UMO OMKITIOYUMb
e HTTP
BocctaHaenueaeT ns SPAN ceccun cannbl, nepegaBaemble npoTtokonom http
(06bI4HO Npu ckaunBaHuM U3 ceTn VIHTepHeT)
e FTP/SMB
BocctaHaenueaet n3 SPAN ceccun hbannbl, nepegaBaemMble npu paboTte C
¢hannoBLIMU XpaHUIMLLAMM.

13.4.2.MoHTMpoBaHMe 1 aHanus obLnx pecypcos

HacTpovika aHanunsa ¢annoB B ceTeBbIX Nankax ocyLlecTBnsieTca B ABa 3Tana:
o MoHTupoBaHue obLUMX pecypcos
e AHanus obuwmx pecypcos

MoHmuposaHue obwux pecypcos
Pacnonoxenune: Ul -> HacTtponkun -> YcTpouctBa ->8 criucke ycmpolcme
8bibpamb Heobxodumbiti NTA -> Bnok "®anns!" -> MOHTMPOBaHUE 0BLLMX PECYPCOB.

B pasgene "MoHTupoBaHue obLwmnx pecypcoB” BbINOSTHAETCHA TONbKO MNOAKIHOYEHME Nanok
AN ganbHenLero aHanmsa.

Ytobbl gobaBuTb  nanku ans NOAKIHO4YEeHUS K olOwen ceTeBoMn nanke
NTA Heobxoaumo HaxaTb Ha KHOMKy [lo6aBUTbL pecypc 1 3anonHUTb cneayroLime nons:
e HasBaHue - HaumeHOBaHMEe nNanku, MNPUCBOEHHOE Mofb3oBaTeneM, Kotopoe Oyaet
oTobpaxaTtbcsa pasgene "AHanus obwmx pecypco”
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e Twn pecypca - NpOTOKOIT, MO KOTOPOMY GyAeT NPOXoAnTb coeanHeHne ¢ pecypcom (SMB,

WebDAV, NFS, FTP)
e Apnpec - pacrnonoxeHue pecypca
e JlorviH - NorvH anst NogkntoYeHns Kk BbibpaHHOMY pecypcy
e [Maponb - naponb ANs NOAKIOYEHUS K BbIGpaHHOMY pecypcy
e CrTartyc - COCTOsIHME NOAKMYEHMS K BbIBpaHHOMY pecypcy

,D,J'IFI D,O6aBJ'IeHMFI HOBOIO pecypca Ha>XMUTE KHOMKY

-+ NOBABUTH PECYPC

[na pegakTMpoBaHWs CyLLECTBYOLEN 3anncy HaXKMUTE KHOMKY

[na yaaneHus cyLecTBYIOLWEro pecypca HaKMUTE KHOMKY

lNocne aTOro npoBepbTe  BBEAEHHbIE  [aHHblE WU HaXMmuTe
kKHoMKy CoxpaHuUTb

B cny4yae ycnewHOoro nogkrn4yeHna pecypca, B KOJilOHKe CTaTyC NnoABUTCA
3HaA4oK

HHEEI

AHarnus obuwjux pecypcos
Pacrnonoxenne: Ul -> Hactponkn -> YcTpoWctBa ->8 Criucke ycmpoucms

8bIbpamb Heobxodumbiti NTA > bnok "®annbl" > AHanm3 o6Lmnx pecypcos

B pasgene "AHanu3 obLmnx pecypcoB" OCYLIECTBIISIETCS HACTpoMKa pexnma obpaboTku

yXXe NoakntoveHHblX B pasgene "MoHTupoBaHue obuwmx pecypcoB” ¢annoBbix pecypcoB Ans
cbopa u aHanm3a annos.

YTto6bl Ha4YaTb aHanM3 pecypcoB, HEOOXOAMMO HaxaTb Ha KHOMKy [lo6baBuTb pecypc u

3anoJ1HUTb cneayrowne nona:

Nms - HanmeHoBaHMe pecypca 13 CMCKa CMOHTUPOBAHHbIX
lMyTb aHanuaa - ykasbiBaeM NyTb OTHOCUTENBHO yKaszaHHOro B pasgene "MoHTMpoBaHue
obwmx pecypcos" (NyTb 4O AOMOMHUTENBHOrO 3NeMeHTa B narke)
Bpems aHanusa - BpeMeHHasa MeTka co3gaHunsa unu mogudukauuun danmna, HadmHasi ¢
KoTopon ByaeT NnpoM3BoaMTLCA aHanm3
Mepuog aHanu3a - NepMOAMYHOCTb, C KOTOPOW MPOM3BOAUTCS MPOBEPKA pecypca Ha
nosiBrieHne HoBbIX hannos
MrHopupoBaTb CKpbITbIE - HE NPOBEPATL CKPbITbIE halnbl
[MepBUYHLIN aHanu3 - NPOBEPUTb BCE CYLLECTBYIOLIME HA MOMEHT BKIOYEHUSA aHanuaa
dannbl
Pexum - pexxum paboTbl:
o AHanu3z- pexmm MOHUTOPMHra, NPU KOTOPOM TOMbKO BbIOAETCSA anepT Ha
BpeAoHOCHbIe dhannbl. Pann ocTaétcsa B nanke HEN3MEHHbIM.
o YOaneHue - pexum MOHUTOpUHra C OnOKMPOBKOW. BpenoHocHble dawnnbl
NMOMELLATCS B KApPaHTUH.
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o [llepemeweHue - pexum paboTbl ¢ OByMA nankamu. BpegoHocHble dannbl
nomeLLarnTcsl B KapaHTuH. [poBepeHHble 6e3onacHble dhansnbl NEpeEMELLATCH B
yKasaHHyo narky.

Mpwn BLIGOpPE pexnma paboTbl "MlepemeweHue" GyayT OOCTYMNHbBI cregyoLlme nons:

e MecTOo HasHayeHnsa - HaMMeHOBaHWE Manku, co3gaHHon B pasgene "MoHTMpoBaHue
o6wux pecypcos”, B KOTOpyto ByayT nepemeLLaTbCca npoaHannaMpoBaHHble 6e3onacHble
tanneol

e [lyTb Ha3HayeHUA - OTHOCUTENbHbIN NyTb BHYTPM Nanku, B KOTOpyk OyayT
nepemeLlaTbCsa NpoaHanuanpoBaHHble be3onacHble ansbl.

Mocne Toro, kak Bce HeOOXoAMMble NapaMeTpbl 3aaHbl, HaXXMUTEe kKHonky CoxpaHuTb

13.5. Brok «MHTennekTyanbHbI aHanu3 Tpadguka»
[aHHbn  6riok copepxut B cebe Habop QYHKUMIA, MO3BOMSAKOWMX. BbISBNATD
B3aMMOLENCTBUS C ynpaBnsowmMmn cepeepammn vepes DGA, a Takke ynpaensaTb Mogyrem
BbISIBIEHMSA TYHHENEN B BEPXHEYPOBHEBLIX NPOTOKONAX.

13.5.1.Moaynb BbisiBneHns DGA-koMMyHUKaumnn

HaCTDOVIKa NO3BOSSIET BbIABNATbL B3aUMOAENCTBUSA C ynpasndawouwnMm cepeepamm 4epes
DGA.

[nga Toro 4tobbl 3anyCcTUTb NpoLecc, HeoBXoANMO 3anoNTHUTL NONS:
¢ [lopor obpalieHnmn
Konnyecteso DGA 3anpocoB ansi nopoxaeHust oaHoro cobbiTns 6e3onacHocTu.
o [lopor cekyHA
Bpewmsi, 3a koTopoe yuuTbiBatoTca DGA 3anpocbl B KOonudecTBe, 3agaHHOM B Mopore
obpalyeHnn.

Mocne Toro kak nons 6yayT 3anonHEHbI, HAXXMUTE Ha KHOMKY CoXpaHUTb.
13.5.2.BbisiBneHne TyHHenewn

MepekntoyaTens  «BbisiBNneHMe  TyHHenen»  npedHasHayeH Ans  ynpaBneHust
BEPXHEYPOBHEBbLIMW NPOTOKONaMMU:

e UDP
e TCP
e DNS
e SSL
e HTTP

Mpn oOHapyXeHUn B CETU COEAUHEHURN, co3haBaeMblX pasHbiMU dpPerMBOpPKaMm
(meterpreter, dnscat, assitsov n T.n.) aBTOMaTMyeckum cos3gaeTca anepT, KoTopbii BygeT
oTobpaxeH B nyHkTe "AnepTbl”

[ns HacTpoviku ynpaBneHus MoAyneM BbISIBMEHUA TyHHENem B BepXHEYpPOBHEBbIX

npoTokonax  HeOoOXOAMMO  BKMKOYUTL/BBLIKNIOYMTL — NepekniovaTenb,  3ateM  HaxaTb
KHOMKY COXpaHUTb.
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13.5.3.BbisiBNeHne CKpbITbIX KaHaNoB U rOPU30HTaNbHOro NnepemMeLLeHns

B 6noke "WMHTennekTyanbHbl aHanua Tpadwuka" HacTpovka "BbisiBieHME CKPbITbIX
KaHanoB M rOpM3OHTaNbHOro nepemelleHns” npeacrtaBnsieT cobov Moaynb ANS BbISIBNEHUS
pacnpocTpaHeHns yrpo3 BO BHYTPEHHEN MHAPACTPYKTYpE.

Jloeuka obpabomku

McnonbaytoTes ML knaccugukatopbl.

NTA ananuaupyet kerberos(update), smb, ntlm, dce-rpc npoTokonbl Ha npegmet
obpawieHms K annoBbiM XpaHUNUWaMm agMuUHUCTpaTopa, 3anucu Ha Hux  annos,
ncnonb3oBaHNa wmi u T.10.

B 3aBucumoctn OT BbIGPAHHOW  YYBCTBUTESNBbHOCTW  anroputM Ha  OCHOBE
COBOKYMHOCTW MHAMKATOPOB, OMMUCaHHbIX Bbille, CO34AET COObITUS 1 anepThbl.

Mo ymonuaHuio Becb TpadmK, HACTPOEHHLIN Ha 06paboTKy B MyHKTE "AHann3 ceTeBoOro
Tpaduka" nognagaet nop knaccudukatop "BbiSBNeHMe CKPbITbIX KaHanoB N ropusoHTansHoro
nepemeLleHna" cpasy nocne BKAKYEHMS ONUCbIBAEMOro dyHKLMoHana.

Ona ncknoyYeHns NUWHUX ceTeBblX NMOTOKOB HeobxoAmmo BOCMONb3oBaTbCca 6enbiMn
crnvckamm (HacTpomrka HUxXe).

Hacmpolika ebisienieHusi CKpbIMbIX KaHaoe U 20pU30HMarbHO20 rnepeMeuleHuUs

HyecmeumernbHoCcmb
B none YyBCTBUTENbLHOCTD - BblOMpaeTca cTeneHb YYBCTBUTENBHOCTHU
KnaccudgukaTopa npwu  BbICTaBreHUM anepta. YyBCTBUTENbHOCTb - 3TO OTCeYKa Mo

pa3HOObpPa3nio M KONMYECTBY aHaNM3MpyembiX COObITMA OT OAHOW MawwuHbl 3a 10 MUHYT, B
TeYEeHUM KOTOPbIX onpeaensieTca 3noyMblllneHHoe nosegeHune. Npu 3ToM B cnyyae BblsIBMEHUS
yucna cobbITUA, NepexoasLnx onpeaenEHHbIN NOPOr 3r0yMbILLNIEHHOE NoBeAeHNe MOXET ObITb
onpegeneHo B 6onee KOPOTKNE NEPUOAbI.

Benbil cniucok
Ona pobaBneHuss |P-agpeca B ©Oenbin COWCOK, HeobxoAMMO HaxaTb Ha

u
KHOMKY , 3anoOJIHUTb noABMBLLEECA MOJie U COXPaHUTb HACTPOUKWN. Mo mumo

HenocpeacTBeHHO |IP agpeca BO3MOXHO 3agaTb HanpaBfieHWe aHanuM3Mpyemoro noTtoka Ans
NCKNOYEeHUA 13 aHanm3a. Takum o6pa3om BO3MOXHO 3(PEKTMBHO MCnonb3oBaTb pecypcbl NTA,
yMeHbluaeTca KonudecTtBo false-positive aneptoB, a Takke MO3BOMSET LeNeHanpaBneHHo
0BHapyXu1Tb aKThbl BbISIBNIEHNS CKPbITbIX KaHanos n FOPU30OHTanNbHbIX
nepemeLleHnin, NPOBOAUMbLIX B HY)KHOM HanpasneHuu.

Ecnn HeobxoguMo M3MEHUTbL HACTPOMKM OETEKTUPOBAHWA ONd yxe umetowerocs IP-

apeca, To ero MoXHO HaiiT & cTpoke noucka M

14. PepaktupoBaHune HacTpoek moayna Sensor Industrial

14.1. Brnok «Obuwme HacTponKmny
HaHHbin 6nok coaepxut B cebe Habop dyHKUWUA, NO3BOMSAIOLWMNX: CBA3bIBATb Sensor
Industrial ¢ yctponctBammn nosegeHyeckoro aHanusa (MDP, MDP Cloud), cosgaBaTb Genbie
CMUCKM WHOWKATOPOB ANS MCKMYEHUs M3 aHanus3a, co3faBaTb npaBunia no paspelleHuto
CceTeBbIX apecoB B JOMEHHbIE U CETEBblE MMEHA, NepedaBaTb PErMCTpupyemMble CoObITUS BO
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BHELWWHME cucTeMbl Yepe3 Syslog, M3MEHATb CMHXPOHM3ALUMIO BpeMeHu ycTpoictBa ¢ XDR,
HacTpauBaTb OYHKLUN A1 MOHUTOPUHIa paboTbl M COCTOSIHUS YCTPOMCTBA.

14.1.1.NpynnmpoBka cobbITUn N0 NoApa3aeneHnsam

[aHHas HacTporka no3BONMSET pasgenuTb CcobblTua M anepTbl BHYTPU OAHOW
nHcTannauun, B paspese ogHon KomnaHun. Takum o6pa3om BO3MOXHO pa3fensatb obpaboTky
WHUMOEHTOB BHYTPW OAHOWM KOMMaHUW MEXAy aHanuTukamy OTBETCTBEHHbIMU 3a pasfnyHble
noapasaerneHus.

N3 wmeHio MoppasaeneHne BO3MOXHO BblIOpaTb kak noapasgeneHne, Tak U camy
KomnaHuto. BuammocTte komnaHun XDR Console 3aBUCUT OT NpuBSA3KM BbIOpaHHOIO ceHcopa K
KomnaHum Ha cTagum permctpaumm (cosganus) yctponctsea (cm. [JobaButb YCTPONCTBO).

MNMocne Bbibopa nogpasfeneHns cTaHeT AOCTYNHO MEHK TpYNnUPOBKA AaHHbIX MO
ceTeBbIM agpecam 1 NoYToBbLIM agpecam (cM puc. "Pasgenenne AaHHbIX NO NOAPa3nerieHnto).

e |P-appeca
Mo3sonseT BBecTu ceTeBble aapeca B ¢dopmaTtax CIDR. B paHHOM pasgene HeobGxoaumo
BBOAWUTb agpeca 13 ananaszoHa Homenet agpecoB. Homenet guanasoH 3agaértcst B npouecce
HaCTPOWNKN CUrHaATYPHOro aHannsa Tpaduvka B pasgene "AHanna ceTeBoro Tpaduka"

o [louTOBbLIN agpec
[Mo3BonseT BBECTU agpeca UM AOMEHbI NMOYTOBbIX agpecoB. B gaHHOM pasgene HeobGxoanmo
BBOAMTb afpeca LeneBblx nonyvyaTenen, To eCTb BHYTPEHHWE AN KNMeHTa.
M3ameHeHus BCTynatoT B cury cpady nocne coxpaHeHusi. CobbiTus, NnpegwecTByowmne no gatam
AaHHbIM N3MEHEHMAM, He ByoyT NpoMapKMpoBaHbl HOBbIM NoApa3aerieHNeEM.

14.1.2.WHTerpaumsa ¢ MDP
[aHHas HacTporka npegnaraeT BO3MOXHOCTb WHTErpMpoBaThb BblOpaHHbIA Sensor
Industrial ¢ onpegeneHHsiIM MDP anga ocyliecteneHns yHKLNA NOBEAEHYECKOro aHanmaa.

e WHTerpauum
B meHo 3agaétca 3anucb B BUOge OMeHHoro umeHn unu IP agpeca MDP. BoamoxHO
3agaTb Oonblwe 4Yem oAHy 3anucb, Aabbl obecneunTb pacnpegeneHne Harpysks no
noseAeH4YecKoMy aHanuay. YnpasneHne odepenbio Npom3BoauTcs Ha CTopoHe ceHcopa. CeHcop
Aernaet ornpoc Bcex NoAKNIYEHHbIX K HeMy MDP Ha npegMeT pa3mMepa ovepean noBeeH4eCcKoro
aHanmsa n BblOMpaeT MUHMMarbHYI0 ANd CrieayloLero aHanuaa.
e S3blKk aHanu3a
3apaét uvcnonb3oBaHWe onpefenéHHbix 06pas3oB  OMNepauMOHHbIX CUCTEM BHYTPM
noaknNt4YéHHelx MDP. [aHHble onepaumoHHble cucTteMbl ByoyT HACTPOEHbI AN NoaOepKaHUs
3alWnTbl OT aKTyanbHbIX Yrpo3 B perMoHax ¢ BbibpaHHOM A3blkoBOM cuctemon. (Mo ymonyaxuio
nogaepxmaatotca Pycckunii 1 AHIMUNCKUIA A3bIKK).

Ncnonb3oBaHue obnayHoro MDP

Onsa wncnonb3oBaHua MDP Cloud (o6nayHown Bepcun MDP) ucnonb3yeTcs ofHa u3
cnegyooLwmnx sannucen:

10.144.178.1:3000

14.1.3.Benbin cnMcok
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Benble cnvcku MNO3BONSAKT WCKMAOYUTL U3 aHanu3a BHECEeHHble B HUX OOBLEKTbl B
KomnoHeHTax Sensor Industrial 1 MDP. OnTummsaums paboTbl pelleHns ¢ NOMOLLbI AaHHOro
WHCTPYMeHTa - 0b6A3aTenbHOe YCNoBMe BbICOKOrO KayecTBa OOHapyXeHUs aTak.

IP Bnoku

[Mo3BonsaeT MCKMYaTbh NOTOKN AAHHBIX HA CETEBOM YPOBHE B Pa3fMyHbIX HanpaBrneHmsaxX
(oT n/vnu K uenesbiM, 3allnLLIAEMbIM XOCTaM).

B nepByto ouepenb Heobxoanmo 3agath HanpasneHne ansa unbTpauun:

e SRC - /AICTOYHUK.
e DST - HasHaueHue.
e ANY - VcTtouHuk n HasHaueHune.

[anee Heobxoammo BBecTu I|P-agpec. Cucrtema nopgepxuBaet IPv4 u IPv6. B
onvxanwem GyayLem NosSBUTCS BO3MOXHOCTb BBOAUTL Liefble NoACETMH.

MouTsbl
dunbTpaums NoYTbl MOXET MO3BOMUTbL 3HAYUTESbHO YMEHbLINTL Harpy3ky Ha MDP. B
nepByto odepeab HeOOXoaANMO 3aaaTh HanpaBneHne Ans unbTpauuu:
e TO - agpec Ha3HayeHu4.
e FROM - agpec oTnpasutens.
e ANY - agpec HasHayeHunsa n oTnpaBuTENS.
Cuctema noagepkvBaeT BBOA, KaK eAWHWMYHbIX aKKayHTOB, TaK W UenbiX
AOMeHOoB. Harnpumep, moxHO gobaButb B whitelist oagnH akkayHT nnu Bce NoYTOBbIE aKKayHTbI B
AOMEHE C MOMOLLbIO PErynsipHbIX BblPaXKeHUN.

Xewwu c¢annos
Cuctema noggepxmeaeT unbTpauunio annos B Criegyrolmnx dgopmarax:
[ ] MD5
e SHAlL
e SHA256
Hanpumep, BblGpaB anroputm  xewwupoBaHua: MD5 wun  xew-cymmy  panna:
d0b28c012¢1276a92d787412bf2dd9dc maHHbIM dhann OygeT BkoveH B whitelist u He Byaet
aHanmM3npoBaTbCs NECOYHULEN.

JdomeHbl n URL-bI
YkasaHHble B JaHHOM cnncke gomeHbl n URL 6yayT onyckaTbecst Npy aHanmse ceHCoOpoMm
Nnogo3pUTENbHBIX CChITOK B MOYTOBLIX COOBLLUEHMSIX M ceTeBOM Tpaduke. B kaxgon 3anmncu
HeobxoaMmMo 3aaaThb:
e Domain - o6wmn goMeH HeoBXoaMMOro YPOBHS
e URL mask - perynsipHoe BblpaXeHune O5isi aHanm3aa CChISTOK U3 YKa3aHHOro JOMeHa
]
14.1.4.Hactpownkn ynpasneHus Mediator /HacTponkn paspelueHnsa MeH
[aHHbIN pa3gen akTMBMpyeT BO3MOXHOCTM CEHCopa MO pa3peLleHunto CeTeBbIX aapecoB
B OOMEHHblE N ceTeBble MMeHa. TakuMm obpasom, aHanuMTMKam npenocTtaBndeTcsd yaooOHbIN
WHCTPYMEHT Ana  ObICTporo onpegeneHnss nNPUHaanexHoCTM XOCTOB K OBHapy>KeHHbIM
WHUMOEHTaM 1 TeM CaMbiM COKpaLLlaeTCsi BPEMS pearmpoBaHus.

DNS-cepBepa ansa PTR 3anpocos

HacTtponka no3Bonset naMeHuUTb CTaHg4apTHble MapLUpyThbl MO BbinonHeHuto PTR (reverse
DNS) 3anpocoB n nossonseT 3agatb CTaTUyeckve MaplpyTbl Afs BbIMNOMHEHUS MNOog06HbIX
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3arpocoB. YTtoObl HaCTPOUTb HeCTaHOapPTHbIe MapLUPYyThbI PTR-3aI'IpOCOB 3anoJiH1uTe 3arnncun B

cdopmare:
e Cetb
Moacetb/ceTu/IP agpec. - Hactponka 3agaét noaceTb/ceTb/agpec Ans KOTOPbIX

Heobxoanmo paspellathb |P agpeca B JOMEHHbIE UMEHA.
e DNS-cepBep

HacTpowka 3agaét cepBep, KoTopbii OyaeT oTBedartb 3a obecnyxusaHne PTR 3anpocos
AN yKasaHHbIX nogceTten/ceTen/agpecos.

Ucnonb3oBaHne mDNS

AKTMBMpPYET Ha ceHcope npoTokonn MDNS n nossonsieT ocywecTeBnATb MyrbTukacT DNS
3anpocbl ANs pa3peLLeHnsa aapecoB B AOMEHHbIe/CeTEBbIE UMEHa.

Ucnonb3oBaHue Netbios

AKTMBMpPYET Ha ceHcope ucnonb3oBaHue npotokona Netbios ona onpegeneHus ceTeBbixX
MMEH XOCTOB.

14.1.5.9KcnopT AaHHbIX

Mpn ycraHoBke MXDR BaXHO OpraHu3oBbiBaTb OOHOBMEHMS 3KCMITyaTUPYyEMbIX
YCTPONCTB 1 cHop pernctpupyembix cobbITUIA.

Mpn HeoBX0ANMOCTU (PYHKLMA MOHUTOPUHIA COCTOSIHUS CUCTEM MOXET ObiTb BO3NOXEHA
Ha [Monb3oBaTens. [na 3Toro peanu3oBaHa BO3MOXHOCTb MHTErpauuu ¢ pasnuyHbivn SIEM-
cuctemamn. [laHHaa npouegypa OCYLLECTBISETCA C MOMOLWbI nepedayn XxapToutoB 4vepes
syslog.

Mo ymonuaHuio norn pabotbl Sensor Industrial oTnpaeBnsoTca n xpaHsatcea B XDR
Console n SOC AO «bBYOYWEE» (8 3asucumocmu om 3adaHHO20 pexuma pabombsi XDR
Console). [laHHasi HacTporika No3BONSIET AOMNOSTHUTENBHO OTNPABAATL JIOrv paboTkl ceHcopa Ha
BHELUHME aHanuTnyeckne cuctemsl. Jlorm 6yayt otnpaBnaTbes Hanpsamyto oT NTA 0o yKasaHHbIX
B HaCTpoVike cepBepoB. [1nsa aKkcnopTa foroe BO BHELLHNE CUCTEMbI HEOOXOAMMO 3a4aTh CETEBOW
agpec, nopt u npotokon (UDP/TCP) cepBepa HanpotmB BbiGpaHHOro dopmara. Bo3moxkHO
3agaTtb TOMLKO OAMH cepBep ANs Kaxkaoro AoCTynHoro oopmarta. Jlorm pabotel Sensor Industrial
dopmupytoTca B hopmate syslog n 3aTemM ynakoBbIBalOTCA B yKa3aHHbIe HKe doopmaTbl. Takum
o6pa3om BO3MOXHO MHTerpmpoBate MXDR ¢ nto6or aHanMTu4eckon cMCTeMOK, KOTopas MOXeT
obpabaTtbiBaTb CTaH4apTHLIN dhopmaT syslog. JocTynHble doopmathl:

e CEF
CEF (HatmBHbI ansa SIEM ArcSight), ¢ ypoBHsimu yrpo3 Low (1-2), Medium (3), High (4)
n Very-High (5).
e JSON
json, ¢ ypoBHeM yrpo3sbl (severity) ot 1 go 5.

Cuctema MXDR MoOXeT geTekTupoBaTb COBbITUA YETbIPEX PA3NNYHBIX KATETOPUIA:
e CurHaTtypHble cobbITus (Ha OCHOBE aHanu3a Tpaduka)
o CeTeBble aHOManuu
e Co6bITMA 0 BpeAoHOCHbIX darnax (nonyyeHHble ot moayns MDP)
e CoobLieHna caMmogmarHoCTukKM (xapTéuThbl)
CoObiTua B popmate JSON
CurHaTypHble cobbiTus B popmate JSON
OnncaHne BO3MOXHbIX MOMEN NpU MNOfyYEeHUN CUrHATYpPHbIX COObLITUM B hopmaTe
JSON nipeacTtaBneHo B Tabnuue Huxe.
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Mone

OnucaHue

Timestamp Lama u epemsi cobbimusi
flow_id NdeHmugukamop nomoka GaHHbIX
event_type Tun cobbimusi

src_ip IP ucmouyHuka

src_port lMopm ucmoyHuka

dest_ip IP HasHa4YeHus

dest_port lNopm HasHa4YeHus

Proto lNpomokon

Gid ID eeHepamopa cuzHamypbl
signature_id HNoeHmugukamop cuesHamypbi
Rev Homep pesusuu cueHamypbi
Signature HaseaHue cuesHamypbi
Category Kamezopus y2posbi

Severity YposeHb y2po3bi

Hostname JlomeHHOE UMS

url Adpec cmpaHuupbl

http_user_agent

lNpunoxeHue

http_content_type

Tun KOHMeHma

http_refer

URL ucmouHuka 3anpoca

http_method

Memo0d 3anpoca

protocol lpomokon
status Cmamyc
length HnuHa

Mpumep coobLueHnst ¢ curHaTypHbiM cobbiTnem B cpopmate JSON:

{

"timestamp":"2016-06-30T13:51:28.033623+0300",
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"flow_id":2065914546,
"event_type":"alert",
"src_ip™:"10.5.0.157",
"src_port":64464,
"dest_ip":"136.243.81.198",
"dest_port":80,
"proto":"TCP",
"tx_id":0,
"alert":{
"action":"allowed",
"gid™:1,
"sighature_id":2808364,
"rev":3,
"signature":"MALWARE CheatEngine.AF Variant Checkin",
"category":"unwanted-software",
"severity":1
h
"http":{
"hostname":"mobred.net",
"url":"\red.php?s=1623677220",
"http_user_agent™:"MozillaV5.0 (Windows NT 6.3; WOW64) AppleWebKit\/537.36
(KHTML, like Gecko) Chrome\/51.0.2704.103 Safari\/537.36",
"http_content_type":"text\/javascript",
"http_refer":"http:\/\/kinofilmi-online.net\/ekipazh\/",
"http_method":"GET",
"protocol":"HTTPV1.1",
"status":200,
"length":50
h
"payload":"ROVUIC9yZWQucGhwP3MIMTYyMzY3NzlyMCBIVFRQLzEuUMQOKSG9zdD
ogbW9icmVKLm5IdAOKQ29ubmVjdGlvbjoga2VicC1hbGI2ZQOKVXNIcilBZ2VudDogTW96aWxs
YS81LjAgKFdpbmRvd3MgTIQgNi4zOyBXT1c2NCkgQXBwbGVXZWJILaXQvVNTM3LjM2IChLSF
RNTCwgbGIrZSBHZWNrbykgQ2hyb21ILzUXLjAuMjcwNC4xMDMgU2FmY XJpLzUzNy4zNgOK
QWNjZXB0OOIAgLYyoNCIIZmVyZX161GhOdHAGLY9raW5vZmIisbWktb25saW5ILm5IdC9la2lwY Xp
oLWOKQWN|ZXBOLUVuUY29kaW5n0iBnemlwLCBkZWZsYXRILCBzZGNoDQpBY2NIcHQtTGFu
Z3VhzZ2U6IHJ1LVIVLHI103E9MC44LGVULVVTO3EIMC42LGVUO3EIMC40DQpDb29rawu6
IFBIUFNFU1NJRD1ja3JsMzJtaWplbjl2bWNtYTRzbGNiIMTIZINwOKDQo=",
"payload_printable":"GET \red.php?s=1623677220 HTTPV1.1\r\nHost:
mobred.net\r\nConnection: keep-alive\r\nUser-Agent: MozillaV5.0 (Windows NT 6.3; WOWG64)
AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/51.0.2704.103 Safari\/537.36\r\nAccept:
*\M\r\nReferer: http:\/Vkinofilmi-online.netVekipazh\Ar\nAccept-Encoding: gzip, deflate,

sdch\n\nAccept-Language: ru-RU,ru;g=0.8,en-US;q=0.6,en;q=0.4\r\nCookie:
PHPSESSID=ckrl32mijen9vmcmad4slcb19u7\r\n\r\n",
"stream":1,

"packet":"uK9nHtAHrPLFETTqCABFAAA0zTpFAAA0C)qI81EGCgUKBQCdIPNRXxvWQ
AFAAAAAACO9SIgAAAAAAAAAA"

}

CeTteBble aHomanuu B chopmate JSON
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OnuvcaHmne BO3MOXHbIX Morner npu nonyyYeHun coobuieHns B popmate JSON o ceTeBbix
aHoOManusix NpeacTaBrneHo B Tabnuue Huxe.

Mone

OnucaHune

confidence

BeposimHocmb epedoHocHoCcMuU

src_port

lMopm ucmoyHuka

classifier_version

Bepcus knaccugpukamopa

domain_len [nuHa domeHa

ts Lama u epemsi cobbimusi
src_ip IP ucmoyHuka

domain_idn HNdenmugbukamop domeHa
dst_port lMopm HasHa4yeHus

dst_ip IP HasHa4YeHus

msg CoobuweHue

query Web-3anpoc

domain_|Ivl YpoeeHb domeHa

Mpumep coobleHns o ceTeBor aHomanuu B gopmate JSON:

{

"confidence": "93.57",
"src_port": "56147/udp",

"classifier_version"; "cf18209f902e244f44a7b510¢c25b5241b178673a-764c6¢c-2424",

"domain_len": 9,

"ts": 1486386430.751216,

"src_ip™ "10.0.0.2",

"domain_idn": false,
"dst_port": "53/udp",
"dst_ip": "77.88.8.8",

"msg": "DGA detected by XGB",

"query": "ruwufluhg.top”,
"domain_lIvI": 2

}

CoObITuA 0 BpeaoHOCHbIX dannax B cpopmarte JSON
OnucaHne BO3MOXHbIX MoOnerW npu nonyyeHun coobuwenns B ¢dopmate JSON o
BPELOHOCHbLIX havnax npeacraBneHo B Tabnuue Huxe.
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Mone

OnucaHue

sha256 KoHmponbsHas cymma sha2b
shal KoHmponbHasi cymma shat
filename Ums gpatina

from Omnpasumerb

event_type Tun cobbimusi

timestamp Lama u epemsi cobbimusi

md5 KoHmponbsHas cymma MD5

to lNony4yamenpe

probability BeposmHocmb epedoHocHocmu

Mprmep coobuieHnst o BpegoHocHom dhainne B popmaTte JSON:

{

"sha256":"c90c7c55be28436302c037a1215cb161dc6ff7eff029117122dd48cc833b8ce

"shal":"16b1fc6af3901de3802af9643defb06e1d4f9del”,
"filename™:."VM576507_20170802.zip",
"from":"MSVoice@irk.rshb.ru",
"event_type":"MDP_alert",
"timestamp":"2017-08-02T08:24:31.925799",
"md5":"beefcca95f9b774a27c75d77c6897790",

"to"[

"director@irk.rshb.ru"

1,

"probability":67.60000000000001
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CoobueHuna camoguarHoctukm B cpopmate JSON

OnncaHne BO3MOXHbIX MOMEen npu nonydyeHum xaptoutoB B dopmate JSON

npeacrtaBiieHO B Tabnuue Huxe.

Mone OnucaHue
host HNodeHmugbukamop ceHcopa
timestamp Bpems e UTC
time_delta Bpewms e cekyHOax rnocsie nocrieOHe20 U3MePEHUS

ifaces_packets_delta

Yeernu4yeHue cyuemyuka rnocmyrnuewux Ha UHmMepelc nakemoes

krnl_packets_delta

Yeenu4yeHue cuemyuka nakemos 8 kernel space

ifaces_bytes delta

YeenuyeHusi cuemyuka RX-6alim Ha uHmepdgbelice

vmmem_used

BbideneHo supmyarnbHol namsmu (e 6atimax)

vmmem_free

Ce0600H0 supmyarnbHoU namsmu (8 6atimax)

swapm_free

Ceo0b00H0 8 ceorne (8 batimax)

swapm_used

BeideneHo e ceorie (e balimax)

disk_free

Cs80600H0 8 duckosol cucmeme

disk_used

3aHsmo 8 duckoeoll cucmeme

cpu_percent

CpeOHsisi 3aepyska CPU no adpam

kernel_version Bepcus sidpa
bios_version Bepcus BIOS
uptime Uptime ycmpoicmea
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Mpumep xaptoutos B hopmaTte JSON:

{
"host":"kpx37Inychxz7lhw",

"timestamp™:"2017-10-04T16:13:40.158688",

"time_delta":301.177393,

"ifaces_packets_delta":4646238,

"krnl_packets_delta":4660719,

"ifaces_bytes_delta":3489196566,

"vmmem_used":8569155584,
"vmmem_free":24991760384,
"swapm_free":4198846464,
"swapm_used":83533824,
"disk_free":816764354560,
"disk_used":113368637440,
"cpu_percent":8.4,

"kernel_version":"4.4.0-45-generic",

"bios_version":"2.0.8",

"uptime":"16 weeks, 51 minutes"

}

Co6biTua B chopmate CEF

CurHartypHble cobbiTua B hopmarte CEF

OnucaHne BO3MOXHbIX MOMen npu nonyyYyeHnn curHatypHbix cobbitun B popmate CEF

npeacrtaBiieHo B Tabnuue Huxe.

MNMone OnucaHue
proto lpomokon
start Lama u epems cobbimusi
src IP ucmouyHuka
spt lNopm ucmoyHuka
dst IP Ha3Ha4YeHus
dpt lNopm HasHa4YeHus
cat Kamezopus y2posbi
dhost JlomeHHoe ums
request Adpec cmpaHuubl
requestMethod Memod 3anpoca
app lpomokon
reason Cmamyc
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CeTeBble aHomanuu B coopmate CEF
OnucaHne BO3MOXHbIX nonen npu nonyvyeHnn coobuweHna B popmate CEF o ceteBbix

aHoMannax npencrtasiieHo B Ta6J'IVILl,e HWXe.

Mone OnucaHue

IP-adpec ucmouHuka ¢hatina 0Ons cobbimus,

src
cesi3aHHo20 ¢ npomokosiamu HTTP, FTP

IP-adpec nonyyamens c¢patna 0ns cobbimus,

dst cesi3aHHo20 ¢ npomokosiamu HTTP, FTP

destinationDnsDomain | Web-3anpoc

rt Bpems cobsimusi e UTC

CoObITHA 0 BpeAoHOCHbIX dparnax B hopmate CEF
OnncaHne BO3MOXHbIX MONer npu nonyydeHun coobueHns B ¢dopmate CEF o
BPEOOHOCHLIX dharnax npeacraBreHo B Tabnmue HuxXe.
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Mone OnucaHue

lNonyyamens nucema Ons  cobbimusi, CB513aHHO20 C

duser . .
3/IEKMPOHHOU noymou

suser Omnpasumenb nucbma Ons  cobbimusi, C8513aHHO20 C
3/IEKMPOHHOU noYmou

sre IP-adpec ucmoyHuka ¢batina 0Onsi cobbimusi, ces3aHHO20 C
npomokonamu HTTP, FTP

dst IP-adpec nonyyamens c¢patina 0ns cobbimusi, C853aHHO20 C

npomokonamu HTTP, FTP

fileHash | SHA 1 -xew ¢patina

rt Bpems cobbimusie UTC

fname Ums gbatina

Coo06LeHus camoguarHoctukm B popmarte CEF
OnuncaHune BO3MOXHbIX Noren npu nonyveHmm xaptomntos B popmaTte CEF npeacraeneHo
B Tabnuue Huxe.

Mone OnucaHue

lNonyyamens nucema 0Ons  cobbimusi, CB513@aHHO20 C

duser . .
371IEKMPOHHOU noymou

suser Omnpasumenb nucbma Ons  cobbimusi, C853aHHO20 C
311eKMPOHHOU rnoYymou

sre IP-adpec ucmoyHuka ¢batina 0Onsi cobbimusi, c8s13aHHO20 C
npomokonamu HTTP, FTP

dst IP-adpec nonyyamens c¢patina dns cobbimusi, C853aHHO20 C

npomokonamu HTTP, FTP

fileHash | SHA 1 -xew ¢batina

rt Bpems cobsimusie UTC

fname Ums ¢padina

14.1.6.CepBep BpeMeHM
Mo ymonuaHuio Kaxablhi CeHCOp CUHXpOHU3upyeT Bpems ¢ XDR, HO 3To noeegeHue
MOXHO M3MEHUTb, ykasaB npowussonbHbll NTP-cepsep. [Ona Toro 4tobbl A06aBUTb HOBLIN
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npousBonbHbIi NTP-cepBep, He06Xx0aAMMO HaxaTb Ha kKHomnky [lo6aBuTb 3anvMcb U BHECTU afpec
NTP-cepsepa B popmaTte FQDN nnu ceteson IP-agpec.

14.1.7.SNMP-MOHUTOPWHI

HacTtponka nossonsiet obecneynBatb MOHUTOPUHI COCTOSHUS ODOPYAOBaHWs, a Takke
MOHUTOPWHI CTaTUCTUYECKMNX AaHHbIX MCNOonb3yemblx Moaynen B MXDR.

MopoepxmBaemble Bepcum npotokona SNMP:

e SNMPvV1
e SNMPV2
e SNMPv3

Mpy BbIGOPE BEPCUM NPOTOKOMA MNOSIBNSAETCA BO3MOXHOCTb 3a4aTb AOMONHUTENbHbIe
napameTpbl - cneunduyHble 4ns BbIGpaHHOro NpoToKona.

SNMPv1

[ocTynHble HaCTPOWKM:
e Agpec cepsepa
e [lopT
e Community Data

SNMPv2

[locTynHble HaCTPOWKK:
e Agpec cepBepa
e [lopT
e Uma nonb3oBatens
e [lpoTOKON aBTOPM3aALMUMK:

o None

MD5
SHA
SHA224
SHA256
SHA384
SHA512
e Kntoy aBTOpPM3aLUK

o O O O O O

SNMPv3

[locTynHble HaCTPOWKK:
e Agpec cepBepa
e [lopt
e /M4 nonb3oBaTtens
o [lpoToKkon aBTOpPU3aLUN:

o None

MD5
SHA
SHA224
SHA256
SHA384

O O O O O
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o SHA512
o Knou aBTOpU3aLUK
e [lpoToKkOn WM pPOBaHUA:

o None

o DES

o 3DES

o AES128
o AES192
o AES256

e Kntouy wndposaHms

14.2. Brnok «CeTteBon Tpadunk»
HaHHbIn 6nok cogepxuT B cebe Habop dhyHKLMIA, NO3BONAIOLWLMX: cOBMpaTb MeTanHopmMmaLumo o
CeTEBbIX COEAMHEHUAX MO MNPOTOKOMaM YPOBHA L7 (3a WCKMOYEHMEM TEXHOSOMMYECKMX
NPOTOKOSOB); aHanM3mpoBaTb web-Tpaduk, NonyyaemMbln OT MPOKCU-CEPBEPOB KOMMNaHUU Yepes
ICAP; HacTpamBaTb MOAYNb CUrHaTypHOro aHanu3a Tpaduka; ynpaensTb 3arpyxaembiMu
dannamu ¢ curHaTypamm Ha ceTeBon Tpadmk; 3arpykaTtb cneundunyHble ana Sensor Industrial
npasuna aHanusa ceTeBoro Tpaduka.

14.2.1.C6op meTanHdopmauum 0 CETEBLIX COEQUHEHUAX

Ons  obecneyeHuss GesonacHOCTM paboTbl  KOMMEPYECKUX CceTen HeobXoaumMo
OCYLWEeCTBNATb KOHTPOJIb AAaHHbIX, NepeaaBaeMbIX MOCPeOCTBOM MPOTOKOJ10B Nepeaayvn AaHHbIX.
MN3HavanbHO nepekn4artenb Anda Kaxxagoro Mmoaynsa BKIHOYEH.

MpoTokonbl L7

Mpun BkNtoveHun L7 npoTokona cuctema OyaeTr npov3BoAUTb 3anucb MeTauHdopmaumm o
ceccnsix C  WCMONb30BaHMEM  [AHHOrO  MNpoTokona. Takum  obpa3om  BO3MOXHO
BOCCTaHaBnNMBaTb JaHHbIE CECCUW, aHanuM3uMpoBaTb WM accouumpoBaTb uX C hannamu,
nepegaBaemMbiMy B l@aHHbIX CECCUSAX.

MoapobHas nHpopmauunsa byget otobpaxeHa B nyHkTe "CeTeBble coeguHeHns"

NornpoBaHne Hen3BeCTHbIX COeAUHEHUN

[nsa normpoBaHMst ceccur C WCMNONb30BaHMEM HECTaHAAPTHbIX MOPTOB W MPOTOKONOB
Heobxoanmo akTueuposaTb Tpebyembie npoTtokonsl UDP, TCP unu ICMP. Takum o6pasom, Bce
ceccun, He noanagawowme nog CTaHOAPTHO WUCMNONb3yeMble MNPOTOKOMbl CEAbMOro YpPOBHS
mogenu OSI 6yayT normpoBaTtbCs 1 pasmeLlaTbcs B pasgene CeteBble coeanHeHns".

14.2.2.1CAP cepBep
Sensor Industrial moxeT B3anmogerncteoBath no npotokony ICAP B kavecTBe cepBepa C
ceTeBbiM 006OpyAOBaHMEM MNOAOEPKMBAOLINA AaHHBLIN MPOTOKON B KayecTBE KIIMEHTOB.
Hanpumep: Web Proxy, UTM, NGFW, un T1.n. lNpun Ttakom B3ammogencteumn ICAP cepsep B
MacCMBHOM pexume oxungaeT noaknoveHne knueHToB. ICAP-kNueHT nepegaet dannbl Ons
npoBedeHNs MNOBEOEHYEeCKOro aHanmsa C oxuaaHuem Bepaukta, nubo 6e3 oxuaaHus (B
3aBMCUMOCTU OT HACTPONKM BNOKMPoBKM). [IOCTyNHbIE HACTPOWVIKK:
o TCP-nopt
Mopt ans nogkntoveHns |ICAP-knueHTOoB. Ha gaHHom nopty 6ynet paboTtaTb cepBuc
ICAP-cepBepa.
o BrnoknpoBaTb ckauMBaemMble BpeAOHOCHbIe ¢hannbl
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Mo3BongaeT akTnBmpoBaTtb pexum 6nokvposku ansa ICAP-knneHToB. B aaHHOM pexume
ICAP-knneHTbl oxumgarT oT Sensor Industrial otBeTa No BepaukTy Ans danna no utoram
nosegeH4yeckoro aHanusa Ha MDP. B cnyyae, ecnu pann BpedoHOCHbIN, Sensor Industrial
npucbinaet ICAP-knNueHTy kKoMaHay Ha GrIOKMPOBKY NpoaHanuanpoBaHHOro ganna.

lpumeyaHue: B cnyyae nonyyeHusa ot |CAP-KNMeHTOB apXMBOB MNU 3aluMpOBaHHbIX
apxmBoB, Sensor Industrial pasapxmBmpyeT nnu NonbITaeTcsl pasapXxMBMpoBaTh LUNGPOBaHHLIN
apxvMB npou3seas noabop napons No BCTPOEHHOMY crnosapto. [JanbHenwnn aHanu3 byger
NPOM3BOANTLCA LUTATHO.

14.2.3.AHanu3 ceTeBoro Tpaduka

BaxkHenwwunin pasgen npu HacTponke CUrHaTYpHOro aHanunaa.

HacTponkn pasgena nos3BonsT cucteme anddepeHUnpoBaTb 3NoBpeaHbIn Tpaguk
OTHOCUTENBHO nernTuMHoro. [lo3BondeT ykasaTb foOKarnbHble WHTEpdENnchl, a TakKke
nutepdencel ans SPAN/RSAN/SPANINGRE.

PasnenéH Ha gBa nogpasgena.

AHanu3 ceteBoro Tpaduka
lMo3BonsieT ABHO YyKasaTb floKarnbHble agpeca, cetu / NoAceTw, a Takke ajgpeca
nokanbHbIX Proxy. [1aHHbI cncok onpeaensieT Tak HasbiBaemyto gomaluHow ceTb (Homenet)
ANSA curHaTypHoro aHanmsa Tpaduka. Boibop Homenet BaxeH gnst rpynnupoBku cobbIiTM MO
noapasgeneHusm.
BeeanTte CnNMCOK NokanbHbIX NOACETEN M UCKNIOYMTE U3 HUX agpeca Proxy-cepsepoB
(ncnonb3ynTe 3HaK oTpuLaHua - npumep:!proxy-ip/32).
OTO NO3BONUT pasnuyatb B3aMMOLEWCTBUS LIENEBLIX XOCTOB, CeTen / nogceten C
OTKPbITON ceTbto MIHTepHeT.
UnTepcencol ana aHanusa Tpaduka
e WHTepdenc
MmeHa nHtepdpeincos
o TeKywas Harpy3ka
OT0 NOTOK Tpadhuka, KOTOPbLIN NOAAETCA Ha KOHKPETHLIN MHTepdenc - 6e3 ydéta Toro
aHanusnpyeTcs AaHHbIA TPaduK UNn HeT.

e BPF
dunbTp BPF anga aHanusa Tpaduka no curHaTtypHbIM npasunam.
e On/Off

e Yucno tpepnoB
YCTaHOBMNEHHOE YUCIIO MOTOKOB ANS KaX4oro npouecca curHaTypHoro aHanusa SPAN
Tpadmka Ha BblOpaHHOM UWHTepdbence. (N0  YMONYaHUIO 3a4aHO  peKoMmeHayemoe
3HayeHue. M3amMeHeHuUe 3Ha4YeHUs MOXem fosusame Ha npou3sooumerbHOCmMe cucmembi!)

14.2.4.CeTeBble curHaTypsbl

B HacTpolike npeAcTaBrieH CNMCoK NOAKITAcCOB CUrHaTYp, C BO3MOXHOCTbIO BbIGOPOYHOrO
OTKITHOUEHMUS! UNN BKITHOYEHMS OnpeaeneHHbIX NoAKIaccos.

lMpumeyarue:

BkriroyeHue HO8bIX rpasusl, Kak U 3azgpy3ka HO8bIX [10/1b308amesibCKUX rpasus aHanu3a
mpaghuka, Moxem npueoduUMb K CHUXeHUt pabomocriocobHocmu ycmpotlicmea. MeHss
rnepedyeHb aKMUEHbIX rpasusl U 3azgpyxas HOeble [ofb308amesibckue rnpasusna, ecezda
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g3gewusatime pabomocrnocobHocmb ycmpolcmea 8 4Yacmu napamempa "[pornbi 8 s0pe”.
CeHcopbl npomecmuposaHbl Ha MOGOePKKY HOMUHasbHOU Mosi0Ckl MPOryCcKaHUsi MoJsibKo rpu
yCI108UU UCIMOMb308aHUSI KOHbU2a 10 yMOMYaHUIo.

Hwxe npuBeaeH CnMcok BO3MOXHbIX CUrHaTyp.
e LleneBble aTaku X
o Ya3BuMMOCTU B cepBepHom [10;
e YassumocTtu npuknagHoro MNoO;
e bBakagopbl U HeneranbHble CPeACTBa YAANeHHOro ynpaBneHus;
o baHKOBCKME TPOSIHLI;
o MobunbHble TPOSIHbI;
e HecneuudunyHas akTMBHOCTb TPOSIHOB;
o Drive-by aTaku;
o [logosputenbHble COBLITUS;
e  OUWNHroBbIE PECYPChI;
e HapyweHne nonnTuk;
e HexenatenbHoe MMO;
e TposiH-BbIMOraTens;
¢ lccnenosaHne ceTeBOro nepumeTpa;
e LlnnoHckoe MNMO.

14.2.5.MNonb3oBartenbckne ceTeBble CUTHATYpPbI

3arpyska nonb3oBaTenbCkUX curHatyp B popmate Suricata.

MpumeyaHue: ID nonb3oBaTENbLCKMX CUTHATYpP AOIMKHbI ObiTb B npegenax 1300001 -
1500000.

14.3. Bbnok «[MoyTta»

HaHHbin 6rok cogepxut B cebe Habop YHKUWMA, MO3BONSAKOWMX: OCYLLIECTBNATb
HaCTPOKMKY NOYTOBOrO KNMEeHTa NS ckavymMBaHMsa NUceM Ha aHanms no npotokonam POP3/IMAP;
ynpaBnAte yHkumen SMTP-cepBepa B 4YacTu MOMydYeHUS U POyTUHra MNoYTbl; Onpeaensatb
nosefeHune cuctemsbl (U3 Npegnaraemoro cnmcka) B OTHOLLEHUN paboThbl CO CCbIfIkaMu B MUCbMaX;
HacTpamBaTb NapameTpbl yBeAOMMEHUS O 3a0NOKMPOBAHHBIX COOBLLIEHNSX.

14.3.1.MNo4TOBLIN CEpBEP
HacTtponka nosBonseTr 3agaTb OCHOBHOW CMOCOD WHTerpauuu npuéma novToBbIX
coobLeHnn

nybuHa xpaHeHusi nucem (OHU)

BHe 3aBucumocTn oT Bblbopa crnocoba uHTerpaumMmM Heobxoaumo 3afaTb napameTp
rnyGuHbl XpaHeHus.

OH onpepenseT BpeMsi B CyTKax B TEYEHMM KOTOPOro MoYTOBble COOOLLEeHUs GyayT
XpaHnTbCa Ha Sensor Industrial ona peTpocnekTMBHOMO aHanmsa MOYTOBLIX COOOLLUEHMIA U
BMNOXEHUN B HUX.

lpuém konuu coobweHuti no SMTP

B naHHOM pexnme ceHcop He ByaeT ABnATbCA TOUKOW NEPECHINIKM MOYTOBbIX COOOLLEHWNNA.
U BypeT oxkungatb NpMémMa Konmm noYToBbIX COOOLLEHMIA OT MOYTOBbLIX CEPBEPOB KNNEHTa. Pexnm
aHanuanpyeT NOYTOBbIN NOTOK KIMEHTa, NPUHMMaeMbli No npotokony SMTP.
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[na aHanu3a noytoBbIX coobuweHnn no npotokony POP3/IMAP nepengute B pasgen
HacTponKK "MNoYToBbLIN KNNUEHT".

HdononHutenbHaa  wvHgopMauus no  pexumy  paboTbl  npeactaBneHa B
pasgene "UHTerpauusa no SMTP"

MTA pexum
B naHHOM pexume ceHcop ByaeT siBNATbCS YacTbl MOYTOBOW CUCTEMbI BO BHEOPSEMOWN
WHppacTpyktype. W 0OygeT aHanmMsMpoBaTb peanbHbil  MOYTOBBLIM  MOTOK  KMAWMEHTA.
[locTynHble HaCTPOWKM:
e bBnokunpoBatb
Mpun akTMBauumn GroKNpPyeT NMCbMa C NOAO3PEHNEM HA LiENEBYIO aTtaky M OTNpasnseT nux
B KapaHTWH ceHcopa. Taknm ob6pa3om BO3MOXHO nHTerpmposaTb MXDR B NOYTOBYIO CUCTEMY B
pexxume MTA kak ¢ 6noknpoBkon (ons obecneveHnsi NPEBEHTUBHOW 3aLLNThI OT LieNeBbIX aTak),
Tak n 6e3 (ons obecneyeHus GecnepeborHocTM BusHec-npoueccoB B cnydae false-postivie
cpabatbiBaHun). [MpumeyaHue: 8 crly4dae UCMob308aHusi pexuma pabombi ¢ 6510KUposKol,
onosewieHusi om SOC AO «BbYAYUEE» He 6ydym npou3eodumbcsi rpu yCriewHOM
6r1okuposaHuu rucbma, cooepxxaueao 8ped0OHOCHbIU KOHMEeHM.
YnpaBnexuve KapaHTUHOM ocyliecTenseTcs B nogpasgene
pasgena PaccnepoBaHus - [lucbma -> YnpaBneHue KapaHTUHOM
e [louyTOBbIE MapLIPYThbI
lMo3BonseT 3agaTb MaplipyTMsauuio noytoBoro Tpaduka ana cnegyowmx MTA vnn
NMOYTOBLIX CepBeEpPOB. TakMM 06pa3om BO3MOXHO OOecneYnTb MPUOPUTM3ALMIO AanbHeNnLen
NepechbINikN NOYTOBLIX COOOLLEHU, B cnyyae Hanuums 6ornee OgHOro NpUEMLLMKA MOYTOBbIX
coobweHnnn (MTA, EDGE, CAS).
e TanmayT npoBepKU Nnucem
Bpemsa yaepkaHus nodToBbIX COOOLEHU Ha CeHcope OO0 OTNpaBKW ero crnegyowemy
MTA unn noyTOBOMY CEPBEPY B COOTBETCTBUM C HACTPOEHHbLIMW MOYTOBLIMU MapLupyTamu. Mo
ymonyaHuio Sensor Industrial orpaHnyunBaeT nepegady coobLueHnin O NonydYeHnsa Bepaukra ot
Sensor Industrial 1 MDP. TanmayT orpaHn4mMBaeT CBEPXY BPeEMsi, 3aTpayMBaemMoe Ha AaHHbIN
npouecc. Takum obGpas3om, B crnyyae ecnu noyvToBoe coobuieHne He Oblno nNpoBepeHo no
MCTEYEHUI0 3aJaHHOro TammayTta, OHO OyaeT oOTnpaBneHo MO NOYTOBOMY MapwpyTty 6e3
peLleHns no aHanusy n 6ygeT NnpoaHanmM3npoBaHO B PETPOCMNEKTUBE.

Bonee nogpobHO 00 MHMPACTPYKTYPHbIX TpeboBaHMAX MOXHO MOYEprnHyTb B pasgene
"UuTerpaums inline (MTA)"

14.3.2.M104TOBLIV KINEHT

HacTtponka no4ToBOro knueHta no3sonsaeTt Sensor Industrial nogkntoyaTbca K NOYTOBLIM
cepBepaMm, XpaHsALWMM KIMEHTCKME NUCbMa U aHanu3npoBaTb COOEPXKMMOE MOYTOBOrO SALLMKA.
O6paTtute BHMUMaHWE, CEHCOP NOAKMNOYaAETCA TONMbKO K OQHOMY SLLUKY NOYTOBOrO cepBepa - Ha
AaHHbIN  AWKMK  HeobXOAMMO HanmpaensTb KOMWW MNOYTOBbLIX COOOLWEHM Ons  aHanuaa
(OpeaHusyemcsi 4epes eHympeHHue BCC @byHKyuUU rno4Yymosbix cepeepos8 usu Mo4Ymosbix
cepsucos). [ononHUTenNbHYIO MHGOPMaunUs no pexumy paboTbl BO3MOXHO MOYEPMHYTb MO
CChlSiKe "WIHTerpaung no POP3/IMAP" >>
[locTynHble HaCTPOWKK:

o [loyTOBbLIN CepBep

FQDN unu ceTeBomn agpec NOYTOBOro cepBepa, K KOTopomy byaeT nogkno4aTbCs CEHCOP

no npotokony POP3/IMAP.
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e [opt
3apaétcs B criyyae UCnornb3oBaHUS HECTAHAAPTHLIX NMOPTOB Ha cepBepe KneHTa.
e Wmsa nonb3oBatens
JTormH oT NOYTOBOrO ALUKA, HA KOTOPOM arpernpyeTcst Konum NoYTOBbIX COOBLLEHMI Ans
aHanusa.
e [laponb
[Mapornb OT NOYTOBOro ALMKa
o [lpoTokon
BHumaHune! 3agaBasi TN NpoOTOKOMOB, HEOBXOOUMO MMETb BBUAY OCOOEHHOCTU paboTbl
AaHHbIX MNPOTOKOMOB OTHOCUTENBbHO XPaHUMOW Ha MNOYTOBOM SALMKE KOPPECNOHAEHL M.
MoapobGHee HUXe.
MoppepxvBaemble NPOTOKONbI:
e POP3
Mpn wncnonb3oBaHUM [aHHOrO MNPOTOKOMA, BCHA MpoaHanu3upoBaHHas noyTta Oyaer
aBTOMaTMYECKN yaanaTbCs CEHCOPOM MOCHe CKayMBaHWUS MOYTOBbLIX COOOLEHUA K3 sLiMKa.
Mouta yaansaetcs 6e3B03BpaATHO, TOMBKO MPU HanMM4YuMM OOCTATOYHbIX NpPaB Y MCMOSb3yeMoro
CEHCOPOM akKayHTa.
e IMAP
Mpn ncnonb3oBaHMM NPOTOKOMNA MCMNOMb3YHTCA CTaHAAPTHblE KOMaHAbl NPOTOKONAa Ha
yAaneHve 3akayeHHbIX U3 SLLMKa NOYTOBbIX COOOLLEHNNA.
o LWudposanHue
MopoepxmBaemMble BepcuMM MPOTOKONOB wndpoBaHua SSLv2, SSLv3, TLS, TLSv1,
TLSv1.1, TLSv1.2. JononHutensHas MHGOpMauUmMsa no nogaepkke NPOTOKOMOB CO CTOPOHbI
KNUEeHTOB A0CTyMHa no 3anpocy K cneuunanuctam AO «BYOYLWEE».
o [lay3a mexay nogknoYeHUAMu
TanmayT mexay noaKMoYEeHMEM K MOYTOBOMY SALWMKY AN CKaYMBaHUSA MOYTOBbLIX
coobueHnn. Mo ymonuaHunio Sensor Industrial 3anpawmeaeT ¢ noyToBoro cepeepa nepebie 100
AOCTYMHbIX COOBLLEHUN (BHE 3aBUCMMOCTU OT BbiOpaHHOro npoTokona). Takum obpasom, ecnu
NOYTOBLIN CEpPBEP HE KOPPEKTHO OOpabaTbiBaeT KOMaHAbl HA yaaneHue oT CeHcopa, BO3HUKHET
neTns.
o [anka
HocmynHo npu ebibope npomokona IMAP. 3apaéT vMma nanku B MNOAKMHYaeMOM
MOYTOBOM SILLMKE AN CKAYMBaHUS COOOLLEHNIA.

14.3.3.CTpaTterus paboTbl CO cCbinikamu
Mpwn nHTEerpaunm ¢ NOYTOBON CUCTEMON CeHcop ByaeT OCyLWeCTBNAATb aHanm3 noYToBbIX
CcoO0OLEeHNn Ha NpeaMeT CoaepXXaHusa B HEM CCbINOK Ha BHELLHWE pecypchl. [pu oBHapyxeHun
ccbiok Sensor Industrial 6ygeT nponseBoauTb nepexogbl NO OaHHbIM ccbiikaMm. [lepexog no
CCbIfIKE OrpaHN4MBaEeTCA TONbKO PECYPCOM, YKa3aHHbIM B CCbISIKE Y HE NPOM3BOAUT AanbHenLee
n3yvyeHne pecypcbl Ha NpeameT ccbiok. Moatomy Heobxoaumo BbIGpaTh cTpaTermio paboTbl CO
CCbIfIKaMMu.
Mpeanaraemble cTpaTermm:
e KoHcepBaTuBHas
AHanm3|/|py+0Tc;| TOJIbKO CCbIJ1KM, OOHO3HA4YHO Beayulne Ha I'IOTeHLI,I/IaJ'IbHO-Bpe,D,OHOCHbII7I
KOHTEHT, Hanpumep: http://malwaresite.ru/a.exe. Ccbifku, He MEIOLLNE TaKNX SIBHbIX NPU3HAKOB,
nponyckarTcs.
o CobanaHcupoBaHHas
Mop aHanu3 nonagaeT 3Ha4nTENbHO GOorbLUe CChINOK, BbiGMpaembIx Mo cneumanbHOMY
anroputMy. He nonagaloT Ha aHanu3 CCbiIkKM Ha MonynspHble AOMEHbl W CEpBUCHI,
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NOTEHUMANbHO M3MEHSIOWME COCTOSIHUE CCbIKA. OTOT pexum paboTbl TpebyeT HacTpOoWnku
nokanbHoro white-nucrta ansa ccbinok.
e ArpeccuBHas
AHanNM3npyoTcsl BCE CCbIfIKA, 3a BblHETOM fokanbHoro white-nucra. Pexum moxeT
npoBoLMPOBaTL W3MEHEHUE COCTOSHUS OnpefeneHHbIX CCbITIOK W MOBbIWEHHOE 4YUCHOo
BbIMOMHSAEMbIX aHaNn30B.

o [lpokcu cepBep
Mo3BonseT 3agatb NPOKCK cepsBep Ans obecneveHnsa web goctyna ceHcopa npu aHanunse
CCbISIOK B MOYTOBbIX COOBLUEHNAX U BIIOXKEHHBIX B HUX JOKYMEHTaXx.
lMpumeyaHue!
[lna ncnonb3oBaHUsA NPSAMOro B3aMMoLeNCTBUS CEHCOopa Yepes MHTepgeNC ynpasneHus
¢ MHTepHeT ocTaBbTe JaHHoe norie nycTbIM.
Mocne BbIbpaHHON cTpaTeErMm HEOBXOANMO COXPaHUTL HACTPOMKN.

14.3.4.YBegomneHust o 3ab51I0KMPOBaHHbIX MMCbMaX
HacTtponka nossonsieT 3agaTb COOCTBEHHbIV WAOMOH OTCbINaemblXx MHAPOPMALMOHHBIX
coobLeHnn o haktTe BNOKMPOBKU NMUCbLMA.

14.4. briok «®annbi»

[aHHbI 6ok cogepxnt B cebe Habop yHKUMIA, NO3BONSAIOLNX: YNPABISTbL aHANN30oM U
n3eneveHnem dannos u3 Tpaduka, nogknodaTte obLne nanku ans aHanmsa annos, a Takke
HacTpamBaTb obLme pecypcbl Ana céopa n aHanusa amnnos.

14.4.1.AHanu3 cannoB n3 Tpaduka

Mpn akTMBauum OaHHOW HACTPOWMKM ceHcop OyaeT nbiTaTbCA nonyyatb dannbl 13
aHanuanpyemon konuu Tpaduka n oTNpaBnATb UX Ha NoBedeH4Yeckuin aHanma. Mpy nogobHom
cnocobe nHTerpaumMm Heob6xogMMo yunTbiBaThb Cneayowme MOMEHTbI:

o [lponbl - ecnu 3epkanupyoLllee ycTporucTeo (¢ kotoporo noctynaiwot SPAN ceccun)

OyneTt gponaTtb nNakeTbl NpU YOPMUPOBaAHUKN KOMUM Tpadmka, TO BbICOKa BEPOATHOCTb

HEBO3MOXHOCTM cobpaTb n3 SPAN ceccuin dannoB unm nNo4YTOBbIX COOOLLEHWUNA.

BPF ansa 3axBaTa Tpacpuka

BPF cunbTp - 370 open-source MNpPOeKT MNo3BONAWUA 3adaBaTtb UbTPbI
N3BreYEHNst aHHbIX U3 aHannM3npyemoro Tpadguka.

®dunbTpbl 4encTBYIOT NO NpuHumny white list cnucka.

MpoToKonbl
MepekntoyaTenu akTMBUPYIOT nNpegyctaHoBneHHole BPF dounbTpbl ans aHanusa
(annoB 13 ykasaHHbIX NPOTOKOJSIOB.
e SMTP/POP3
[aHHbIN nepekntoyaTenb akTMBUPYET PYHKUMOHANbHOCTbL MO aHanmn3y novToBbIX
coobLeHnn B OoTCyTCTBUE BO3MOXHOCTU NOMHOLIEHHOMN NnoYTOBOMN
nHterpauun. Obpamume 6HUMaHUE: npu peanu3ayuu rofaHOUEeHHoU noYymoesou
UHmMezpayuu daHHyro yHKUU He06X00UMO OMKITHOYUMb
e HTTP
BocctaHaBnueaet ns SPAN ceccuin dhannbl, nepegasaemble npoTtokonom http
(06bI4HO Npu ckaumBaHuM U3 ceTn IHTepHeT)
o FTP/SMB
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BocctaHaenueaet n3 SPAN ceccun hannbl, nepegaBaemMble npu paboTe C
hannoBbLIMN XpaHUNULamu.

14.4.2.MoHTMpOBaHWe 1 aHann3 obLNX pecypcos

HacTpowka aHanunsa dpannoB B CETEBbIX Nankax OCyLeCcTBNSeTCA B ABa aTana:
e MoHTupoBaHue obLmx pecypcos
o AHanus obmx pecypcos

MoHmuposaHue obwux pecypcos
Pacrnonoxenne: Ul -> Hactponkn -> YcTponctBa ->8 Criucke ycmpoucms

8bIbpamb Heobxodumbiti Sensor Industrial -> bnok "®awnel" -> MoHTUpoBaHmne 06X pecypcoB.

B pasgene "MoHTnpoBaHue o6Lwmx pecypcoB” BbINOTHAETCS TONbKO NOAKITHOYEHNE Nanok

ANS AanbHenLlero aHanuaa.

UTtoObl [006aBUTbL Nankv Ans  MNOAKNIYeHUs K oOler ceTteBoM nanke Sensor

Industrial Heo6xoaMMO HaxaTb Ha kHOMKy Jlo6aBUTb pecypc 1 3anonHUTL crieaytoLlme nons:

HasBaHne - HaumeHOBaHME narnku, NPUCBOEHHOE MoNb3oBaTeneMm, kKotopoe Oyaer
oTobpaxaTtbcsa pasgene "AHanu3 obwmx pecypcos”

Twun pecypca - NpoToKOM, N0 KOTOPOMY OyAeT NpPoxoanTb coeamnHeHne ¢ pecypcom (SMB,
WebDAV, NFS, FTP)

AJpec - pacnonoxeHune pecypca

JlorvH - NorvH Ans Nnoaknt4YeHns K BbiIbpaHHOMY pecypcy

Maponb - naponb 4Nsi NOAKNIOYEHUS K BbIOpaHHOMY pecypcy

Cratyc - cocTosiHMe NoAKNo4eHns K BbIOpaHHOMY pecypcy

[ns noGaBneHnst HOBOro pecypca HaXMUTE KHOMKY + AoBABUTD PECYPC

[lns penakTMpoBaHWs CyLLECTBYHOLEN 3anncy HaXKMUTE KHOMKY

[lna yoaneHus cyLecTBYOLWEro pecypca HaXKMUTE KHOMKY

lNocne 9TOro  npoBepbTe  BBEAEHHbIE  [aHHble WU HaXMmuTe
KHOMKy CoxpaHuUTb

B cny4yae ycnewHoro nogkrn4yeHna pecypca, B KOJTOHKe CTaTyC NoABUTCA
3HaA4oK

HEENI

AHanu3s obujux pecypcos
Pacnonoxenune: Ul -> Hactponku -> YcTpouctBa ->8 cCriucke ycmpotcms

8bibpamb Heobxodumbili  Sensor Industrial > brnok "®annel" > AHann3 obLwKMx pecypcos

B pasgene "AHanu3 obLmnx pecypcoB" OCYyLLECTBSETCS HAcCTporKa pexnma obpaboTku

y)Ke NoAdknioveHHbIX B pasgene "MoHTupoBaHme obumx pecypcoB” dhannoBbix pecypcoB Ans
cbopa u aHanmsa gannos.
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YUTtoObl Ha4aTb aHanua pecypcCos, HeOGXOﬂ,VIMO HaXaTb Ha KHOIMKY HOGaBMTb pecypc u

3anonHnTb cneayowimne nongd:

Nms - HanmeHoBaHWe pecypca 13 CMcKa CMOHTUPOBAHHbIX

lMyTb aHanuaa - ykasbiBaeM NyTb OTHOCUTENBHO yKaszaHHOro B pasgerne "MoHTMpoBaHue
o6wux pecypcos" (NyTb A0 AOMOMHUTENBHOIO ANEMEHTa B Narke)

Bpemsa aHanusa - BpemMeHHasa MeTka co3faHusa unu mogudukauumn danna, HadnHas C
koTopow ByaeT NpoM3BOANTLCS aHanNu3

Mepuog aHanu3a — NepuvoguyHOCTb, C KOTOPOW MPOU3BOAUTCS NpOBEpKa pecypca Ha
nosiBfieHMe HOBbIX hannos

UrHopmpoBaTb CKpbITbIE - HE NPOBEPSATL CKPbIThbie dhalrbl

[MepBUYHLIN aHanu3 - NPOBEPUTb BCE CYLLECTBYIOLUME HA MOMEHT BKIIOYEHUSA aHanuaa
dannel

Pexum - pexum paboTbl:

o AHamu3- pexum MOHWUTOPUHra, Mpu KOTOPOM TOMbKO BbIJAETCA anepT Ha
BpeaoHocHble dhannbl. Pann octaércs B nanke HEM3MEHHbIM.

o YOaneHue - pexumMm MOHUTOPUHra C OnoknpoBkon. BpegoHocHble doaninbl
NoMeLLaloTCs B KapaHTUH.

o [llepemeweHue - pexum paboTbl ¢ OBymMs nankamu. BpegoHocHble dannbl
nomeLLarnTcsl B KapaHTuH. [poBepeHHble Ge3onacHble doansbl NEPEMELLAOTCH B
yKasaHHyto narky.

Mpwn BLIGOpPE pexmma paboTbl "MlepemeweHue" GyayT OOCTYNHbBI CregyoLmne nons:
MecTo HasHayeHWsa - HaMMeHOBaHMe nanku, co3gaHHou B pasgene "MoHTMpoBaHue
o6Lwux pecypcos”, B KOTOpyto ByayT nepemeLLaTbCcsa npoaHannaMpoBaHHble 6e3onacHble
dannsl

MyTe Ha3HayeHus - OTHOCWUTENbHbLIM MNyTb BHYTPW nNankM, B KOTOpykw OyayT
nepemellaTbCsa NpoaHanuanpoBaHHble be3onacHble ansbl.

Mocne Toro, kak Bce Heobxoanmblie napamMeTpbl 3adaHbl, HAXXMUTE KHOIMKY COXpaHI/ITb

14.5. Briok «MIHTennekTyanbHbIi aHann3 Tpaduka»

[aHHbin  6rok  copepxut B cebe Habop QyHKUMIA, MO3BOMSAKOWMX: BbIABNATb

B3aMMOOENCTBUS C ynpasnsowmMmn cepepammn vepe3s DGA, a Takke ynpaensiTb Moaynem
BbISIBIEHMS TYHHENEWN B BEPXHEYPOBHEBbIX NPOTOKONAX.

DGA.

14.5.1.Mopaynb BbisBneHnsa DGA-koMMyHuKaunmn
HacTpolika no3BonsieT BbiSIBNATb B3aMMOAENCTBUS C YNPaBnsoLMMK cCepBEPaMU Yepes

[nsa Toro 4ToObl 3aNyCTUTL NPOLIECC, HEOOXOAMMO 3anoSfTHUTL NONs:
¢ [lopor obpalueHnmn
Konnuyecteo DGA 3anpocoB Ans nopoxaeHust oqHoro cobbiTnst 6e3onacHocTu.
o [lopor cekyHA
Bpems, 3a kotopoe yuutbiBatotca DGA 3anpocbl B Konuyectse, 3agaHHOM B Mopore

obpaLleHun.

Mocne Toro kak nonst 6yayT 3anofiHeHbl, HAXMUTE Ha KHOMKYy CoXpaHUTb.
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14.5.2.BbisBneHne TyHHeneun
MepekntoyaTens  «BbisiBNneHMe  TyHHenen»  npedHasHayeH Ans  ynpaBneHus
BEPXHEYPOBHEBbLIMM MPOTOKOMAMMU:

e UDP
e TCP
e DNS
o SSL
e HTTP

Mpn oOHapyxeHun B CEeTU COEeAMHEHWN, cOo3[4aBaeMblX pasHbiMUM (bpenMBOpKaMm
(meterpreter, dnscat, assitsov n T.n.) aBTOMaTMyeckum cos3gaeTca anept, koTopbin OygeT
oTobpaxeH B nyHkTe "AnepTbl”

[N HacTpolkM ynpaBrneHuss Moaynem BbISIBNEHUS TYHHENen B BepXHEeYpPOBHEBbIX
npoTokonax  HeobXOAMMO  BKMOYMTL/BLIKNIOYUTL — NepeknovaTenb,  3aTeM  HaxaTb
KHOMKy COXpaHUTb.

14.5.3.BbisiBNeHne CKpbITbIX KAHANOB 1 TOPU30HTaNbHOIo NepemMeLLeHuns

B ©Onoke "WMIHTennekTyanbHbli aHanu3 Tpaduka" HacTponka "BbisiBNeHME CKpbITbIX
KaHanoB M FOpM3OHTanbHOro nepemelleHns” npeacrtaenseT cobor modynb AN BbiIBNEHUS
pacnpocTpaHeHus Yrpo3 BO BHYTPEHHEN MHAPACTPYKTYpe.

Jloeuka obpabomku

Mcnonbaytotea ML knaccudukaTopsl.

Sensor Industrial aHanmsnpyeT kerberos(update), smb, ntim, dce-rpc npoTokonbl Ha
npegMeT obpalleHnst K pannoBbiM XpaHUnuwam agMUHUCTpaTopa, 3anMcu Ha Hux ¢annos,
MCNonNb3oBaHMA wmi U T.1.

B 3aBucumoctn OT BbIGPAHHOMW  YYBCTBUTENbHOCTW  anroputM Ha  OCHOBE
COBOKYMHOCTW MHAMKATOPOB, OMMUCaHHbIX Bbille, CO3AAET COObITUS 1 anepThbl.

Mo ymonyaHuto BeCb TpaduK, HACTPOEHHbIN Ha 06paboTKy B NyHKTe "AHanun3 ceTeBoro
Tpaduka" nognagaet nog knaccudukatop "BbissBNeHME CKPbITbIX KaHanoB U rOpU30oHTarbHOro
nepemeLleHna" cpasy nocne BKAYEHMS ONUCbIBAEMOro doyHKLMOHana.

Ona MCKNoYeHns NULLHUX CeTeBbiX NMOTOKOB HeobXoAmmo BOCMONb3oBaTbcsa 6enbiMm
cnvuckamm (HacTporka HUXe).

Hacmpolika 8bisienieHuUsi CKpbIMbIX KaHaroe U 20pU30HMarbHO20 rnepeMeuleHuUs

HyecmeumernbHOCMb
B none YyBCTBUTENbHOCTb - BblOMpaeTcs CTeneHb YyBCTBUTESTbHOCTU
KnaccudmkaTtopa npwu  BbICTaBneHUM anepTa. YyBCTBUTENbHOCTb — 3TO OTCeYka Mo

pas3HoO6pa3nito 1 KOMMYECTBY aHanNU3npyemblX COObITUA OT OAHOM MawwuHbl 3a 10 MuHYT, B
TeYeHMM KOTOpbIX OnpeaenseTca 3noymblleHHoe noBeaeHne. Npu aToM B cryvae BbISIBIIEHUS
yucna cobbITuin, NepexogaLmnx onpeaesnEHHbIN NOPor, 3NoyMbILLIIEHHOE NOBeAeHMNE MOXET ObITb
onpegeneHo B 6onee KOPOTKME Nepunoabl.

Eenbil criucok
Ons pobaBneHuss |IP-agpeca B ©Oenbii  cOMCOK, HeobxoaMMo HaxaTb Ha

v
KHOMKY , 3aNOJIHUTb nodBMBLLUEECA Nofe N COXpPaHUTb HACTPOUKWU. Mo mumo

HenocpeacTBeHHO IP agpeca BO3MOXHO 3adaTtb HanpaBneHwe aHanuMaMpyemoro noTtoka Ans
NCKNIOYEHUA M3 aHanusa. Takum 06pa3om BO3MOXHO 3((EKTMBHO MCMOMb30BaTb Pecypchbl
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Sensor Industrial, ymeHbwaeTtcs konudecTtBo false-positive aneptoB, a Takke nossonseT
LeneHanpaeneHHo OOHapyXMTb (akTbl BbISIBIIEHWUS CKPbITbIX KaHamoB M FOPU3OHTarbHbIX
nepemeLleHni, NPOBOAUMbBIX B HY)KHOM HanpasneHuu.

Ecnu H606XOD,I/IMO N3MEHUTb HaCTpOVIKM OETEKTUPOBaHUA ANA yXe MMerLllerocd IP-

agpeca, TO ero MOXHO HanTK B CTPOKE nomcka

14.6. Briok « TexHonornyecknn cermeHT»

[aHHbIn 6nok cogepxuT B cebe Habop dyHKUMIA, NO3BOMSKOLWMX: cobupaTtb
MeTanHopMaLno O CETEBBLIX COEANHEHNSX U YNPAaBNATb NOAAEPKKON MPOMbILLIIEHHbIX
NMPOTOKONOB; HaAcTpauMBaTb CWUCTEMbl pearmpoBaHUsi Ha HEW3BECTHblE CETEBblE
B3aUMOOENCTBMSI, a Takke HacTpauBaTb npaBwna Ans  OCYLWeCTBMEHMUS
KOHTPONS COEaANHEHWIA NO TEXHOMNOrMYECKUM NPOTOKONaM.

14.6.1. TexHonornyeckoe obopyaoBaHue
Mcnonb3oBaHue OaHHOro pasgerna no3BondeT BKIHOYUTb (byHKLLIMO NMOonUCKa N KOHTPOIA
LEeNOoCTHOCTU TEXHONOIrM4eCcKoro O60py,D,OBaHVIﬂ B aBTOMaTU4€CKOM peXxnme.

14.6.2.PearnpoBaHne Ha HEN3BECTHbIE CeTeBble B3aMMOAENCTBUSA

Mepekntovatens AKcnopT cobbiTMn B Syslog BKIOYEH MO YMOMYaHUIO M MO3BOMSIET
aBToMaTtmyeckn AobaensaTb NorM NogcMcTeMsl B Syslog Ans AanbHenLwen BbIrpy3kM BO BHELLHME
CUCTEMBI.

Mepekntovatens O6pabarbiBaTh L2 coegnHeHUs BKIHOYEH MO YMOMYaHUIO U BbiaaeT
HEen3BECTHblE CETEBbIE B3aUMOAENCTBNA Ha ypoBHe L2.

BblBO4 HEM3BECTHbIX CeTeBbIX B3aMMOOEWNCTBMMA MpeactaBneH B Buae Tabnuubl n
coaepxut B cebe cnepytouime nons:

Bpems - gata n Bpemsi o6HapyXeHus;

Appec otnpasuTensi/ nonyyatens - 418 CoOeANHEHN, peann3oBaHHbIX Ha YPOBHAX L2,
L4;

MAC-agpec/ IP-agpec - ona coeguHeHun MAC/IP.

Mone Pexum nossonsieT BblOpaTh pexxmm obyyeHus/ knaccudmkauum Mogenu:

e pexumm oOy4veHus - cOo3faHMe ITanoHHOro obpasa ceTn Ana AanbHeunwero
NCNonb3oBaHWUst Npu OBHapyXeHuu M Knaccudukaumm HEM3BECTHBIX CETEBbIX
COeNHEHUN;

e pexumm Knaccudukaumm - npuMeHeHue 3TanoHHoro obpasa, Co3AaHHOoro B
pexume oby4eHusa AN BbiABNEHMS aHOMarnun B CETU.

UTtoGbl co3daTb HOBYW MOAeNb pearvpoBaHMs Ha HEU3BECTHble CeTeBble
B3aMMOENCTBMS, HAXXMUTE Ha KHoNKy CopocuTb Mopenb. B nosiBueliemcs okHe Haxxmute OK.

14.6.3.KOHTpOSIb NpUKIagHbIX NPOTOKOSIOB
B AaHHOM pasgene ocyLlecTBnseTcs HacTpoWka npaswn aHanusa
NMPOMbILUNEHHBLIX NPOTOKOSOB ANA 3auTbl TeXHonornveckoro rnpouecca ACY.
Pasgen coctonT U3 ABYX OCHOBHbIX YaCTeW:
o [MMpepycTtaHoBneHHbIEe NpaBuna
e [MMonb3oBaTenbckue npasuna
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Moapasgensl "MpegycTaHOBMEHHbIE npasuna" n "lMonb3oBaTenbCcKue

npaBuna" cogepxart B cebe cnefyoLlyo MHOpMaLmIo:

HasBaHue - HasBaHWe npaBuna, KOTOpoe SABMSETCH  KNYeBon hpason npu
cpabatbiBaHuu npasuna. Cnyxut ansa naeHtTudukaumum npasuna.

lMpoToKon - HaMeHoBaHNE TEXHOMOrMYeCcKoro NPoToKona

PYHKUMA - onepaumsi, NPUMEHeHHas K YCTPOUCTBY, YkasdaHHas B NpOTOKomne

UcTouHuK - y3en, noaceTb UNM ceTb, C KOTOPOro oOTnpaBnseTcs (yHKUus (MOXHO
yKasblBaTb HECKOSLKO Yepe3 cumon ",")

Monyyartenb - y3en, NoAceTb UMM CEeTb, Ha KOTOpbIA oTnpaBneHa YHKUMS (MOXHO
yKasblBaTb HECKOMNbKO Yepes cumBon ",")

[locToBepHbLIN UCTOYHMUK - y3en, NOACETb U CETb, C KOTOPOro OTNPaBNAeTCa PyHKUMS
N Ha KoTopbI He TpebyeTtcsa pearnposathb (whitelist)

[ocToBepHbIN Nnony4aTtenb - y3en, MNoACEeTb UM CETb, Ha KOTOPbIA OTnpaBfeHa
dYHKUMS 1 Ha KOTOpbIN He TpebyeTcs pearmpoBaTh (Whitelist)

KpUTUYHOCTL - YPOBEHb KPUTUYHOCTU Yrpo3bl, BO3HMKaOWMIA npu anepte (5 - cambin
KPUTUYHbBIN YPOBEHb Yrpo3bl)

CumMBOOM * yka3sbiBalOTCS BCE CETU 3alumaeMon nHppacTpykTypsl. [pumeHseTcs ans

nonen NctouHuk n MNMonyyaTens

lNonb3o0eamernbckue rnpasurna

I'Ile CO3daHuUM HOBOro noJib30BaTESIbCKOIro npasuia HeobXxoaAnMMO 3anofHUTL MOIs,

v
OonncaHHble Bbllle N HaXXaTb Ha KHOMKY .

B none MNpoTokon B KOHTEKCTHOM MEHIO BbiIOepuTe HEOOXOOUMbIA TEXHOITOTMYECKUN

NPOTOKOJT:

IEC104 - NnpOMBbILWSIEHHbIA NPOTOKON MNepefavn OaHHbIX, peanusylowmin NpuknagHom
ypoBeHb TCP/IP, WwWunpoko wncnomnb3yembli B TEXHONOMMYECKUX CETSAX OOBLEKTOB
3NEKTPOIHEPreTUKN AN opraHn3auuun nepegayun gaHHbIx Mexagy pacnpenenmrensHbiMy
YyCTpPOWCTBaMW, KOHTponnepamu TenemexaHuku, P3A, AUCKY3 n APM onepaTtopa
MODBUS - OTKPbITbIA KOMMYHUKALWOHHbIN NPOMBbILLSIEHHBIA MPOTOKON ANA MalUMHHOIO
B3aMMOLENCTBUSA, OCHOBaHHbIN Ha apxXuTeKType "Bedywmn — Begombln” (master-slave).
ABngaeTtcs cTtaHagapToM Ae-hakTo 1 NoAAEPKMBAETCHA MOYTU BCEMU MPOM3BOAUTENSIMU
NPOMBbILLNEHHOro 06opya0OBaHMSA

OPCUA - chunbTp nossosigeT paccMoTpeTb BbISBJIEHHbIE KOMMYHMKaLnu,
peanu3oBaHHble B COOTBETCTBMM ¢ cneumdukaumen OPC Unified Architecture

S7 - NPOMBbILUMNEHHbIM NPOTOKOS, pa3paboTaHHbIN KOMMNaHuen Siemens ons peanuaawumm
nepedayun AaHHbIX MexXdy KOHTponnepamu asTomatm3auuun, yCTPOMCTBaMu MoOeBoOro
YPOBHS, nepudepunHsiMn moaynsamu, cepsepamu u APM onepatopa co SCADA

S7P - NPOMbILLUNEHHBIN NpoTOKOn, ABNAIOLNNCS passutem S7COMM n
npegHasHavyeHHbli Ans paboTbl HOBOrO MOKOMEHMS YCTPOWCTB aBTOMaTtm3auun
Npou3BOACTBa KOMNaHuM Siemens

UMAS - NpOMBILSIEHHbIA  MPOTOKOM,  LWWMPOKO  UCNOMb3yeMbli  NPOMbILLIIEHHbIM
obopyaoBaHuem aBTOMaTM3aumu npon3BoAcTBa KOoMnaHun Schneider
Electric ana peanusauunm koMmyHukaumi B cermeHte ACY TT1. Yacto ucnoneayetca ons
obBMeHa JaHHbIMM NO MOHTaXXHOM LUMHE MeXAy NPOoLecCOopHbIM MOAYMNeM KOHTponnepa
aBTomMatmsaumm n moaynsmun nepudepun. OFS mncnonedyetr OPC gnsa nogkniodeHns K
SCADA.
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B none ®yHKuuM ykaxute OT ogHou u Bornee yHKUMA M3 npeanaraemoro crucka
KOHTEKCTHOIrO MEHH0:
Ona npotokona IEC104
e M_SP_TB_1 - ogHoanemMeHTHast MHpopMaunsa ¢ METKON BpeMeHU
e M_SP_NA_1 - ogHo3nemMeHTHas UHgopmaLms
DP_NA_1 - aByxanemMeHTHas MHdopMaums
DP_TB_1 - gByxaneMeHTHasa nHdopmaLmsi C METKON BpeEMEHN
A_1 - ogHOSNeMeHTHas KoMaHaa
C_NA_1 - gByxaneMeHTHas kKomaHga
~SC_TA 1 - ogHO3M1EMEHTHast KOMaH4a ¢ METKOW BPEMEHH
C_TA_1 - aByxanemMmeHTHas KoMaHaa ¢ METKON BpeEMEHU

N
N

Ona nporokona MODBUS

e READ_COILS - yTeHne 3Ha4YeHnn HECKOSTbKMUX PErMCTPOB (hiaros

e READ_DISCRETE_INPUTS - 4YTeHune 3Ha4yeHWN HECKOMbKMUX OUCKPETHbLIX BXOL40B

e READ_HOLDING_REGISTERS - 4yTeHue 3Ha4YeHNn HECKOSTbKNX PEMMCTPOB XpPaHEHMS

e READ_INPUT_REGISTERS - yTeHMe 3Ha4eHUn HECKOSbKNUX PErMCTPOB BBOAA

e WRITE_SINGLE_COIL - 3anucb ogHoro pernctpa cnaros

e WRITE_SINGLE_REGISTER - 3anucb ogHoro pernctpa (BBoga Unm xpaHeHus)

e WRITE_MULTIPLE_COILS - 3anncb HECKONbLKNX pernctpos dnaros

e WRITE_MULTIPLE_REGISTERS - 3anucb HecKoOnbkUX perucTpoB (BBOA4A WNU
XpaHeHus)

e READ_WRITE_MULTIPLE_REGISTERS

e FIRMWARE_REPLACEMENT

Ona nporokona OPCUA
e SECURE_MESSAGE_WRITE_REQUEST_BIN - 3anpoc 3anucu
e SECURE_MESSAGE_REGISTER_SERVER_REQUEST_BIN
e SECURE_MESSAGE_OPENSECURECHANNEL REQUEST_ BIN
e SECURE_MESSAGE_DELETE_NODES RESPONSE_BIN
e SECURE_MESSAGE_REGISTER_NODES REQUEST_BIN
e SECURE_MESSAGE_UNREGISTER_NODES_REQUEST_BIN
e SECURE_MESSAGE_MODIFY_MONITORED_ITEMS REQUEST_BIN
e SECURE_MESSAGE_DELETE_MONITORED_ITEMS_REQUEST_BIN
e SECURE_MESSAGE_DELETE_SUBSCRIPTIONS REQUEST_BIN

Ona npotokona UMAS

e READ_ID -

e READ_PROJECT_INFO - nony4eHue aaHHbIX 0 nporpamme ynpasneHuns MNIK

e READ_PLC_INFO - nonyyeHne gaHHbix o MJK

e READ_CARD_INFO - nonyyeHuve faHHbIX C BHelwHen kapTbl namsatu [MJIK (kotopas
yCTaHaBfMBaeTCH U3 BHE)

e READ_MEMORY_BLOCK -

e WRITE_MEMORY_BLOCK -

e READ_VARIABLES - nony4deHue gaHHbix ¢ peructpos MJ1K

e WRITE_VARIABLES - 3anucb gaHHbIix Ha permctpsbl MJ1K

e READ_COILS_REGISTERS - nony4eHue gaHHbix ¢ peructpos MK

e WRITE_COILS_REGISTERS - 3anucb aHHbIX Ha peructpsbl MJ1K

e CARD_MANAGEMENT -
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e START_PLC - 3anyck N1K

e STOP_PLC - 3aBeplueHune pabotbl MNMJIK

¢ MONITOR_PLC -

e CHECK PLC -

e INITIALIZE_UPLOAD - uHuumaums sarpysku gaHHbix Ha MK

e UPLOAD_BLOCK - 3arpyska gaHHbix Ha J1K

e END_STRATEGY_UPLOAD - 3aBepLueHue 3arpy3kn gaHHbix Ha MJ1K
e INITIALIZE_ DOWNLOAD - nHnuuauma ckaunmsaHus gaHHbix ¢ MJK

e DOWNLOAD_ BLOCK - ckaumaHue gaHHbix ¢ [MJIK

e END_STRATEGY_DOWNLOAD - 3aBepLieHune ckauymBaHunsa c MJIK

Ona npotokona S7
¢ REQUEST DOWNLOAD - nHmumaums ckavumBaHna aaHHbix ¢ MJIK
e DOWNLOAD_ BLOCK - ckaumaHue gaHHblx ¢ MK
e DOWNLOAD_END - 3aBepLueHMe ckaunBaHus gaHHbix ¢ MK
e START_UPLOAD - nHuumaums 3arpysku gaHHbix Ha MJIK
e UPLOAD - npouecc 3arpy3ku gaHHbix Ha J1K
o END_UPLOAD -3aBepLueHune 3arpy3sku gaHHbIx Ha MJ1K
e WRITE_DATA - 3anucb faHHbIX
e READ_DATA -nonyyeHve gaHHbIX
e CYCLE_MEMORY - umknuyeckoe 4teHune gaHHblx ¢ namatu MNJIK

Ona npotokona S7P
SET_VARIABLE - ycTaHOBKa 3Ha4eHUs JaHHbIX
EXPLORE -
CREATE_OBJECT
DELETE_OBJECT
GET_VARIABLE
Mpn HaxaTum Ha kHonky [lobaBMTb NpPaBUIO OTKPOETCA AOMNOMHUTENbHOE none Ang
CO34aHuns HOBOro NpaBsuna.
Mpn HaxaTm Ha KHOMKy 3arpy3uTb MpaBuna NnpefocTaBnseTcss BO3MOXHOCTb
3arpy3utb npasuna c K none3oBatens B peweHne XDR Console B hopmarte .json.
Mpn HaxaTum Ha kHoMKy CKavaTb npaBuia NpeaocTaBnseTcs BO3MOXHOCTb 3arpy3nTb
npasuna Ha NK nonb3oBaTens B dhpopmarte .json.
14.6.4.C6op meTamHdopmMaLmm O ceTeBbIX COEQUHEHUSX

[na oGecneyeHns GesonacHOCTU pPaboTbl aBTOMATU3MPOBAHHBLIX CUCTEM YNpaBreHus
TEXHOMOrMYEeCKNM MPOLLECCOM HEOOXOAMMO OCYLLECTBMATL KOHTPOMb AaHHbIX, NepeaaBaeMbIX
NOCPEACTBOM MPOMBILLIIEHHbIX MPOTOKONOB MNepeaadn AaHHbIX. M3HavanbHO nepeknodaTtenb
ANS KaXO0ro Moayrisi BKIOYEH.

15. PepaktuposaHue HacTpoek moayna MDP

Pacnonoxenue: Ul > Hactpovikm > YcTpowuctBa >8 cCriucke  ycmpolcms
8bibpamb Heobxodumbiti MDP

Ha cTtpaHuue npeacrtaBneHbl obuwme nokasatenu no paborte nogkmnwoyveHHoro MDP.
HaHHble no kaxgomy MDP-y OOCTynHbI MpU pacKkpbiTUM COOTBETCTBYHOLLEW KapTbl B CNUCKE
NOAKMOYEHHbIX YCTPOWCTB.
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O6wan nHdopmauma
e UMm4 - 3agaHHbI aeHTUMKaTOpP MOXET BbITh Nob6bIM
e Homep nuueH3nu - nonyyeH Npu NOKynke Unm TeCTUPOBaHUN peLLeHNs
e KommeHTapumn
e VPN IP - agpec BHyTpy VPN TyHHena nonyyaembin npu nogkmnoyveHnn MDP k XDR
Console onsa ynpaenstowmx KOMMYHUKaLUA
e BHewHnn IP - agpec ynpaBnsawowero nHtepgenca, BblAaHHbIM HA CTOPOHE KIIMEHTa
(yepe3 DHCP wnu ctatudeckumu npasunamm)
e KomnaHua - 3agarwTcs npyM cO3gaHMM HOBOro YCTPOWMCTBa M3 cnmucka HacTtpounku ->
KomnaHuu
CocTosiHMe ycTpoucTBa
o [locnegHunn HeartBeat - nocnegHui 3ameyeHHbIn heartbeat ¢ gaHHoro yctponcTea
e [locnegHee o6HOBREHNE
e CPU/RAM/HDD
o [lponbl B sigpe / Ha nHTepgenice
o [locneaHsist akTUBHOCTbL - KparHee Bpems aktuBHocTM VPN mexay MDP 1 ynpasnsatoLmnm
XDR
e [NnTenbHOCTb - BPEMEHHOMW OTPE30K, B TeuyeHme koToporo mexay MDP n XDR 6bin
yctaHosneH ynpasnawowun VPN kaHan. OTuMTbiBaeTca ¢ MOMEHTa nocrnegHen notepu
CBA3N MexXay ycTponcTBamm
e 3arpyska kaHana
Mpadhurkm cocTosiHMA ycTponcTBa
MpenocTaBnaT ABYMEPHbLIN rpaduk Ha BpeMeHHOM OTpe3ke B 24 yaca No crieayrowmm
nokasartensm:
o [lpou3BoanTeNnbLHOCTb - 3a4ENCTBOBAHHbIE PECYPChl CUCTEMDI
o CPU average (%)
o RAM maximum (%)
o HDD maximum (%)

s
KHonka pegaktnpoBaHus 6a30BbIX CBOMCTB . - DOCTYNMHbI ANd pedakTMpoBaHus:
e Uwmsa
o KommeHTapui
MpumeyaHue: gaHHaa KHOMKa [AOCTynNHa TOMbKO ANs  nonb3oBatenen ¢ TUMOM
akkayHTa owner.

15.1. HocTyn BupTyanbHbIX MalwuH B VIHTepHeT
OpHom n3 KpanHe BaxHbIX HacTpoek MDP siBnsieTcsi BO3MOXHOCTb MpeaoCTaBIieEHMs
A0cTyna B OTKPbITYH0 ceTb VIHTepHeT obpasa OC pasBE&pHyTbiM B BUPTYanbHOM cpeae.

HacTpoinka nossonseT, B NepByo odepedb, onpeaendrtb UCnosib3yemMbl Angd AocTyna B
WHTepHET mMapLLpyT, @ UMEHHO:

Bbixop 4yepe3 coeamHeHue ¢ XDR

Bce ceTeBble 3anpocbl U3 BUPTyanbHOW cpedbl B OTKPbITYIO ceTb WHTepHeT
nHkancynupytotca B VPN coeamHenne po XDR Console. Takum o6pasom 3anpochl
aHanmsnpyemoro N0 B MIHTepHeT obpabaTbiBatoTca XDR Console.
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Ana nposedeHusi Kka4ecmeeHHO20 Mo8edeHYecKkoao aHanusa aHanusupyemomy [10
Heobxodumo npedocmasnsime Hebriokupyembiti docmyn 00 mpebyeMbix pecypcos8 8 OMKpPbIMOoU
cemu MlHmepHem, Oaxxe ecsiu amu pecypchbl 6/510mcs 3asedoMo 8pedOHOCHbIMU!

YuntbiBasi AaHHbli pakT, npu BbiOpaHHOW HacTponke, XDR Console HeoGxogumo
npeaocTaBnaTb HEGNOKMPYEMbI AOCTYN A0 OTKPbITON ceTn MHTepHeT 6e3 orpaHnyeHuni!

Bbixop Hanpsimyto Yepe3 mgmt-nopTt

Bce ceTteBble 3anpocbl M3 BUPTyanbHOM cpeabl B OTKPbITYO ceTb WHTepHet
HanpasnsalTCS Ha MapLLpyTU3aTop NO yMOYaHuo Yepes nHtepdenc ynpasneHna MDP. Takum
obpasom 3anpocskl aHanuanpyemoro MO B HTepHeT obpabatkiBatotcs MDP.

Lns nposedeHuss KadyecmeeHHO20 MoeedeHYecKo20 aHanusa aHanusupyemomy [10
Heobxodumo npedocmasnsime HebIoKupyembilti docmyn 00 mpebyeMbix pecypcos8 8 OMKpPbIMOoU
cemu MlHmepHem, Oaxxe ecsiu amu pecypchbl 6/510mcs 3asedomMo 8pedOHOCHbBIMU!

YunTbiBasi gaHHbIn hakT, npu BeibpaHHon HacTporke, MDP HeobxoomMmo npeaocTaensATb
HeBoKMpyeMbI 4OCTYN A0 OTKpbITOM ceTn NHTepHeT 6e3 orpaHudeHmi!

KoHTponb ob6paleHus no ccbifikam U3 BUpTyanbHOM cpeabl

B MDP npucyTcTBYET OTAENbHbI MOAYb, 06pabaTbiBatoLmi cLeHapumn obpalleHms no
CcbifikaM, obHapyxeHHbIM B cbannax aHanuaupyemoro [MO. Takue obpalieHus, BO3MOXHO,
NMPOKCMPOBAaTb OTAENbHO OT OCTalNbHOro NOTOKa 0bpaLLeHnn N3 BUPTyarbHOW cpefbl B OTKPbITYHO
ceTb WHTepHeT.
[na HacTponkn Npokcu 3agavte (B HKHEW YacTu pasgena) B none MNpokeu cepBep: Adpec

npokcu-cepsepa v lNMopm npokcu-cepsepa pasdesnus nx cuMmeomnom ":".

15.2. OKCnopT AaHHbIX n3 MDP
B pasgene "OkcnopT OaHHbIX" BO3MOXHO HACTPOUTb aBTOMATUYECKYH) OTMNPaBKy
cBegeHun o coctosiHum (heartbeat) MDP B SIEM-cuctemy. [na atoro Heob6xoaMmo ykasaTb
COOTBETCTBYIOLLME NapameTpbl Syslog-cepBepa: ceTeBon agpec, NopT v Tun npotokona. [JaHHble
nepegatoTcsa no npoTtokony Syslog B AByx chopmaTtax:

e CEF
e JSON

Cuctema MXDR MOXeT AeTeKTupyeT CoobLLEeHNs caMOAMarHoCTukn (xapTouTol)
Coo06LeHus camognarHoctukm B hopmare JSON

OnncaHne BO3MOXHbIX MOMen Mnpu nonyvyeHunm xaptomtoB B dopmate JSON
NPeAcTaBneHo B Tabnumue HuXe.

Mone OnucaHue
host HNdeHmugukamop ceHcopa
timestamp Bpemsi e UTC
time_delta Bpewmsi 6 cekyHOax nocne rnocrnedHe20 uaMepeHusi
ifaces_packets_delta | YeenuyeHue cyemuyuka nocmynusuwiux Ha uHmepghelic nakemoes
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krnl_packets_delta

Yeenu4yeHue cyemyuka nakemoes 8 kernel spac

ifaces_bytes delta

Yeenu4eHusi cuemyuka RX-6alim Ha uHmepgbelice

vmmem_used

BbideneHo supmyarnbHoul namsmu (e 6atimax)

vmmem_free

Ce0600H0 supmyarnbHoU namsmu (8 6atimax)

swapm_free

Ceo0b00Ho0 8 ceorie (8 batimax)

swapm_used

BbideneHo e ceorie (8 6alimax)

disk_free

Cs0600H0 8 duckosol cucmeme

disk_used

3aHsmo 8 duckosoll cucmeme

cpu_percent

CpedHsis 3aepyska CPU no ssdpam

kernel_version

Bepcus sdpa

bios_version

Bepcus BIOS

uptime

Uptime ycmpoiicmea

Mpumep xaptoutos B hopmaTte JSON:

{

"host":"kpx37Inychxz7lhw",

"timestamp™:"2017-10-04T16:13:40.158688",
"time_delta":301.177393,
"ifaces_packets_delta™:4646238,
"krnl_packets_delta":4660719,
"ifaces_bytes_delta":3489196566,
"vmmem_used":8569155584,
"vmmem_free":24991760384,
"swapm_free":4198846464,
"swapm_used":83533824,
"disk_free":816764354560,
"disk_used":113368637440,
"cpu_percent.8.4,
"kernel_version™":"4.4.0-45-generic",
"bios_version":"2.0.8",

"uptime":"16 weeks, 51 minutes"

}

Coo06LeHua camoguarHoctukm B chopmarte CEF

OnuncaHune BO3MOXHbIX Nonern npu nonyvyeHmm xaptomtos B popmaTte CEF npeacraeneHo
B TabOnuue Huxe.
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Mone OnucaHue

duser lNonyyamernpb nucbma Orisi cCObbIMUS, C8513aHHO20 C 3/IEKMPOHHOU rnoYmou

suser Omnpasumernb rnucbma 8515 cobbimusi, c8593aHHO20 C 3/1EKMPOHHOU rnoYymodu

IP-adpec ucmoyHuka chatina 0nsi cobbimusi, cesizaHH020 ¢ ripomokonamu HTTP,

sfe ETP

IP-adpec nonyyamens ¢hadina 0nsi cobbimus, cesisaHHO20 ¢ ripomokonamu HTTP,

dst FTP

fileHash | SHA 1 -xew ¢batina

rt Bpems cobbimusie UTC

fname Ums gbatina

15.3. Cepsep BpemeHn MDP
Mo ymonyaHuio kaxabln MDP cuHXpoHU3npyeT Bpemsi ¢ XDR, HO 9TO noBegeHNE MOXHO
M3MEHUTb, YKaszaB npou3BonbHbii NTP-cepep. [Ona Toro 4Ttobbl A06aBUTb  HOBbIV
npousBonbHbii NTP-cepBep, HeobxoaMmo HaxaTb Ha KHONKy [lobaBUTb 3anucCb U BHECTU
agpec NTP-cepsepa B popmate FQDN unu ceteBon IP-agpec.

16. PepaktnpoBaHue HacTpoek moayna Storage

Pacnonoxenwne: Ul -> HacTtponku -> YcTponcTtBa -> 8 Criucke ycmpolicme 8bibpamb
Heobxo0umbIl Storage.

Ha cTtpaHvue npeactaBneHbl obwue nokasatenu no paborte noaknyeHHoro Storage.
[aHHble NO KaxgoMy CeHCOopy [AOCTYMHbl MpPUM  PacKpbITUM KapTbl CeHcopa B CnUCKe
NOOKIHOYEHHBIX YCTPOWUCTB.

O6wasn nHcpopmauums

e U/m4 - 3agaHHbI MaeHTUMKATOP MOXET BbITh NOObIM

e Homep nuueHsnu - Nnony4eH Npu NOKyMnKe UM TeCTUPOBAHUN PeELLEHNS

e CepuiiHbI HOMEp - CepuiHbIA HOMep obopyaoBaHMs

o KommeHTapui

e VPN IP - agpec BHyTpu VPN TyHHens nonyyaembi npu nogkntoyeHun Storage k XDR
Console onsa ynpaenstowmx KOMMYHUKaLMA

e BHewHnn IP - agpec ynpaBnsawowero MHtepgenca, BblAaHHbLIM HA CTOPOHE KIIMEHTa

(yepe3 DHCP wnu ctatudeckumu npasunamm)

o KomnaHusa - 3agarwTca npy co3gaHum HOBOMO YCTPOWCTBa M3 cnucka HacTtponkn ->

KomnaHum

CocTtosiHMe ycTponucTBa

o [locnegHuin HeartBeat - nocnegHuii 3ameveHHbIn heartbeat ¢ gaHHoro yctponcTsa
e [locnegHee obHoBREeHWe - gaTa nocnegHero oOHOBNEHUS

e CPU/RAM/HDD

e [ponbl B agpe / Ha nHTepdence
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o [locnegHsass akTUMBHOCTb - KpaunHee BpeMs aktuBHocTM VPN mexay CceHcopoMm w
ynpasnsaowmnm XDR
e [nNnTenbHOCTb - BPEMEHHOW OTPE30K, B TEYEHNEe KoToporo mexay Storage n XDR 6bin
yctaHoBneH ynpaenaiowun VPN kaHan. OTunMTbiBaeTcs ¢ MOMEHTa nocrnegHen notepu
CBSA3M Mexay ycTponcTBamum
e 3arpyska kaHana
Mpachurkm cocTosiHMA ycTponcTea
MpenocTaBnAT ABYMEPHbLIN rpadouk Ha BpeMeHHOM OTpeske B 24 yaca no creaylowmm
nokasartensim:
o [lpouzBoaAUTENbHOCTDb - 33€NCTBOBAHHbIE PECypPChbl CUCTEMDI
o CPU average (%)
o RAM maximum (%)
o HDD maximum (%)

16.1. HacTtpowka ycTponcTtea Storage

B pasgene Ul Hactponkn Yctponctea -> XDR npu MMeoWmnXcs yCTponcTeax tmna
Storage, OCyLLLECTBNSIETCA HAaCTPOMKa KracTepmusaunm gaHHbIX.

B paHHoM pa3sgene otobpaxaeTcsa nHpopmauums:

«Hacmpolika enasHo2o ycmpoticmea»
o Craryc - TEKYLUUI CTaTyC HOoAbl (YCTPOMCTBA)
e Hoabl — KONIMYECTBO YCTPONCTB
e JlOKyMEHTbI — KONIMYECTBO OOBHEKTOB B XpPaHUIuLLE
e O6beM gaHHbIX — 06LLMIA pa3mep ANCKOBOro XpaHunua
e «YnpasreHue ycTponcTesaMmmy
e /mA HOObl — Ha3BaHMe, NPUCBOEHHOE YCTPONCTBY
e UID
e [P-port
e Crartyc Hoapl
e CPU - ncnonb3oBaHue npoteccopa
e Memory usage — ncnonb3oBaHNe NamaTu
¢ Disk usage — ncnonb3oBaHue OUCKOBOIO XpaHunuiia

LlobaeneHue u ydaneHue ycmpolcmes

UTob6bl [06aBUTL YCTPOMCTBO, HaXMUTe Ha KHOMKy <[ob6aBUTb YCTPOUCTBO B
Knacrtep>

B nosiBuBLeEMcs OkHe BblOepuTe HEOOXOQMMOE YCTPOMCTBO M3 CMMUCKA OOCTYMHbIX
yCTponcTB TUNa Storage n gobasbTe ero B KnacTep.

17. PepaktupoBaHue HacTpoek moaynsa EDR
HanHbin pasgen pacnonoxeH B Ul XDR Console -> Paccnegosanug -> KomnbtoTepsbl
17.1. YnpaBneHue sepcusamm
[nsa py4yHon 3arpy3ku nakeToB ¢ HOBbIMU BepcusiMm EDR, Heob6xoamMmo HaxaTtb

Ha KHOMKY YHpaBneHMe BepCUAMW. B nosiBuBLuEMCA none npukpennTe q)a|7|r|.

17.2. O6HoBMNEHME KOMMNBIOTEPOB A0 HOBLIX Bepcuin EDR
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YUT06bl 0GHOBUTL KOMMBIOTEPLI BPYYHYIO 40 HOBbLIX Bepcuit XDR, Heobxoanmo BbiGpaThb
OOMH U HECKOSBKO KOMMbIOTEPOB, NOCIE Yero BeibpaTh Bepcuto 0OHOBNEHMSI.

18. PepaktupoBaHue HacTpoek mogyna BEP

Ha cTtpaHuue npeacraeneHbl obwme nokasarenu no pabore moaynsa BEP.
O6wasn nHdopmauusa
e UMm4 - 3agaHHbI aeHTUMKaTOp MOXET BbITh NOObIM
e Homep nuueHsnm - Nnony4eH Npu NOKynkKe UM TeCTUPOBaHUN peLLEeHNs
e CepuiiHbIi HOMEp - CepUHbBIA HOMep 0bopyaoBaHMs
o KommeHTapui
e VPN IP - agpec BHyTpn VPN TyHHensa nonydaembin npu nogknodeHnn BEP k XDR
Console gnsa ynpaensitowmx KOMMYHUKaLMA
e BHewHnn IP - agpec ynpaenswoLwiero uHTepdenca, BblAaHHbIA Ha CTOPOHE KIMEHTa
(4epe3 DHCP unu ctatnyeckumn npaBminamm)
o KomnaHus - 3agarTca npy co3gaHum HOBOMO YCTPOWCTBA M3 cnucka HacTtponkn ->
KomnaHuu
e CkpblTb oT CERT -cBOWCTBO CeHcopa, CKpbiBawwlee ero cobbiTus M3 Bblgayn ans
MOHWUTOpPUWHra nonb3oBatenam ¢ ponbto CERT
Fpadmkm cocTosiHMA yCTponCcTBa
MpenoctaenaloT ABYMepHbIN rpadMk Ha BpPeEMEHHOM oOTpeske B 24 4aca no
cnefylowmm nokasartensm:
e [lpou3BoanTeNnbLHOCTb - 3a4ENCTBOBAHHbIE PECYPChl CUCTEMDI
o CPU average (%)
o RAM maximum (%)
o HDD maximum (%)

s
KHonka pegaktnpoBaHusi 6a3oBbIX CBOWCTB . - DOCTYMHbI ANd pefakTMpoBaHus:
e UNwmga
o KommeHTapui
e CkpblTb oT CERT
MpumeyaHue: fjaHHaa KHOMKa OOCTYMNHA TOMbKO Ans nornb3oBaTtenen C TUMOM
aKkkayHTa owner.

YnpaBneHve nuUeH3MAMU  MoAyrns
BEP poctynHO npu Haxatmm Ha
KHOMKY "YnpaBneHue nuueH3ven".
CylecTByIOT ABa TUNA NULEH3UN:

. BEP_STANDARD

. BEP_ENTERPRISE

YMNPABJIEHUE JIMLLEH3UEN

piivisskeaiialall  OCHOBHBIE HACTPOMKMU

OCHOBHbI€ HaCTPOMKMN
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Mpn HaxaTum Ha  kHonky "OCHOBHble  HacTpomku" ByaeT  ocyLlecTBreH

aBTOMaTMYeCKU Nepexo Ha CTpaHuuy HacTpoek moayns BEP.

18.1. Bnok «JomeHbl 1 MapLIpyTbI»

HaHHbin 6nok cogepkut B cebe Habop QyHKUWMA, NO3BONSAOWMX: 006aBNATL U

BepMdULMPOBaTL JOMEHbI, @ TaKkkKe HacTpaMBaTb MapLUPYThl ABUXKEHUSI NOYTbI U 6anaHCUPOBKM
Harpy3ku.

18.1.1.lMoYTOBbIE JOMEHDI
Mcnonb3oBaHne aaHHOro pasgena no3eonsdet AobaBnaTh U BepuduumMpoBaTb NOYTOBbLIE

OOMEHbI.

[na 3amnTbl NOYTOBLIX BXOASALLMX COOOLLEHUI HeE0bX0aUMO:
1. Jo6aBnTb JOMEH KINMeHTa B JaHHbIA CMIUCOK.
2. CdopMmnpoBaHHhIN Ko noaTeepxaeHust Heobxoaumo aobaentb B TXT 3anuchb

AoMeHa. KnueHT ocylecTBnsieT AaHHY onepaumio B agMUHUCTPaTUBHOW NaHenu
peructpatopa AoMeHa.

3. HeobGxoaumo aoxaaTtbcs Bepudmkaumm aaHHOro AoMeHa komnnekcom ATMmocdepa.

CraTyc pomeHa:

* [OATBEPXAEHO - NOATBEPXKAEHHBIN CTaTyCc goMeHa. Koa nogreepxaeHus
pobasneH B TXT 3anucb gomMeHa.

e He noaTBepxaeHo - Koa noareepxaeHns He Obin aobaeneH B TXT 3anuck
JOMeHa unu Banuaaums elle He OKOHYMNach.

18.1.2.lNoyTOBbBIE MapPLUPYTHI
Ncnonb3oBaHve AaHHOro pasgena Mno3BONseT OCYLLEeCTBMAATb HAaCTPOWKY MapLUpyTOB

OBWXEeHNA NoYThbl U 6aJ'IaHCI/IpOBKI/I Harpy3ku.

Heobxoanmble HaCTPOMKK:

[omeHbl nonyyatens - o6cnyxMBaeMble NOYTOBLIE JOMEHbI /MU NOALOMEHbI KIMEHTA.
MoaTte. RCPT TO - npwu BkntoveHnn ATmocdepa npoeepsieT Hanudmne nonyyatens B8 MX
cepepax knueHTa. (OTkpbiBaeTca BcTpevHas SMTP ceccua Ha Tpebyemoe um4. Mo
oTtBeTy oT MX onpegenseTrcs Hanu4Me unu oTCyTCTBME JAHHOrO Nofny4aTens y KnMeHTa).
MX agpec - agpec nodTtoBOro cepsepa knueHta. OH xe agpec crneayloLlero xona B
LenoYke NpoBepPKN NOYTOBbLIX COODLLEHWIA.

MopT - nopT Ha MX cepBepe KNMeHTa And oTnpaBku NPOBEPEHHLIX COOBLLEHNN

TLS - ncnonb3oBaHue TLS ang dopMmnpoBaHmst BCEX KOMMYHUKALUIN C OTNpaBUTENSMU U
nonyyaTensaMm noYToBbIX COOOLLEHUN.

MproputeT - NPUOPUTETHOCTL OMNpPOCa CEPBEPOB KIMEHTA.

Bec - 6anaHcupoBKka Harpysku Ha cepBepa KrmeHTa.

18.2. Briok «Monutuka 1 oGHapyxeHne»

HaHHbin 6nok copgepxut B cebe Habop dyHKUMIA, NO3BOMAOLWMNX: BblOMpaTb pPervoH

aHanusa annoe, HacTpamBaTb MNONMUTUKA [OENCTBUA Ha OCHOBe pesyrbTaTa NPOBEPKU
OTNpaBuTENSA NMCbMa, HacTpauBaTb MOMUTUKN LEWNCTBUA Ha OCHOBE dhopmaTa COLEPXKMMOro
nuceM, OnpeaenaTb Xeraemoe MOBeAeHUe CUCTEMbl B Criydyae HEBO3MOXHOCTM MOSIHOro
aHanuaa nucemMm, a Takke BblibupaTthb xenaemyto crpaternto 06paboTkm CCbINOK B NMMCbMaXx.

18.2.1.[JeToHauna dannos
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Mcnonb3oBaHne paHHOro pasgerna Mo3BOMSieT OCYLLEeCTBATb BbIGOp pervoHa Aans
obnayHol nnowaaKkuy, BbINONHALLEN NOBeAEHYEeCKUI aHann3 o6 beKkToB, BMOXEHHbIX B NUcbMa
MNKY NONYyYeHHbIX B pe3ynbTaTe UCCrefoBaHMs CCbINOK B NMUCbMAaXx UM BO BIIOXEHMSIX.

[eToHauunsa dhannos ocyLLecTBNAETCS OTAENbHO AN KaXA0ro permoHa.
B none "OenctBue" MOXHO:

e OTmMeTUTb TeMy - nponycTuTb NUCbMO C JobaBneHvem B TeKCT TeMbl MMCbMa
AOMONMHUTENBHYIO MHAOPMAaLMIO O BIOXKEHUN.

e [loGaBuTb 3aronioBoK - NPONyCTUTbL NMCbMO ¢ gobasneHnem B SMTP-3aronosku nnucoma
AONOMHUTENBHYIO MHGOPMaLMIO O AeToHauMn hansos.

e KapaHTuH + YBegomnenue otnpasutens - 6nokMpoBka NMcbma ¢ yBeAOMIIEHNEM.
A3bIK BUPTYanbHbIX MaLMH MOXET ObITb Kak PYCCKUIN, Tak U aHTNTMNCKUA.

18.2.2.[1lpoBepkun oTnpasuTens

Wcnonb3oBaHne p[aHHOro pasgena Mo3BOSsieT OCYLECTBMSTb HACTPOWKY MNOMUTUK
[eNCTBUIA Ha OCHOBE pe3yrnbTaTa OTNpaBuTenNsi NMCbMa.

O6was nHdopmauusa cogepxnt B cebe cnegyowme napameTpbi:
o KaTeropus -
o DKIM - npoBepka NogSIMHHOCTN COOBLLEHUS MO OTKPbITOMY Kitouy B 3anmcu DKIM
AOMeEHa oTnpaBuTeNs.
o DMARC - npoBepka COOTBETCTBUA NMUCbMa YCTAHOBJIEHHbLIM MOMNTUKAM B 3anncu
DMARC pgomeHa oTnpaBuTens.
o SPF - nposepka aBTopu3oBaHHOCTM IP agpeca oTtnpasutensa no 3anucu SPF
AOMeHa oTnpaBuTeNS.
e OnucaHue - obwue onmcaHma HapyLLIEeHUS NONUTUK
o [lencTBue -
o OTmMeTuTb TeMy - NpONyCTUTb NUCbMO C fOOaBNEeHWEM B TEKCT TeMbl NMCbMa
AOMONMHUTENBHYIO MHAOPMALNIO O BIIOXKEHUN.
o [HobaBuTb 3arofiloBOK - NPONYyCTUTbL NUCbMO C gobaBneHnem B SMTP-3aronoeku
nMcbMa AOMONTHUTENBHYO MHPOPMaLMIO O AeToHaLUMN halnnos.
o KapaHTuH + YBegomneHue otnpaBuTens - 6riokMpoBka nucbmMa ¢ yBeAOMIIEHNEM.

18.2.3.MpoBepkn hopmaToB COAEPKUMOTO
Wcnonb3oBaHne p[AaHHOrO pasgena no3BONseT OCYLWeCTBNATb HACTPOWKY MOMUTUK
OENCTBUIN Ha OCHoBE hopMaTOB COAEPXKUMOro NUCEM.

O6wasn nHopmaumnsa cogepxut B cebe cneayowime napameTpbi:
e Vwms npaBuna - Ha3BaHWe NONUTUKN ANsi ee AanbHENLEero NCnonb30BaHNs
e Ycnoeue - npaBuno, Ha OCHOBE KOTOPOro MNpPOM3BOAMTCA MpoBepka ¢opmaToB
COLEPXKNUMOro
o file_name - peakuun Ha onpegenéHHble nmeHa annos;

o file_magic - peakuns Ha 3agaHHble pacluMpeHns annos;
o url - peakuma Ha 3agaHHbIE CCbINKY;

o sender - peakuus Ha onpegeneHHoro nony4vartens;

o recipient - peakuua Ha onpeaeneHHoro nonyyaTens;

o dkim;

o spf;

o dmarc;
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o [lenctBue -
o OTMeTUTb Temy - NpPOMNyCTUTb MMCbMO C o6aBneHvemMm B TEKCT TeMbl NMMCbMa
AOMONMHUTENBHYIO MHAOPMALNIO O BITOXKEHUN.
o [HobaBuTb 3arofioBOK - NPONyCTUTbL NUCbMO C gobasneHnem B SMTP-3aronosku
nMCbMa AOMONTHUTENBHYO MHApOPMaLMIO O AeToHauMN hannos.
o KapaHTuH + YBegomneHue otnpasutens - 6riokMpoBka nucbmMa ¢ yBeAOMIEHNEM.

18.2.4.HenpoBepeHHbIN KOHTEHT
Wcnonb3oBaHWe [aHHOrO pasgena Mo3BONSieT OMNpeaensiTb Xeraemoe mnoBedeHve
CUCTEMbI B Crlyyae HEBO3MOXHOCTM MOSIHOro aHanusa nucbma.

O6wasn nHdopmaumnsa cogepxut B cede cneayoLime napameTpbi:
o KaTeropus - kaTeropusi NpPOBEPSIEMOro KOHTEHTA
o 3awwndpoBaHHbIE apXMBbI
o HepocTynHas ccbinka
e OnucaHune - npuynHa, NpenaTCTByOLWAas NOSIHOMY aHanM3y nMcbma
o [lencTBue -
o OTmMeTuTb TeMy - NpoONyCcTUTb NUCbMO C [0OaBNEHWEM B TEKCT TeMbl NMCbMa
AOMNOSTHUTESBbHY MHAOPMAaLNIO O BITOXEHWMN.
o [oGaBuTb 3aronoBoK - NPONyCcTUTb NMCbMO ¢ AobaBneHnem B SMTP-3aronosku
nMcbMa LONONHUTENBHYIO MHbopMaLUnIo 0 AeToHaunmn dalnnos.
o KapaHTuH + YBegomneHue otnpaBuTenst - GnoknpoBka NMcbMa ¢ YBEAOMITEHNEM.

18.2.5.CTpaTerms o6paboTkn ccblnok

Mpn mHTerpaumm ¢ no4vtoBon cuctemon BEP GyaeT ocywecTBnATb aHanm3 noYTOBbIX
Ccoo6LLEeHN Ha NpegMeT cogepXaHusa B HEM CCbINIOK Ha BHeLUHWe pecypcbl. Mpu obHapyxeHun
ccbinok BEP 6ygeT npou3BoAMTb nepexodbl Mo AaHHbIM ccbinikam. [lepexod no ccbinke
OrpaHN4MBaETCA TOMNbKO PECYPCOM, YKa3aHHbIM B CCbIIKE W He MNpOou3BOAUT OanbHewnllee
n3yveHne pecypcbl Ha NnpeameT ccbinok. Moatomy Heobxoaumo BbIbGpaThb cTpaTermio paboTbl CO
CCbIfIKaMMu.

Mpegnaraemble cTpaTernu:
o KoHcepBaTuBHas
AHanNU3npyTCca TONBKO CCbIMKU, OAHO3HAYHO BeayLune Ha NoTeHunanbHO-BpeaOHOCHbIN
KOHTEHT, Hanpumep: http://malwaresite.ru/a.exe. Ccbifnikn, He UMEOLLIME TaKNX SBHbIX MPU3HAKOB,
nponyckawTcs.
o CoObanaHcupoBaHHas
MNMog aHanu3 nonagaeT 3HauMTenbHO GoMblue CChINOK, BbibMpaemblx Mo cneumansHoOMy
anroputMy. He nonagaloT Ha aHanu3 CCbiIkKM Ha MonynspHble AOMEHbl W CEpPBUCHI,
NOTEHUManNbHO M3MEHSIoLWME COCTOSIHUE CCbIKA. OTOT pexuMm paboTbl TpebyeT HacTpOWnku
nokanbHoro white-nucra gnsa ccbinok.
o ArpeccuBHas
AHann3MpyloTcs BCE CCbIfKK, 3a BbIMETOM fokanbHOro white-nucra. Pexum moxet
NpoBOLMPOBaTb M3MEHEHME COCTOSHUSA OnpedeneHHbIX CCbITOK W MOBbILEHHOE YMCNOo
BbINOSIHAEMbIX aHanM30B.

19. [padoBbI aHanu3
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Pacnonoxenue: Ul -> 'pag

Komnnekc nosBonsieT onpenensTb CBSA3aHHYH C HaWAEeHHbIM MOTeHUManbHbIM
MHUNOEHTOM UH(PACTPYKTYpY B Buae rpada.

MpaBunbHoe nocTpoeHue rpaca

YTo6bl HaYaTb MCMNOMNb30BaTb CETEBOM rpadd, HY>KHO BBECTM B MOMCKOBYIO CTPOKY
nomeH, IP-agpec, email nnu otnevyaTtok SSL-cepTudmkaTta. ECTb Tpy yCnoBus, KOTOPbIMU
MOXeT ynpaBnaTb aHaNUTUK: Bpems, rnybuHa waroBs 1 o4mcTKa.

5] 20180101 — 2018-12-31

BpeMeHHble MeTku

BaxHbln napameTp Npu  KOTOPOM Y4YMTbIBAOTCS BPEMEHHbIE WHTEepBarbl
aKTMBHOCTU [IOMEHOB, CEpPBUCOB, CEPBEPOB, Nepeaaya OOMEHOB U T.M. BpemeHHble
MHTepBarnbl MOryT ObiTb pasHbiMM ANs gomeHa u ans IP, koTopbii ¢ HUM CBsi3aH.
Ecnu He ykasaTb STOT napameTp, TO cucTema cama onpenenqT nocrneaHuin MHTepearn
BrafeHUsl 3TUM PEeCYpPCOM.

LWarn

LWarn - 3aT0 pekypcMBHOE NOCTPOEHNE rpadpoB OT KAXKAOro yXKe BbIHECEHHOIO Ha
rpadge anemeHTa.

MakcmanbHoe KONMYecTBO LLAaroB - HeorpaHnyeHHo. Yem Gonblue waros, TEM
Oornblue gaHHbIX, HO U BorbLUe NTOXHOMOMNOXUTENbHBIX COBbITUI. M0 yMonyaHuio rmybuHa
paBHa 3. OTO O3HA4yaeT, YTO OT MCKOMOro anemeHTa OyayT HamgeHbl BCE HanNpsiMyro
CBSI3aHHbIE 3NIEMEHTbI, MOTOM 3TO KaX4Ooro HOBOro ariemMeHTa byayT NOCTPOEHbI HOBbIE
CBSI3U 0 OPYIMX SNNIEMEHTOB, M YK€ OT HOBbIX 3NIEMEHTOB C NPOLLIOro wara 6yayT HOBble
3NEeMEHTbI.

OuwucTka rpada m

ABTOMaTUYECKN yoandem c rpada anemMeHThbl, He CBA3aHHble C uccnegyembiv
XOCTOM, HO JaeM BO3MOXHOCTb OTKMYUTL O4MCTKY. 1o ymonuaHuio onumsa “Oumnctka
rpadpa’ BKNOYEHa 1 BCe HepeneBaHTHbIE 3NIeMeHThbl OyayT yaanaTbea ¢ rpada

OcobeHHOCTM nocTpoeHusA rpada
CKpbITble AaHHble

YunTbIBaOTCH HESABHblE CBA3W UMW HEOOCTYNHble B MyGnnmyHoOM npocTpaHCTBe
AaHHbIE.
lNonHbIM Nonck

lMonck No Bcem gaHHbIM, a HE TONbKO MO MHAUKaTopam.

MoMMMO BM3yanbHOro OTOOPaXXeHWS CBSA3AHHbIX C MHUWOEHTOM 3f1EMEHTOB,
HWKe, nog rpadom, NPeacTaBlieH CMMCOK OOHAPYXXEHHbIX KOMMOHEHT C MOAPOOHbIM
OMNNCcCaHNeM KaxKaoMn.

[JoMeHbI

Cnucok gomeHoB oOTobOpaxaeT TONMbKO [OOMEHbI, OXBadeHHble rpadom. [1o
KaxgoMy OOMeHy [OCTynHa mcTopuyeckass MHpopmaums 3a BbliOpaHHbI BpeMeHHOW
nepuvoa.

Mpun packpbITUK KaXkaow 3annucu MoxeT BbITb OCTyNHa cregyowas nHopmauus:
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WHOIS

Whois gaHHble N0 JOMEHHOMY MMEHU OTobpaXaloT AaHHble, NOMyYEHHbIE MYTEM
CKaHMpPOBaHMS N 3aMpoCcOB C WHbIX CEPBUCOB AAHHbIX MO OTKPbITOW ceTu VIHTepHeT.
Mpnyém B neBom ctonbue oTobpaXkalTCs BPEMEHHbIE NMepuoabl, B TEYEHUN KOTOPbIX
whois faHHbIe N0 AOMEHY HE MEHANUCL. Taknm o6pa3om BO3MOXKHO 3arfsiHyTb B UCTOPUIO
N3MEHEHUS1 JOMEHHOM 3arnncu Ha CKOMbKO 3TO BO3MOXHO M3 AaHHbIX umetowmxesa B AO
«BYOYLWEE».
MHdopmaums gaHHoro pasgena MoxeT cogepxatb: Agpec, Name servers, Domain
name, Updated date, City, State, Expiration date, KoHTakTHbIA AaHHbIE
pernctpupytowtero, Whois server, Status, Zipcode, Customer id, Registrar, [JaHHble
opraHusauumu, Country, Phone, Creation date, Email
DNS

Ma paHHOMy cTONGUYy BO3MOXHO OTCNEAUTb M3MEHEHWE PasfNUYHbIX TUMOB
3anucen, NpucyTCTBOBaBLUMX B BbliopaHHOM DNS Ha pasnnyHbIX NPOMEXyTKax BPEMEHMN.
HaHHble moryT cogepxatb: MX, SOA, A, NS, 1 nHblie Tnbl 3anncen.

IP-agpeca

Pasgen npegocTtaBnsieT akTyasibHble, B TOM YuCfie UCTOpUYECKUe, AaHHble Mo
cepBepam, UCMorb3yemMblM 3M0yMbILLNIEHHUKaMK ANs peanu3aunn BblIOpaHHOW LeneBom
aTaku. [Mpun packpbITUM KaXXaon 3anMcy MoXeT ObITb AOCTYMNHA crieayoLwas MHopMmauns:
WHOIS

Whois gaHHble no BbiGpaHHOMY IP agpecy oTtobpaxaloT AaHHble, MOoSyYeHHbIe
NyTEM CKaHMPOBAHWNSA M 3aMPOCOB C UHbIX CEPBUCOB AaHHbIX MO OTKPbITOM ceTh VHTepHeT.
Mpnyém B nesom ctonbue oTobpaxkatoTCsl BPEMEHHbIE NMEpUoabl, B TEYEHUM KOTOPbIX
whois gaHHble No agpecy He MeHANUCL. Takum obpa3omM BO3MOXKHO 3arfisHyTb B UICTOPULO
nameHeHusa IP agpeca Ha CKOMbKO 3TO BO3MOXHO, M3 AaHHbIX umetowmxcs B AO
«BYOYLWEE».
MHdopmauma gaHHoro pasgena onpegenset omMsanyeckoe pacrofioXXeHUe XOCTUHra, a
TaKkKe MOXET NPefoCTaBnsaATbh UHbIE BaXHbl€ AaHHbIE MO XOCTUHTY.
SERVICES

[aHHbin nogpasgen onpedensieT akTyanbHble U UCTOPUYECKME [aHHble Mo
NOAHATBIM Ha AAHHOM XOCTe cepBucaM. A Takke NpeaocTaBnseT OaHHbIe N0 KaXAoMY
0oBGHapy>XeHHOMY CepBUCYy, NCXOAA U3 OTKIMKOB AaHHbIX CEPBUCOB Ha CKaHWpPOBaHWE CO
ctopoHbl AO «BYAYLUWEE». 3T10T npouecc Heobxoaum, 4Tobbl YCTaHOBUTL, IAe peanbHO
HaxoguTcs BPE4OHOCHbIN cepsep.
99% kapgLonoB, XaKepCKnx opymMoB, MHOXECTBO (PULLMHIOBbLIX PECYPCOB U APYrnX
BPE4OHOCHbIX CEPBEPOB CKPbIBAOTCA Kak 3a COOCTBEHHbIMW NPOKCU-CEpBEPaMU, TaK U 3a
NMPOKCU NErMTUMHBbIX cepBucoB, Hanpumep, Cloudflare. 3HaHne o peanbHom O3keHae
OYeHb BaXHO [ANs paccrnefoBaHWin: CTaHOBUTCS W3BECTEH XOCTUHr-nposangep, VY
KOTOPOro MOXHO U3BbSATb CEPBEP, NOSBIAETCA BO3MOXHOCTb NOCTPOUTL CBA3M C APYTMHU
BPEOOHOCHbLIMW MPOEKTamu.

SSL cepTudukaTthbl
Cnucok ceptudumkaToB, CBSA3AHHbIX C  MHAPACTPYKTYPON  aTakytoLlero,
NpeAcTaBrieH B HACTOsILLEM pa3aene.

SSH knrouu
MybnuuHble SSH kntoun, cBs3aHHble C aTakylwumu, oTtobpaxarTcs B
HacTosiem pasgene.
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Pannbl

[aHHbIN pa3gen cooepXXnT nHgpopmaumio o hannax, KoTopble OblfiM 3amMmeyeHbl B
CBA39X C MICKOMOW MHPACTPYKTYPON.

[aHHble dannbl nogrpyxatTcs He ToNbKO U3 cuctembl MXDR, HO 1 U3 gpyrnx
NCTOYHUKOB, Hanpumep, Virustotal, AnyRun,HybridAnalysis n T.4.

E-mails
OneKTpOHHble agpeca, CBHA3aHHblE C WHAPACTPYKTYPOWN  3M0YMbILUNIEHHUKA
npegcraBreHbl B HACTOSsILLLEM pa3gerne.

TenedoHbI
TenedoHbl, HaAeHHbIE B aneMeHTax rpada unm umeroLme oTHoLeHne obHapyXeHHbIM

CBSI35IM, NpeAcTaBneHbl B HACTOsILLEM pasgene.

Tarn
Pasgen, nosgonsowmin aTpubyTnpoBaTth rpynnmMpoBKU/MHCTPYMEHTHI.
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